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1. Introduction

Secure it Easy™ will help you secure your PCs endpoints. You will be able to restrict
the use of the USB Ports and other endpoints on your Workstation and therefore

effectively prevent unwanted data introduction or data leakage from your PC.
With Secure it Easy you can:
e Allow or restrict the use of any USB storage device on your computer
¢ |dentify any USB storage device

e See the details of all USB storage devices connected to the computer at a

certain moment

e Let the PCs administrator receive an e-mail message when an unauthorized

USB storage device is connected to a workstation

e Use file tracing to monitor file accesses on any USB storage device

2. Concept of Architecture

Secure it Easy is meant as a local endpoint security for the USB ports of your
workstations. All installations and configurations will be done locally unless you have
a software deployment mechanism for MSI Files in place (such like Microsoft Remote

installation Server — RIS)

IMPORTANT! Secure it Easy comes with a configuration Interface, which will be
available for logged-in Administrators only. If a standard user logs into the system the

configuration Interface will not be accessible.

3. System Requirements

e Operating Systems:
o Windows XP Home or Professional (Service Pack 2 is recommended)
o0 Windows 2000 (Service Pack 4 is recommended)

o0 Administrative rights on the PC to be able to authorize or unauthorized

devices
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0 Microsoft .NET Framework 2.0 preinstalled
0 Windows Vista
e 16MB of Available memory on the hard drive

e Minimum of 256MB RAM is recommended

4. Installation

To install Secure it Easy it is required that you are logged on the workstation as with

full administrative rights.

It is required that the Microsoft .NET Framework Version 2.0 (or newer) is installed on

the PC. If it is not already installed the Secure it Easy installer will ask you to do so.

After the Microsoft .NET Framework Version 2.0 is installed on the PC, run the

SecureltEasy.exe file

Q

SecureltEasy

Secure it Easy will install itself in the start menu and create the Secure it Easy
program group. Secure it Easy will require in some cases that you restart your PC for

a successful completion of the installation process.

After a successful installation Secure it Easy will always run in the background to
protect your PCs endpoints when you or other users are logged into the PC.

4.1. Download Locations of Components

All the adjacent software that is necessary for installation can be downloaded for free
from the following locations:

Microsoft .NET Framework Version 2.0 (or newer)

http://www.microsoft.com/downloads/details.aspx?FamilylD=0856each-4362-4b0d-8edd-aab15c5e04f5&displaylang=en



http://www.microsoft.com/downloads/details.aspx?FamilyID=0856eacb-4362-4b0d-8edd-aab15c5e04f5&displaylang=en
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5. Getting Started

IMPORTANT! Make sure you are logged in to the PC as administrator. Secure it
Easy comes with a configuration Interface, which will be available for logged in
Administrators only. If a standard user logs in to the system the configuration

Interface will not be accessible.

To start using Secure it Easy, go to Start - All Programs - Secure it Easy -

Secure it Easy Settings

5.1. Setting up Secure it Easy

5.1.1. Authorizing Devices / Trusted Devices™

S =

Q) Secure it Easy

~ Devices Reporting Settings About
Devices
Stat.. Description Manufactursr (VID} PID User Description Serial Number Device Type Capacity
[[]@ Lexar Media, Inc. JUMPDRIVE_|.D Lexar Media. Inc. (050C) JUMPDRIVE_|D. (A450) USB Storage Davice 023GB
[F1@ Feiya Technology Com. Memory Bar Feiya Technology Corp. (090C) Memory Bar (1000} USB Storage Device M/A
[F]1 @ Siicon Integrated Systems Com. Super Flash 1GB Fash Drive Siicon Integrated Systems Com. (04..  Super Flash 1GB Flash Drive (. 3F872CTODEZ174 USB Storage Device 025GB
[¥] € ASUS DVD-E616A3 ATA Device (Standard CD-ROM drives) ASUS DVD-E616A3 ATA Dewvi intemal DVD CDROMASUS_DVD-EG16A3. Intemal CO or DVD RW N/A
() Y-E Data, Inc. FlashBustar-U Floppy Y-E Data, Inc. (0578) FlashBuster-U Floppy extemal floppy dive  REV_0501 USB Storage Device M/A
[ Swissbit USE_DISK Swissbit {1370) USE_DISK (0323) USE Storage Device 024GB
[#] O  Lexar Media, Inc. Jumpdive Secure 64MB Lexar Media, Inc. (150C) Jumpdrive Secure 64ME (0080) (249432014030 USE Storage Device 0.24GE
[71© Freecom Technologies TOUGHDRIVEPRO_UF Freecom Technologies (17AB) TOUGHDRIVEFRO_UF (FCE7) 0001DB05060000000 USB Storage Device 143.04 ..
[T @ Siicon Integrated Systems Corp. Super Flash 1GE Fiash Diive Siicon Integrated Systems Corp. (04...  Super Flash 1GE Flash Drive (. 0000000000001 USB Storage Device 0.02GE
[0 TwinMOS USB2FLASHSTORAGE TwinMOS (126F) USB2FLASHSTORAGE (0175) 0000000000032 USB Storage Device 0.04GE
[[]© Transcend Information, Inc. 512ME USE Flash Dive Transcend Information, Inc. (1307)  512ME USE Flash Drive (0163} 0000000000010 USB Storage Device 0.02GE
=] Transcend Information, Inc. 512MB USB Flash Drive Transcend Information. Inc. (1307) 512MB USE Flash Drive {0163) 0000000000000C USB Storage Device 0.05GE
= Qurs Technology. Inc. OTI-6803 Flash Disk Ours Technalogy. Inc. (DEAD) OTI-6803 Fash Disk (6803) 6BDA1E4B3DCDBEBE USB Storage Device 0.12GE
E USE Mass Storage Device 08EC 0834 USB Storage Device WA
[F1 @ USB Mass Storage Device M-Systems Flash Disk Pionsers (0BEC) 0834 DALAA15285268 USB Storage Device N/A
[#] @ Alcor Micro Corp. Transcend JetFlash Flash Drive Alcor Micro Com. (058F) Transcend JetFlash Fash Driv VADL3JGJ USB Storage Device 024GB
™ Kingston Technology Company Inc. Data Traveler 2.0 1GB/4GB Flash Drive  Kingston Technology Company Inc. (.. DataTraveler 20 1GB/4GB F..  Steve’s DataTrav..  00DDO0O00DD0012 USB Storage Davice 011GB
™ Chipsbank Microelectronics Co., Ltd CBM2080 Fash drive controller Chipsbank Microelectronics Co., Ltd CBM2080 Flash drive controlle. 114772824062 USB Storage Device 025GB
] Transcend Information, Inc. 512MB USB Fash Drive Transcend Information, Inc. (1307) 512MB USB Flash Drive (0163) 0000000000000 USB Storage Device 0.02GB

[7] Check All Refresh List

Once you plug in a USB Device, it will be shown in the “Authorized Devices” tab of
Secure it Easy. Here you can give or deny access to a specific device by checking
the corresponding checkbox (or by double clicking on the Device name).
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By default USB storage devices are not authorized and therefore blocked to keep

your endpoints on your PC safe.

5.1.2. Tool Tip

When enabling an unauthorized device that does not have a user description, the
tool tip window will pop-up reminding you to assign a description to you device(s).
This is helpful in case you have several portable devices that you need to keep track

of, or if the PC you are using is shared by more people.

i

- Tool Tip =88] =% |

Your device has no description. You can add a new
description. or edit an existing one, by right clicking on
the device, and selecting "Edit description".

| Devices |

| st.. Dezcription tdanuif. . FID
3 PNY ATTACHE_PRO 13FE 1423
[ ) SMIATTACHE_FRO e

© 4505 DRw-1814BL Check
© GENERICUSE_SD H  Edit Description %

Dervice Hiskary

Delete Device

[ Do not show thiz again oK

You can disable this window by checking the box next to “Do not show this again”.
You can also re-enable it under the Settings->General Settings and un-checking the

box “Do not show Tool Tip window”.

[ ] Do ot show Tool Tip window

5.1.3. Device Security Setting Explanation

The different settings are visually indicated as described here:

Status Explanation Security Setting

[ Unchecked USB Devices are not The user can not access this
authorized for use on this PC. device from this PC.

- Checked USB Devices are The user is able to access the

= authorized for use on this PC. device from this PC.

Making this a Trusted Device.
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The red dot means that the The user can not access this
@ correspondent device is currently device from this PC.
connected but not authorized.
@ The green dot means that the device The user is able to access the
is currently connected and device from this PC.

authorized (Trusted Device).
The grey dot means that the device
is currently not connected.

5.1.4. Authorizing new devices

Each time a new device is connected to the PC while the Secure it Easy Settings
application is open, you have to click on the “Refresh” button in order to see the new

device in the “Authorized Devices” list.

| Uncheck
Edit Description

Device History

Delete Device

Explore Device

With a right mouse click on a device a menu will open. This menu will give you quick

access to the following settings:

Option Explanation
Check / uncheck Checks / un checks a device for authorization
Edit description Here you can give each device an additional individual name
to simplify the work with different devices
Device History Secure it Easy logs when a device was

connected/disconnected to/from the PC and when it was
authorized/unauthorized

Delete Device You can remove a device from the list. Once you plug the
device back in, it will appear in the list as unauthorized.
Explore Device You can explore the contents of the drive. This option is only

available if the selected device is authorized.

After editing you settings you have to apply them by clicking the “Apply” button.

5.1.5. File Tracing

The file tracing feature allows the administrator to record the file properties of files

that are written or read from or to portable storage devices for later analysis.

File tracing can be enabled by checking the “show file accesses” button under the

Reporting tab.
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Log Size Limit
| By Size W '
|5EI | %Megab_l,ltes w

You can then verify the files that have been accessed in the log file, to the right of the

screen.

Device Uss History | Activy Log | Graphs | Rew Logging |

Log Size Limit Export Log
0

[¥] Show file sccesses

Timestamp Description U, Manufacturer (VID) PID Serial Mu.. Users
2008/04/0315:47:23  Alcor Mioro Comp. Transcend JetFlash Flash Drive Hcor Micro Com, (056F)  Transcend Jetflash Al VADL3GS  Apar
2008/04/0411:4418  Alcor Mioro Com. Transcend JetFlash Flash Drive Hicor Micro Com. (056F)  Transcend JetFlssh Al VADL3GJ  Apar
2008/04/0411:45:08  Alcor Mioro Comp. Transcend JetFlash Flash Drive Hicor Micro Com. (056F)  Transcend JetFlssh Al VADL3GS  Alpar
2008/04/03 154723 Alcor Mioro Comp. Transcend JetFlash Flash Drive Hcor Micro Com. (056F)  Transcend Jetflash Al VADL3GJ  Apar
2008/04/0411:4418  Alcor Miro Comp. Transcend Jetfiash Flash Drive Hicor Micro Com, (056F)  Transcend Jetflssh Al VADL3GJ  Alpar
2008/04/0411:45:08  Aloor Miro Corp. Transcend Jetflash Flash Drive Hcor Micro Com. (58F)  Transcend Jetflash Al VADL3GJ  Alpar
2008/04/03 154723 Alcor Micro Corp. Transcend Jetflash Flash Drive Acor Micro Co. (058F)  Transcend Jetflash Al VADL3GJ  Alpar

2008/04/04 11:44:18  Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFlash Al...  VADL3JGJ  Alpar
2008/04/04 11:45:08  Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFlash A...  VADL3JGJ  Alpar
2008/04/03 1547:22  Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. (038F)  Transcend JetFlash Al...  VADL3JGJ Alpar

2008/04/04 11:44.18 Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. {028F)  Transcend JetFlash A...  VADL3JGJ  Alpar
2008/04/04 11:45.07 Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFlash A...  VADL3JGJ  Alpar
2008/04/03 15:47.22 Alcor Micro Corp. Transcend JetFlash Flash Drive Alcor Micro Corp. {058F)  Transcend JetFash A...  VADL3JGJ  Alpar
2008/04/04 11:4418 Alcor Micro Comp. Transcend JstFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFash A VADL3JG) Apar
2008/04/04 11:45:07 Alcor Micro Corp. Transcend JetFlash Flash Drive Ajcor Micro Corp. (058F)  Transcend JetFash A VADL3IG)  Apar
2008/04/03 15:47:22 Alcor Micro Comp. Transcend JetFlash Flash Drive Ajcor Micro Corp. {058F)  Transcend JetFash A VADL3G) Apar
2008/04/04 11:4418 Alcor Micro Comp. Transcend JstFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFash A VADL3G) Apar
2008/04/04 11:45:07 Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFlash A VADL3IGJ Apar
2008/04/03 15:47.22 Alcor Micro Corp. Transcend JetFlash Flash Drive Mcor Micro Corp. {(158F)  Transcend JetFlash A VADL3IG) AMpar
2008/04/04 114417 Alcor Micro Corp. Transcend JetFlash Flash Drive Mcor Micro Corp. {058F)  Transcend JetFlash A VADL3G)  AMpar

2008/04/04 11:45:07  Alcor Micro Corp. Transcend JetFlash Flash Drive Alcor Micro Corp. (058F)  Transcend JetFlash Al...  VADL3JGJ  Alpar
2008/04/03 1547:22  Alcor Micro Corp. Transcend JetFlash Flash Drive Alcor Micro Corp. (058F)  Transcend JetFlash Al VADL3JGJ  Alpar
2008/04/04 114417 Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFlash Al...  VADL3JGJ  Alpar

2008/04/04 11:45:06 Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. {028F)  Transcend JetFlash A...  VADL3JGJ  Alpar
2008/04/03 15:47:21 Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. {058F)  Transcend JetFlash A...  VADL3JGJ  Alpar
2008/04/04 11:44.17 Alcor Micro Corp. Transcend JetFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFash ... VADL3JGJ  Alpar
2008/04/04 11:45:06 Alcor Micro Comp. Transcend JetFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFash A VADL3IG) Apar
2008/04/03 15:47:21 Alcor Micro Corp. Transcend JstFlash Flash Drive Acor Micro Corp. (058F)  Transcend JetFash A VADL3G) Apar
2008/04/03 15:47:23 Alcor Micro Corp. Transcend JetFlash Flash Drive Ajcor Micro Corp. {058F)  Transcend JetFash A VADL3G) Apar
2008/04/04 11:4417 Alcor Micro Comp. Transcend JstFlash Flash Drive Ajcor Micro Corp. (058F)  Transcend JetFash A VADL3JG) Apar
2008/04/04 11:45:06 Alcor Micro Corp. Transcend JetFlash Flash Drive Ajcor Micro Corp. {058F)  Transcend JetFash A VADL3JGJ  Alpar
2008/04/03 15:47:25 Alcor Micro Corp. Transcend JetFlash Flash Drive Ajcor Micro Corp. {058F)  Transcend JetFlash A VADL3IG)  Alpar
2008/04/03 15:47:25 Alcor Micro Corp. Transcend JetFlash Flash Drive Mcor Micro Corp. {058F)  Transcend JetFlash A VADL3IG)  Apar

2008/04/04 11:4419  Alcor Micro Corp. Transcend JetFlash Flash Drive Alcor Micro Corp. (058F)  Transcend JetFlash Al...  VADL3GJ  Alpar
2008/04/04 1145112 Alcor Micro Corp. Transcend JetFlash Flash Drive Alcor Micro Corp. (038F)  Transcend JetFlash A...  VADL3GJ  Alpar

Action

File read
File delte
File write:
File read
File delte
File write
File read
File delete
File write
File read
File delete
File write:
File read
File delste:
File write:
File read
File delste
File write:
File read
File delete
File write
File read
File delete
File write:
File read
File delste
File write:
File read
File read
File delste:
File write:
File read
File write:
File delete
File write

File Name
G\Personal Data\Pe-Lock pictures\SJ25jpa
G\Personal Data\Po-Lock pictures\SJ25 g
GA\Personal Data\Po-Lock pictures\SJ25jpa
G\Personal Data\Pe-Lock pictures\SOHC jpa
GA\Personal Data\Pe-Lock pictures\SOHC jpa
GA\Personial Data\Pe-Lock pictures\SDHC jpg
G \Personal Data\Pe-Lock pictures\SDipg
G\Personal Data\Fe-Lock pictures\SDjpg
G\Personal Data\Pe-Lock pictures\SDjpg

G:\Personal Data"Pe-Lock pictures\JFV3089...
Gi\Personal Data“Pe-Lock pictures'JFVI049...
Gi\Personal Data‘\Pe-Lock pictures'JFVI049...

Gi\Persanal Data\Pe-Lack pictures\JFV5pg
GA\Personal Data\Pe-Lock pictures\JFV5pg
G\Personal Data\Pe-Lock pictures\JFV85pa
G/\Personal Data\Pe-Lock pictures\JFV60jpg
G \Personal Data\Pe-Lock pictures\JFV0jpg
G \Personal Data\Pe-Lock pictures\JFV60ipg
GA\Personal Data\Pe-Lock pictures\F21Djpg
GA\Personal Data\Pe-Lock pictures\F210jpg
Gi\Personal Data\Pe-Lock pictures'F210ipg
G\Persenial Data'\Pe-Lock pictures\JF 185 jpg
G \Personial Data'\Pe-Lock pictures\JF 185 jpg
G\Personial Data\Pe-Lack picturesF 185 jpg
G :\Personial Data\Pe-Lack pictures\JF 160jpg
G\Persanal Data\Pe-Lack pictures\JF 160jpg
G\Personal Data\Pe-Lock pictures\JF160ipg
G\Personal Data\Pe-Lock pictures\JF130jpg
G:\Personal Data\Pe-Lock pictures\F130jpg
GA\Personal Data\Pe-Lock pictures\JF130ipg
G\Personal Data\Pe-Lock pictures\F130jpg
GA\Personal Data\Outlookmgrssta ppi

G\Personal Data\Outlook\marssta ppi

G \Persenal Data\Outlook‘marsstg ppi

G \Persenal Data\Outlook‘mgrestg ppi

File Type
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JFEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Imags
JPEG Image
JPEG Image
JPEG Image
JPEG Image
JPEG Image
ppi File

m

ppi File
ppi File
ppi File e

Refresh List

You can also export the log file and save it for
“Export” button.

later

examination by

clicking the
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5.2. Reporting module

This powerfull module contains detailed information and statistics regarding your
devices and the use of these.

5.2.1. Device Use History

Here you can have a quick look on the last 10 connected devices and last 10 files

accessed .

Secure it Easy e X
@ 1
== Lé F 9
Devices Reporting Settings About

Device Use Histery |Activiy Log | Graphs | Raw Logging |

Last 10 connected devices

Device Deseiption FID viD User Description  Serial Number Device Type Capacity  User Name
Sk Tass Storage Device 512108 USE Flash Drve(0163) Trenscend Ifemmation, Inc (1307, Do0Ga300006010 U8 Slorage Device 002GE Aipar
UUSE Mass Storage Device  DataTraveler 2.0 1GE/4GE Flash Diive(1000)  Kingsion Technology Company Inc {13FE) 0000000000013 USE Storage Device 0TTGE  Alpar
USE Mass Storage Device  512MB UISB Flash Drive(0163) Trenscend Information, Inc.(1307) D000000D00000C USE Storage Device NAA Alpar
USE Mass Storage Device Transcend JetFiash Flash Drive(5387) Alcar Micre Corp (058F) VADLAG USB Storage Device 024GB  Alpar
CD-ROM Drive ASUS DVD-E616A3 ATA Devics(0000) {Standard CD-ROM drivesH00D) CDROMASUS_DVD-ES16A3_1.10_5_468F06_0_0.0.0 Intemal CDor DVDRW  N/A Alpar
USE Mass Storsge Device  (0176) (126F) 0000000000032 USB Storage Device N/A Alpar
USE Mass Storsge Device  Super Fiash 1GB Flash Drive(0151) Siicon Integrated Systems Cor.(0457) 0000000000001 USB Storage Device N/A Alpar

Last 10 accessed files:

File Name Fie Action  Fie Type User Name  Device Desciption e
F.limagesipg Fie delete  JPEG Image Alpar USB Mass Storage Device
F.ipix] jpg Fie delete  JPEG Image Alpar USB Mass Storage Device
F:\plart manageripg Fle delete  JPEG Image Apar USB Mass Storage Device L
F:\Greatest Guitar Sclos - 020 Qusen - Bohemian Rhapsody.mp3 Fledelete  MPEG Layer 3 Audio File  Alpar USB Mass Starage Device 1
F\Greatest Guitar Solos - 025 Jethro Tull - Aqualung mp3 Fle delete  MPEG Layer 3 Audio File  Alpar UUSB Mass Storage Device
FAMy Pictures\Desktop ini File wite Corfiguration Settings ~ Alpar UUSB Mass Storage Device
F:\My Pictures\Sample Pictures Ink File wite Shortout Apar UUSB Mass Storage Device
F:\My Pictures\borat ipa File wite JPEG Image Apar UUSB Mass Storage Device
F\My Fictures'unide pg Fie wite JPEG Image Alpar USB Mass Storage Devics -

5.2.2. Activity Log

In the Activity Log you can view device usage statistics in different categories such
as : time range (last 24h, last 3 days, last week, last month and all), times accessed

(devices and files), User name, VID, PID, etc.
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Reporting About

Device Use History | Activity Log | Graphs [ Raw Logging |

Time range
©) Last 24h ) Last 3days ©) Last wesk © Lestmonth @ A

Most 10 active devices

Refresh

Times accessed  Device Description FID vID
4 USB Mass Storage Device  DataTraveler 2.0 1GB/4GB Fiash Drive{1D00)  Kingston Technology Company Ine.(5118)
3 UUSB Mass Storage Devics  Transcend JetFlash Flash Diive(6387) Alcor Micro Com (1423)

3 UUSB Mass Storage Devics  512MB UISB Fiash Drive(0163) Transcend Information, Inc (4871)

2 CD-ROM Drive ASUS DVD-E61643 ATA Devics(0000) (Standard CD-ROM drives)0)

2 UUSB Mass Storage Devics  Super Fiash 1GB Fiash Drive(0151) Silicon Integrated Systems Corp.(1111)

2 USB Mass Storage Device  (0176) 4719

2 USB Mass Storage Device  512MB UISB Fiash Drive(0163) Transcend Information, Inc. (4871)

User Description

Serial Number Device Type
0000000000013 USE Storage Device
VADLAGI USE Storage Device
0000000000000C USE Storage Device
CDROMASUS_DVD-E616A3_1.10_5_468F06_0_00.0  Intemal CD or DVD RW
0000000000001 USE Storage Devics
0000000000032 USE Storage Device
0000000000010 USE Storage Device

Capa...  User Nam

011GE  Apar
024GB  Alpar
N/A - Apar
N/A - Apar
N/A - Apar
NA - Mpar
002GE  Alpar

<

.

Most 10 accessed files:

Times access..  File Name File Action Fie Type UserName  Device Description =
2 F:\Greatest Guitar Solos - 020 Gueen - Bohemian Rhapsody.mp3 Fie delete MPEG Layer 3 Audio File  Alpar USB Mass Storsge Device
2 F\Greatest Guitar Selos - 025 Jethro Tul - Aqualung.ma3 File delete MPEG Layer 2 Audio File  Alpar UUSB Mass Storage Device
2 Fi\aeslock-emorbmp File wite Biimap Image Apar USB Mass Storage Device 3
2 Fimages jpg File delete JFEG Image Apar USB Mass Storage Device
2 Fpixl jpg File delete JPEG Image Alpar USB Mass Storege Device
2 Fplant manager ipg File delete JPEG Image Apar UUSB Mass Storsge Device R
1 FA\02 CoSoSys CD DVD blank Coverjpg File read JPEG Image Apar UUSB Mass Storsge Device
1 FACamyhEssy.axe File read Application Apar UUSB Mass Storsge Device
1 F\Greatast Giitar Solas - 001 | &d Zennelin - Stairvay tn Heaven mnd File write: MPFG | aver 3 Auidia File  Alnar ISR Mass Storane DNevice =%

5.2.3. Graphs

Here you can see a graphical representation of the usage of devices and file

accesses.

You can select between Device Activity and files Activity

Reporting

Device Use History | Activity Log | Graphs | Raw Lngging|

Select graph v

Device Acti
Files Activity
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Secure it Easy
= - )
= (%9
(e’ d =
Devicss Reporting Settings About

Device Use History | Activity Log | Graphs | Raw Logging

Select graph [EIENETL

Transcend Information, Inc. 512MB USB Flash Drive

USB Mass Storage Device

Silicon Integrated Systems Corp. Super Flash 1GB Flash Drive

(Standard CD-ROM drives) ASUS DVD-E616A3 ATA Device

Transcend Information, Inc. 512MB USB Flash Drive

Alcor Micro Corp. Transcend JetFlash Flash Drive

Kingston Technology Company Inc. DataTraveler 2.0 1GB/4GB Flash Drive

Device activity

Secure it Easy

s (%)
(&) | d >
Devices Reporting Settings About

Device Uss History | Activity Log | Graphs | Raw Logging

Select graph [ENETN -

FAINDECISIVE jpg

F\Greatest Guitar Solos - 001 Led Zeppelin - Stairway to Heaven.mp3

F:102 CoSoSys CD DVD blank Cover.jpg

F:\plant manager.jpg

F:\CarryltEasy exe

F-\pix1.jpg

Fimages. jpg

Faes-lock-error bmp

F:\Greatest Guitar Solos - 020 Queen - Bohemian Rhapsody mp3

F\Greatest Guitar Solos - 025 Jethro Tull - Aqualung. mp3

Files activity

9
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You can also save and/or print these images, for later audit.

Secure it Easy
(&) | i — Vart
Devices Reporting Settings About

| Device Use History | Activity Log | Graphs | Raw Logging |

Select graph Device Activity -

Transcend Information, Inc. 512MB USB Flash Drive

Copy i
Save Image As.. Nass Storage Device

Page Setup...

Print...

Show Point Values

Un-Zoom 1 Integrated Systems Corp. Super Flash 1GB Flash Drive
Undo All Zoom/Pan

Set Scale to Default

(Standard CD-ROM drives) ASUS DVD-E616A3 ATA Device

Transcend Information, Inc. 512MB USB Flash Drive

5.2.4. Raw Logging

Here you can see when a device was connected and disconnected to the PC as well
as what files have been copied to or from the device. In order to see the log, right

click on the preferred device and choose “Device History”.

Uncheck
Edit Description

Device History

Delete Device

Explore Device

You can sort the events by date & time, user, action, file type, product ID (PID),

vendor ID (VID), etc. by clicking on the correspondent table header, e.g. ‘Timestamp’.

10
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Device Uss History | Activiy Log | Graphs | Raw Logaing |

Log Size Limit Erpott Log

=

% g

[¥] Show file sccesses
Timestamp Description User Description Manufacturer (VID) PID Serial Number Users Logged  Action Fie h +
2008/04/0413:28:36  Kingston Technology Company Inc. DataTraveler 20 1G...  Steve’s DataTraveler  Kingston Technology Company Inc. (13FE)  DataTraveler 20 1GB/4GE Flas.. 0000000000013 AlparAlpar__. Enabled
2008/04/0413:2834  Transcend Information, Inc. 512ME USE Flash Drive Transcend Information, Inc. (1307) 512M8 USE Flash Drive (0163)  00000000000001  Alparflpar__. Enabled
2008/04/04132821  Lexar Media, Inc. JUMPDRIVE_LD. Lexar Media, Inc. (050C) JUMPDRIVE_LD. (A450) Aparflpar__.. Disabled B
2008/04/0413:28.19  Chipsbank Microelectrorics Co., Ltd CEM2080 Flash div... Chipsbank Micraclectronics Ca., Lid (0204)  CEM2080 Flash drive cortroller (.. 114772824062 Aparflpar__... Enabled
2008/04/0413:28:17  Alcor Miro Corp. Transcend JetFlash Flash Diive Hcor Micro Corp. (058F) Transcend JetFiash Flash Diive (.. VADLG) Aparfpar_... Enabled
2008/04/04 132801 Y-E Data, Inc. RashBuster-U Floppy extemal floppy dive  Y-E D, Inc. {0578) FlashBuster-U Floppy REV_0501 Aparflpar_... Enabled m
2008/04/0413.27.59  Swissbit USB_DISK Swissbit (1370) USE_DISK (0323) Mparflpar_... Enabled
2008/04/04 132757 Levar Media, Inc. JUMPDRIVE_LD. Lexar Media, Inc. (50C) JUMPDRIVE_LD. (A450) Aparflpar_... Enabled
2008/04/0413:2754  Lexar Media, Inc. Jumpdive Secure 64MB Lexar Media, Inc. (050C) Jumpdive Secure G4ME (0080)  C243432014030  AlparMpar_.. Enabled
2008/04/0413:27.52  ASUS DVD-E616A3 ATA Device ntemal DVD (Standard CD-ROM drives) ASUS DVD-EG16A3 ATA Device  CDROMASUS_DV... AlparMlpar_.. Enabled
2008/04/04131713  Lexer Media, Inc. Jumpdive Securs 64MB Lexar Media, Inc. (050C) Jumpdrive Secure G4ME (0080)  C243432014030  AlparMlpar__.. Connscted
2008/04/04131710  Swissbit USB_DISK Swissbit (1370) USE_DISK (0323) Aparflpar_.. Connected
2008/04/04 131704 Silicon Integrated Systems Com. Super Flash 1GB Flash Silicon Integrated Systems Corp. (0457) Super Flash 1B Flash Drive (01... 3FB72C0DE2174  AparAlpar_.. Connected
2008/04/041316:30  Feiys Technology Corp. Memory Bar Feiya Technology Corp. (090C) Memory Bar (1000) Aparflpar__.. Connected
2008/04/04131625  Lexer Media, Inc. JUMPDRIVE_LD. Lexar Media, Inc. (050C) JUMPDRIVE_ID. (A450) Aparfpar_.. Comnected
2008/04/04 131605 M-Systems Flash Disk Pionesrs M-Systems Flash Disk Pionesrs (08EC) 0834 DAAAATG285268  AlparAlpar__.. Discomnected
2008/04/04 131604 Silicon Integrated Systems Corm. Super Flash 1GE Flash .. Siicon Integreted Systems Carp. (0457) Super Flash 1GE Flash Drive (01... 00000000000001  Alparflpar__... Disconnedted
2008/04/04 131604 Chipsbank Microelectrorics Co., Ltd CEM2080 Flash ditv... Chipsbank Micraclectronics Ca., Lid (0204)  CBM2080 Flash drive cortroller (. 114772824062 Aparflpar_... Disconnecied
2008/04/04 131416 M-Systems Flash Disk Pioneers M-Systems Flash Disk Fioneers (08EC) 0834 DAAAATE285268  Alparflpar_. Connected
2008/04/04 13:14:10 08EC 0334 Aparflpar_... Disconnected
2008/04/04 13:13:10 08EC 0834 Aparflpar_... Connected
2008/04/04 131158 Ours Technology, Inc. OTI-6803 Flash Disk Ours Technalegy. Inc. (OEAD) OTI5203 Flash Disk (5803 6BDATE4B3IDCDE... AparAlpar_.. Discomnected
2008/04/0413:11:36  Ours Technolagy, Inc. OTI-6803 Fiash Disk Ours Technolegy. Inc. (OEAD) OTH5803 Flash Disk (5803) 6BDATE4BIDCDB... Aparflpar_.. Connected
2008/04/0413:08:42  Transcend Information, Inc. 512ME USE Flash Drive Transcend Information, Inc. (1307) 512M8 USB Flssh Drive (0163)  000D00000DDDIC  Alparflpar_.. Discomnected
2008/04/0413:09:42  Transcend Infommation, Inc. 512MB USE Flash Drive Transcend Information, Inc. (1307) 512M8 USE Flssh Drive (0163) 0000000000001 AlparAlpar_.. Discornected
2008/04/0413:03:41  Transcend Information, Inc. 512ME USE Flash Drive Transcend Information, Inc. (1307) 512M8 USB Flssh Drive (0163)  000D000O0DDDT0  Alparflpar_. Discomnected
2008/04/0413:03:40  TwinMOS USB2FLASHSTORAGE TwinMOS (126F) USBZFLASHSTORAGE (0176) 0000000000032 Aparflpar_.. Discornected
2008/04/0413:06:41  Transcend Infommation, Inc. 512ME USE Flash Drive Transcend Information, Inc. (1307) 512M8 USE Flssh Drive (0163)  000D00000D0DCC  Alparflpar__.. Connected
2008/04/04 130640 Transoend Iformation, In. 512ME USE Flash Drive Transcend Information, Inc. (1307) 512MB USE Flash Drive (0163) 0000000000001  AlparAlpar_.. Connected
2008/04/0413:0633  Transcend Information, Inc. 512ME USE Flash Drive Transcend Information, Inc. {1307) 512M8 USE Flash Drive (0163) 0000000000010 Alparflpar_.. Connected
2008/04/0413.0630  TwinMOS USB2FLASHSTORAGE TwinMOS (126F) USEZFLASHSTORAGE (0176) 0000000000032 Alparflpar_... Cennected
2008/04/04 13.0454  Silicon Integrated Systems Corp. Super Flash 1GE Flash .. Siicon Integrated Systems Carp. (0457) Super Flash 1GE Flash Drive (01... 0000000000001 Alparflpar__... Connected
2008/04/04 13.0433  Chipsbank Microelectrorics Co., Lid CEM2080 Flash ditv... Chipsbank Micraclectronics Ca., Lid (0204)  CBM2080 Flash drive cortroller (.. 114772824062 Aparflpar_... Connected
2008/04/04 130400 Y-E Data, Inc. RashBuster-U Floppy extemal floppy dive  Y-E Datta, Inc. (0578) FlashBuster-U Floppy REV_0501 Aparflpar_... Connected -
) i I v

Refresh List

Apply Changes Close

This list can be exported as a *.csv (comma-separated values) file for later reference.
Simply click the Export as .csv button and define the path where you would like the

file to be saved.

Export Log

[-]

5.3. E-Mail Notification

You have the option to receive an e-mail notification, each time an unauthorized

device is connected in to the PC that is protected with Secure it Easy.

To enable the e-mail notification, check the “Enable e-mail notifications” option from
the “E-Mail Notification” tab.

11
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Devices Reporting Settings About

[ EMail Notiication | General Settings |

[¥] Enable e mail notfications
You can receive a notification via e-mail if an unauthorized mass storage device was connected to your PC.
E-Mail Settings
From: usemyz@office.com
To: admin@office com
Cec
Bec:
Subject: Unautherized device(s) connected to my PC!

SMTP Server; smtp.officeserver.cam

[ SMTP Server requires authentication

Send Test E-Mail

Apply Changes | [ Close

5.3.1. Configuring E-Mail Notification

If you enable the e-mail notification option you have to provide Secure it Easy with an
SMTP e-mail account that will be used to send the e-mail notifications to a specified

e-mail address.

Please specify a sender and a recipient e-mail address. Enter your SMTP server
address along with your username and password in case that your SMTP server

requires this information in order to send mail.

We recommend you to send a test e-mail be clicking the “Send Test Message”
button. If a firewall is installed on the PC that you are protecting with Secure it Easy,
the firewall will request you for authorization that Secure it Easy is accessing the
internet. Please grant Secure it Easy this authorization so you will be able to receive

e-mail notification.

12
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5.4. General Settings

] 2
[ E:Mail Notfication | General Settings

Service Control File Tracing

Serijoe Skt Mm:—" ﬂ;:‘::;’jndamd to/from devices are
Service Status:  Running Status: Enabled

Securty - Application Password Protection
Not yet protected by a password

Set Password

User Notification

The user will see a notfication when an unauthorized device is connected. (Default - Activated)

Stop

Language - Application Languags

Set curent langusge
Engish -

[ Do not show Tool Tip window.

[ Aeply Changes | [ Close

The General Settings tab gives you the option to set the Secure it Easy Service
settings. The Secure it Easy service is by default set to “Automatic” meaning that
when the PC is started the Secure it Easy Service started automatically and runs in
the background in order to protect you PCs endpoints. As the PCs administrator you

would also be able to temporarily stop the Secure it Easy Service manually.

5.4.1. Password protection

The access to the Secure it Easy user Interface can be password protected.

You also have the option to save a ‘Hint’ (reminder) for the Password. This might be

helpful when forgetting the password.

13
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€ Secureit Easy = (@3] x

Senvice Control Fils Tracing

e e Eliad Status: Enabled

Securty - Application Password Protection
Net yet protected by a password

User Notification

The user will see

= Password Manager (e petivated)

[ Stop.

i ol New password  sess

Set cument langud Corfim new password  wewe

[Enghsh Password hint  demo

Do ot show Ti

After setting up a password, you will be asked to enter it each time you start Secure it
Easy.

This application is password protected.

Enter password |
Show password hint demo

This application is password protected.

Enter password
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To remove the Password protection, go to “General Settings”, select “Change
password”, introduce the ‘Old Password’ and leave the fields for ‘New Password’ and

‘Verify Password’ empty, then apply.

5.4.2. Notification messages

Every time you plug in a new device or an unauthorized device, a message will pop

up in the right corner of your screen.

& Security Warning - Secure it Easy *

An unauthorized device was connected to this PC,
Remowve the device now or contact the PCs administrator
for authorization.

You will be also notified from time to time, by a similar message, about the trial period

of Secure it Easy.

You can stop the notifications pop up messages from “General Settings” menu

option,

|User Motification
The user will see a notification when an unauthorzed device is connected. (Default - Activated)

l Stop |

or from the system tray by right clicking on the Secure it Easy icon.

Settings
Exit Motifier

6. License Key Registration

After your 30 day trail version of Secure it Easy has expired you are required to
purchase a license key for the software over the internet. To purchase a license key
you can visit our web-shop by clicking the link in the “General Settings” tab. When
you have purchased the license key you have to enter it into the registration window

in order to use the full functionality of Secure it Easy again.
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After the 30 days trail has expired the Secure it Easy Service will stop and

discontinue protecting your PCs endpoints.

Please save your license key in a safe place for future reference.

7. Update Mechanism

You can check for the availability of a newer Secure it Easy version by clicking the
“Check for Update” button in the “General Settings” tab.

2 Secure it Easy

L S 52
Devices __ Reporting

Settings About

About

Wersion Information
Current Version: 2.0.0.4

[ Check for update i

Purchase License Key

Application is registered

If there is a newer version available you will be asked if you want to download it.

= Download Update Iﬁ

A new wversion is available! Please click the button bellow to start the download and update process.
Version available: 2.0.0.5

Download now

The application will be downloaded directly to your PC.
16
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= Download Update @

The new version has been successfully downloaded. Please click the "Install Update” button to
install the new version on your PC.

Install Update —I_'__'

After updating, it might be required that you restart your PC.

8. Support

In case additional help, such as the FAQs or e-mail support is required, please visit
our support website directly at http://www.cososys.com/help.html.

17
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Or you can also click on CoSoSys icon from ‘General Settings’ window,

=T

About

Wersion Information Help
Current Version: 2.0.0.5 Help

Check for update l Cnline Eelg FAG

Purchase License Key

Application is registered

License Agreement

COS0S5YS SOFTWARE END USER LICENSE AGREEMENT 7

COS0SYS LIMITED AND/OR ITS AFFILIATES ("COS05YS5") 1S WILLING TO LICENSE THE LICENSED
SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE
UTILIZING THE LICENSED SOFTWARE (REFERENCED BELOW AS "YOU" OR "YOUR") OMLY ON THE
COMDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS END USER LICENSE AGREEMENT
("LICENSE AGREEMENT"). READ THE TERMS5 AND CONDITIONS OF THIS LICENSE AGREEMENT
CAREFULLY BEFORE USING THE LICENSED SOFTWARE. THIS 15 A LEGAL AND ENFORCEAELE
CONTRACT BETWEEN YOU AND COS05YS. BY OPENING THE LICENSED SOFTWARE PACKAGE,
BREAKING THE LICEMSED SOFTWARE SEAL, CLICKING THE | AGREE" OR "YES" BUTTON, OR
OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR LOADING THE LICEMSED SOFTWARE OR
OTHERWISE USING THE LICENSED SOFTWARE, YOU AGREE TO THE TERMS AND COMDITIONS OF THIS
LICENSE AGREEMEMT. IF ¥OU DO NOT AGREE TO THESE TERMS AND CONDITIONS, CLICK THE "l DO
NOT AGREE" OR "NO" BUTTON OR OTHERWISE INDICATE REFUSAL AND MAKE NO FURTHER USE OF
THE LICENSED SOFTWARE. UNLESS OTHERWISE DEFINED HEREIN, CAPITALIZED TERMS WILL HAVE
THE MEANING GIVEN IN THE "DEFINITIONS" SECTION OF THIS LICENSE AGREEMENT AND SUCH

CAPITALIZED TERMS MAY BE USED IN THE SINGULAR OR IN THE PLURAL. A5 THE CONTEXT i
S 2004 - 2008 Copyright CoSo5ys Ltd. All ights reserved. Py
COS0sSYS

| Apply Changes || Close |

then choose the ‘Support’ tab from the web page browsed.

/ Deutzch f Romana

Search Q

COS0sYsS

| | I |
HOME SOFTWARE PARTNERS E-S5TORE SUPPOR{E‘) COMPANY
Fs
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9. Uninstall

To remove Secure it Easy from your PC, please go to Control Panel - Add or
Remove Programs - Secure it Easy - Remove. Before doing this you have to close

Secure it Easy Settings.

IMPORTANT! Uninstalling the application will give full access to all USB drives that

were and will be plugged into your PC.

© 2004 — 2008 CoSoSys SRL; Secure it Easy and Trusted Devices are trademarks of CoSoSys SRL.
All rights reserved. Windows and .NET Framework are registered trademarks of Microsoft Corporation.

All other names and trademarks are property of their respective owners.
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