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1. New features

The latest Endpoint Protector Functional release new features and enhancements, please
refer to the Release History section:

https:/www.endpointprotector.com/support/endpoint-protector-release-history

CoSoSys Confidential. Copyright © 2004 — 2023 CoSoSys SRL and its licensors. All rights reserved.
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2. About this guide

2.1. Scope

This document describes how to set up and configure Endpoint Protector. It provides
instructions to complete first-time system deployment, including planning the network
topology, and ongoing maintenance.

It also describes how to use the Endpoint Protector user interface and details the lists of
default utilized port numbers, configuration limits, and supported standards.

2.2. Intended Audience

This document is intended for system administrators, not end users.

Contact your system administrator if you are accessing a device protected by Endpoint
Protector and have any questions that are not covered by this guide.

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



3. Introduction

Portable storage devices such as USB flash drives, external HDDs, digital cameras, MP3
players and iPods are virtually everywhere and are connected to a Windows, Mac, or Linux
computer within seconds. With virtually every computer having internet access applications
and collaboration tools, data theft or accidental data loss becomes a mere child’s play.

Data loss and data theft through a simple internet connection or USB device is easy and
does not take more than a few seconds. Network Administrators had little chance to prevent
this from happening or to identify the responsible users. This was the hard reality until now.

Endpoint Protector, through its Device Control, Content Aware Protection, eDiscovery, and
Enforced Encryption modules, helps companies stop these threats. It not only controls all
device activity at the endpoint but monitors and scans all possible exit points for sensitive
content detection. It ensures critical business data does not leave the internal network either
by being copied on devices or sent via the Internet without authorization, reporting all
sensitive data incidents. Moreover, data at rest residing on endpoints can be inspected for
sensitive content, and remediation actions can be taken. Additionally, enforcing encryption
on USB removable devices is also possible. Everything from a single web-based interface.

Endpoint Protector is a complete Data Loss Prevention and the DLP-related features and
functionality will be explained below. For detailed information about the Endpoint Protector

Server deployment, refer to the Virtual and Hardware Appliance User Manual.

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.
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3.1. Main components

Endpoint Protector is designed around several physical entities:
= Computers - the Windows, Mac, and Linux workstations that have the Endpoint
Protector Client installed

= Devices - the devices that are currently supported by Endpoint Protector (USB
devices, digital photo cameras, USB memory cards, etc.)

= Users - the users who will be handling the devices and the computers
The Server side of Endpoint Protector has different parts, working close together:
= Endpoint Protector Hardware or Virtual Appliance — containing Operating System,
Database, etc.

=  Web Service - communicating with the Endpoint Protector Clients and storing the
information received from them

= Endpoint Protector User Interface — managing the existing devices, computers,
users, groups, and their behavior in the entire system

Endpoint
Protector

eDiscovery

Protection Encryption

o

Content Aware ‘ Enforced

256 AES Encrypted
Communication
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4. Server Functionality

Once the Endpoint Protector Hardware or Virtual Appliance setup is complete, access the
User Interface from the assigned IP address.

The default Endpoint Protector Appliance IP address is https://192.168.0.201

Note: Always use the IP address with HTTPS (Hypertext Transfer Protocol Secure).

Use the default login credentials for the root account and contact Support to provide the
password.

For detailed information on settings change or creating additional administrators, refer to the
System Administrators

ENDPOINT
PROTECTOR

Passwerd
LOGIN

Data Los:
Content Aware Protection | Device Ct

4.1. Endpoint Protector Configuration Wizard

The Configuration Wizard provides you with several steps to define basic settings. These
include setting up the Server Time Zone, importing Licenses, Server Update or uploading

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.
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Offline Patches, Global device rights, E-mail Server settings, Main Administrator details, etc.
You can change these settings at any time.

The Configuration Wizard is available only if the basic settings for the Endpoint Protector
have never been configured.

As an additional security measure, a session timeout is implemented for 300 seconds (5
minutes) of inactivity. If you are not active for this amount of time, you are notified the
session will expire and logged out unless you select to continue the session.

Note: You can customize the session timeout and timeout counter from the Session Settings
sections.

&) Dashboard B I
@ Device Control
[© content Aware Protection

== oDiscovery

[ Denyiists and Atiowiists
Please finalize the configuration by defining the essential settings and default device control policies (Global Settings and Global Rights)

B = Encryoson

Time Zone

) offine Temporary Password
Please select your timezone Euope v | Bucharest v

Reports and Analysis

Next skip this step now - remind me later
Alerts
Directory Services

=3 Appiiance

?‘ System Maintenance

{8} system Configuration

B system Parameters

@ suppor

4.2. General Dashboard

In this section, you can view general information as graphics and charts related to the most
important activities logged by Endpoint Protector.

You will view more specific dashboards on the Device Control, Content Aware Protection and
eDiscovery sections.

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.
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Q) Dashboard = 2022-12-09 . 2023-02-09 -

General Dashboard

System Status
Live Update

Exit Points Endpoints
Effective Rights
10 ® use storage Device
Device Control 9 vieb Browser =
8
Content Aware Protection 7 h
6
eDiscovery B
. ]
8 Denyiists and Alowists : 0
1
. Enforced Encryption . (Q)
2022-12-09 2022-12-11 2022-12-13 2022-12-15 2022-12-17 2023-02-09
%) Offine Temporary Password 0

aad Reports and Analysis ® oniine @ offine

& ANerts
[8)| Directory Services Licensing Status Most Active Users File Transfers
=3 Appliance 50 200
Server ID: IMFvHmA License End Date: 2023-12-15 :g
%4 System Maintenance @
30
{8} System Configuration Hodules % 0
20

| eDiscovery | Terminal 15

B system Parameters EasyLock Enforced Encryption 10
s _
— . . . . D D

4.3. System Status

In this section you can view general information of the system’s functionality, alerts, and
backup status.

&) Dashboard E
General Dashboard
System Functionality
Live Update
Effective Rights Currently al dlients are protected by EPP. Click to turn EPP protection off. on
Device Control
Currently device contro policie sre enforced at il endpoints. Click o lockdown al endpoints on clients'sice. on
Content Aware Protection
‘Currently all set Content Aware Policies are enforced. Click to disable il content filters. on
eDiscovery
‘Currently all set eDiscovery Policies are enforced. Click to disable all content filters. On
I Denyiists and Aliowiists
Re-read rights and settings for all computers
. Enforced Encryption Baad
*) Offline Temporary Password Re-read dlent devices for all computers Re-read
eports and Analysis

Alerts
HDD Disk Space - Safety Logs Rotation. Click to enable Log Rotation.
Directory Services

System Alerts.
& Appliance
System Maintenance Update and Support - Click ko disable Update and Support Alert. on
System Configuration Password Expiration - Click to disable Password Expiration Alert. on
System Parameters
System Backup

) Support

Click to enable System Backup.

From the System Functionality section, you can enable Endpoint Protector, as well as just
specific modules (Device Control, Content Aware Protection, or eDiscovery).

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.
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System Functionality

Currently all clients are protected by EPP. Click to turn EPP protection off. On
Currently device control policies are enforced at all endpoints. Click to lockdown all endpoints on dients’ side. On
Currently all set Content Aware Policies are enforced. Click to disable all content filters. On
Currently all set eDiscovery Policies are enforced. Click to disable all content filters. On
Re-read rights and settings for all computers Resead
Re-read client devices for all computers Resead

From the System Status subsection, you can enable the HDD Disk Space and Log Rotation.

Note: If this setting is enabled, when the Server’s disk space reaches a certain percentage
(starting from 50% up to 90%), old logs will be automatically overwritten by the new ones.

System Status

HDD Disk Space - Safety Logs Rotation. Click to enable Log Rotation. Off

From the System Alerts subsection, you can enable important alerts notifying the expiration
of the APNS Certificate, Updates, and Support or Passwords.

System Alerts
Update and Support - Click to disable Update and Support Alert. On
Password Expiration - Click to disable Password Expiration Alert. On

From the System Backup subsection, you can enable the System Backup.

System Backup

Click to enable System Backup. Off
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4.4. Live Update

From this section, you can check and apply the latest security and Endpoint Protector Server
updates.

Note: This feature communicates through port 80. Whitelist  the
liveupdate.endpointprotector.com (IP: 178.63.3.86) domain.

Q) Dashboard

General Dashboard
System Status Important Notice
Live Update

Effective Rights .
- Endpoint Protector is required to connect now over HTTPS to www.endpointprotector.com to receive information. If you do not agree with an Internet connection, you can choose not to proceed.

(3] Device Control

Software Update
[® content Aware Protection
Most recent check for updates: 25 Jan 2023 15:29:04
== cDiscovery Updates were installed: 25 Jan 2023 15:30:29
Denylists and Allowlists Configure Live Update Check Now Offine Patch Uploader
. Enforced Encryption P ——
) offiine Temporary Password (O Security (] Updates @3 All Updates
Most recent check for updates: 2023-01-31 13:26:23

Reports and Analysis
- & Updates were installed:

Alerts
Check Updates. Apply Updates

8| Directory Services
Available Updates

(=3 Appliance

No updates available!
%1 System Maintenance

View Applied Updates Apply all updates
{2} System Configuration

B system Parameters

4.41. Software Update

Software Update
Maost recent check for updates: 31 Jan 2023 14:08:39
Updates were installed: 25 Jan 2023 15:30:29
Configure Live Update Check Now Offline Patch Uploader

Click Configure Live Update to select manual or automatic live updates check, the number of
retries, and manage the Automatic Reporting to the LiveUpdate Server.

Live Update Settings
Check Automatically for Updates: O
Check Manually for Updates: (O]
Max retries: 5
Live Update Reporting

*Note: Endpoint Protector Server will report each night the current system status to our Live Update Server

Enable Automatic Report: @
Disable Automatic Report: @]
Save T Back
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Click Check Now to search for the Endpoint Protector Server updates displayed in the
Available Updates section. You can select and install an update with Apply Updates, or all
updates with Apply all updates. To view the latest installed updates, click View Applied
Updates.

You can also schedule an update. Select an entry from the available updates, click Schedule
update and then use the calendar to select the date and confirm your selection.

Available Updates

[] Product Update - User Remediation implemented for Device Control, Threat threshold for Content Detection Rule, Reporting v2, Client Registration Certificate and other
usability enhancements and fixes. (May 2022) (HWA-EPP4-UD053)
User Remediation is now available for Device Contraol with the option to create custom notifications. Implemented Client Registration Certificate, Reporting Version 2.0 and individual threat
threshalds defined for Content Detection Rule. Enhancements include SIEM integrations, a size customizable Endpoint Protector client, extended 8-digit device codes, and more Plls added.

Remarks: Applies to version: 5.5.0.0

Schedule update

Apply Updates View Applied Updates Apply all updates

Use the Offline Patch Uploader option to select the offline patches from your computer and
successively install them to the latest Endpoint Protector version.

Note: Contact support@endpointprotector.com to request the Offline Patch.

Offline Patch Uploader
Browse for the offline patch fila: Choose File | Mo file chosen
Upload Paich

Back

Important: Before upgrading your Endpoint Protector server to the 5.7.0.0 server version
from a pre-5206 version and adjacent OS image, you need to enable database partitions.
Please contact Support for assistance.

4.4.2. Security Updates

You can use this section to check and apply different types of security updates, view
information on recent updates checked or installed, and a list of updates available.

Note: The security update options will only be available for customer-hosted instances (e.g.
AWS, Goggle, etc.) with the exception for Operating System and Kernel upgrades.

Important. Updates are not tested beforehand but are pulled from the official Linux
repository.

To ensure the updates will not harm the system, follow these actions:
e test the updates in a test environment first
e make a VM snapshot

e make a system backup from the System Maintenance, the System Backup v2 section
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Select one of the security updates type available and then click Check Updates:

e Security - this will update all security-related updates of installed packages (Critical
and High)

e Other - this will download and apply any update available to 3rd party libraries,
kernel, OS packages and MySQL database

e All Updates - this will download and apply Informational and Optional/Unclassified

updates

If there are updates available, click Apply Updates.
Backend Security Updates

Changes have been saved!

Security | Other [ All Updates

Most recent check for updates:

Updates were installed:

*MNote: For history of applied Backend Updates go to admin action report and choose "Apply Updates™ under Activity filter.

Check Backend Updates Apply All Backend Updates

Note: For history of applied Backend Updates go to admin action report and choose "Apply
Updates" under Activity filter.

Important: Due to patching nature, some updates may automatically restart the Endpoint
Protector server or other sub-services in the background

4.5. Effective Rights

In this section you can view currently applied Device Control or Content Aware Protection
policies. Based on the options you select from the Effective Rights Criteria form, you can
view information based on rights, users, computers, device types, specific devices, report
type (PDF or XLS), including Outside Hours and Outside Network Policies, and more.

Once the report is generated, from the Actions column, you can download or delete it.
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5. Device Control

From this section, you can manage all entities in the system, their subsequent rights, and
settings. You can also manage other types of settings from the Device Control section such
as Endpoint Protector Client and Deep Packet Inspection settings. As the first layer of
security within Endpoint Protector, it is activated by default in every configuration provided.

5.1. Dashboard

This section offers a quick overview in the form of graphics and charts related to the
Endpoint Protector Entities. You can select the start and end date for the data used in these
visual representations from the top-right calendars and view the data in real time.

i} Dashboard 2022-12-09 . 2023-02-09 -

Device Control

Exit Points Latest Connected Devices

10
9 USB Storage Device

8 WFi
7

6 Additional Keyboard
N Card Reader Device (SCST)
4

3 USB Modem
2 Bluetooth
1

Webcam

2022-12-09 2022-12-11 2022-12-13 2022-12-15 2022-12-17 2023-02-09
@ Denyiists and Allowiists

8 svforced Encaypion @ uss Storsge Device

(8 offine Temporary Password

aad Reports and Analysis Devices in the System Most Active Users File Transfers

100 400 200

Su I I m I ) .
I o — —. |

[
2022-12-09 2022-12-13 2022-12-17

5.2. Devices

From this section, you can view, sort, and export in Excel, PDF or CSV format any devices
from the system. Use the Actions column to edit, manage rights, view device history and
delete a specific device.

You can view the right for each device based on the color code from the Status column:

e Red indicates the device is blocked in the system

e Green indicates the device is allowed on computers or for users
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° indicates the device is allowed for some users or computers with restrictions

Note: Any new device connected to a protected computer is automatically added to the
database and assigned to its first user which can be changed later.

&) Dashboard =

(8] Device Control
List of Devices -
Dashboard
Devices
Computers.
Users [ select all entries
Groups
Giobal Rights
Global Settings
Custom Classes

Filters v

Show| 10 v entries Excel PDF | CSV  Show/Hide Columns | | Reload

() DeviceName  , Device  Description VID  PID  Serial Number Device  Last Last Last  Actions

[ content Avare Protection Type Code  User  Computer  Seen
E e

B oiscovery O |- - - - i e —tdede - -

{88 Denyiists and Allowists

[w]
mn

[

il
(8 offine Temporary Password O | — - i ldies mS S A et

Le

aad Reports and Analysis
L Aerts

B ovcctory Services O Selemims Sl Bl e : o s s

u]
m

=3 Appliance

%1 System Maintenance

{8} system Configuration

Click Create to manually add a new device on the list by providing device information: name,
friendly name, type PID, department, description, friendly description, VID, serial number and
custom class.

Use Choose action to export list of devices, schedule a list export, export or import in JSON
format or refresh the device codes.

The Export/Import Devices in JSON format feature allows you to manage device lists from
one Endpoint Protector Server to another and aims to correlate the device rights and the
Groups.

e If the same Groups exist on both Servers, the imported devices will also maintain the
access rights

e If the Groups do not exist, the devices will still be imported but the access rights will
be ignored

You can also import the devices directly from Active Directory.

Note: For detailed information on Active Directory, refer to the Directory Services chapter.

5.2.1.  Priority order

If you do not configure the devices, the rights are inherited from the default Global Rights
that are set per Device Types (USB Storage Device, Digital Camera, iPod, Thunderbolt, Chip
Card Device, etc.).

Note: For detailed information, refer to the Device Types chapter.
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If you configure device rights granularly for all entities, the priority order will be the following,
starting with the highest:

Example: If global rights indicate that no computer on the system has access to a specific
device, and for one computer that device has been authorized, then that computer will have
access to that device.

5.2.2. Device Rights

To manage device rights for specific computers, groups, or users, select Manage Rights
from the Actions column.
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Currently the system Is using both computer and user rights, computer rights have prioriy.

Effective Rights Criteria -
Device Control
o a5 for a sngle devi . Depending on , generating minutes.
Aware Protection
Effectve Rights for: Dexice Control - Effective Rights Farmat; ns -
Outsice Hours Pocies: 00 ot Incude - Outside Network Palcies: D0 not Incude -
Computer; M User: ”
Devica Type: M - ‘Specific Device: ~
Rght: M

aad Reports and Analysis [ cerente |
N nens

Effective Rights List ~
[®) Directory Sen
Appliance Filters v
¥4 system Maintenance Show | 10 v entries Bxcel | POF | CSV | ShowMde Coumns | | Reloed
CEDEEL SO section Computer user Device Type Device Right Policy Created at Format Actions
B system Parameters Device Canirl QA MacBock Pro a8 USA Siorage Device DATATRAVELER 3.0 an Nk 2021-02-26 08:20:52 pdt i=
B s Gontent Awara Protection @A MscBook Pro s it A Na a 2021.02.26 082023 pat
Gontant Awara Protection QAMacBook Pro Al N A NA a 2021-02.26 082008 pat
Devico Conirol QA MacBook Fro Al Al m ~ Nk 2021.62:26 08.19:57 pat
Devics Contol QAMscBock Pro Al a a - A 2021.02-20 081851 s
Showing 18 § of 5 entries
Dashboard =
Device Control
Currently the system is using both computer and user rights, computer rights. have prioriy.
Dashboard
Device Rights -~
Show 10 v entries Bxcel | POF  CSV ShowjHide Columns. Reload
Right Set On Computer Set On User v SetOn Group Modified at Modified by Actions
Custom Classes
No matching records found
ontent Aware Protection
Content Aware or Jng 040 0 of 0 entries Previous  Next
Denylists and Allowlists
Device Wizard (Step 1/2) a
Enforced Encryption
Entity: Computer -
Offline Temporary Password
Device Right: Deny Access -
s enteies S

Alerts

Directory Services

Appliance

System Maintenance

System Configuration

System Parameters

Support

After selecting a device, assigning rights to specific users, computers or groups then follow
these steps:

1. Select the Entity and the Device right

Device Wizard (Step 1/2)
Entity: Computer -
Device Right: [ Allow Access v - ]

[ Use File Allowlist

2. Select the Entities (Computers, Groups, or Users)
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Device Wizard (Step 2/2) -
[  Computer Name Description Main P st MaC address Workgroup Right Q

O veGHa Pk na WORKGROUP

O Towrec i WORKGROUP

O oanasc e WORKGROUP

O  oeskToRg3A3H? wa WORKGROUP

O  ub-mactookprs i intern cosasys. cam

O  Micolte's MacBook Fro wa WORKGROUP

O wacsookar wa WORKGROUP

[0 TestaaMacBook Fro W WORKGROUP

O  rauee m WORKGROUP

O casnwomEsook e WORKGROUP

Showing 140 10 of 48 entres Previous - 703 4 5 hext

5.2.3. Device History

From this section, you can view the device history by selecting the View Device History
action. This will display the Logs Report page filtered for the respective device.

&) Dashboard

@ Device Control

Logs Report -~
[® content Aware Protection
Filters a
- oDiscovery
Event: Any v Computer:
I Denyiists and Atiowiists
Main 1p: Wain 1P Domain Name:
Enforced Encryption
(0} e o - — i .
% offine Temporary Password Daviow " i, =
aad Reports and Analysis PID: FID Serlal Number:
05 Type: Any v
Date/Time(Server) From: L Date/Time(Server) To; L]
Date/Time(Client) From: [ ] Date/Time(Client) To: [ ]

Show | 10w entries Bcel | POF | CSV | ShowMideCoumns  Relosd

Event Computer Username Device Type Device Date/Time(Server) v Date/Time(Client) Actions

File Wite QA MacBook Pro e USB Storage Device Cruzer Giide 20210216 09.58:12 20210216 09.58.00 E]

File Wite A MacBook Pro = USB Storage Device Gruter Gllde 20210216 00.58:12 2021.02.16 095801 =
= Appliance Filo Wiito Qi MacBook Pro a USB Storage Deviea Cruzor Gido 2021.02-16.00:58:12 2021.02:16 09:56:00 ]

Filo Copy QA MacBook Pro q USB Storago Device Cruror Giide 2021.02-16.00:68:08 2021.02.16 096757 5]
?‘ System Maintenance Filo Write. @A MacBook Pro q USB Storage Device Cruzer Glide. 2021-02-16 00.58:03 2021-02-16 09:57:58 B
@ system comguration File Copy QAMacBook Pro a USB Storage Device Cruzer Gide: 2021-00-16 0058:03 2021-02-16 095757 E

File Write QAMacBook Pro a USB Storage Device Cruzer Gide 2021-02-16 00.58:03 2021-02-16 00:57:58 E
B system Parameters Filo Copy QAMacBook Pro a USB Storage Devica Cruzor Gldo 2021-02-16.00:58:03 2021.02-16 09:57:58 5]

Fia Wik A MarRnnk B - 1IER Qinvrana Movies =" [T PRTPRP o21.00.18 na.&7-RR ]

5.3. Computers

From this section, you can filter, create, uninstall or delete a computer and use the Choose
action option to create a Settings Report, Export List of Computers and Schedule Export list.

You can download the Settings Report from System Maintenance, the Exported Entities
section to view the Deep Packet Inspection status for each entity (Computer/User/Group)
and the entity from which Deep Packet Inspection is used.

Any new computer that has the Endpoint Protector Client deployed will be automatically
added to the database, thus making it manageable.
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List of Computers ~

Filters v

[ select all entries
Giobal Rights
m‘m Show| 10 v entries Excel POF v Show/Hide Columns Reload
Giobal Settings
Custom Classes
O Computer Username MainIp TP List Domain  Groups 05 Rights  Settings  Last Seen Client Version _ License Status  Actions
o N v
[ content Aware Protection ame
) coiscovery 0 —. N iman —1— — - Lcensed | omne I
[@8 Denyiists and Allowists Showing 1o 1 of 1 entries Previous Next
Enforced Encryption
e e

(8 offiine Temporary Password
aad Reports and Analysis

O Nerts

[©) Directory Services

=3 Appliance

%) System Maintenance

{8} system Configuration

The Endpoint Protector Client has a self-registration mechanism. This process is run once
after the Client software is installed on a client computer. The Client will then communicate
to the Server its existence in the system. The Server will store the information regarding the
Computer in the database and it will assign a License.

Note: The self-registration mechanism acts whenever a change in the Computer licensing
module is made, and also each time the application Client is reinstalled. The owner of the
computer is not saved in the process of self-registration.

For more details about Licensing, go to the System Licensing chapter.

A Computer is identified by the computer parameters (Main IR, IP List, MAC, Domain,
Workgroup, Computer Serial Number or MachineUUID, OS version) but information like Name
and Description is also essential.

By default, the computer is assigned to the first user that handles the computer. This can
later be changed and is updated automatically based on whoever logs into the computer.

Note: Computer MachineUUID may not be taken for Virtual Machines due to System
Limitations.

You can manually create a new computer at any time by providing the computer parameters
and information mentioned above or import computers from Active Directory.

For more details about Active Directory, go to the Directory Services chapter.
You can also assign the computers to the following for a better organization:
e Groups e.g., several computers within the same office

e Department an alternative organization to Groups
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5.3.1. Computer Rights

You can manage computer rights from the Actions column for a specific computer by
selecting Manage Rights. This section is built around the computers, allowing you to specify
which Device Types and Specific Devices can be accessible.

Device Types

) These are the device type ights that apply in general

Intemal Card Reader

Intemal Floppy Drive

Local Pri

Windows Portable Device (Media Transfer Protocol)
Digital Camera

Blackserry

Hobile Phones (Sony Ericsson, etc)

Smartphone (USB Sync)

SmartPhone (Windows CE)

Smartphone (symbian)

Webcam

phone

Pad

od

User Remediation

Aé

eserve global setting

pre
[
Re
P
pre
Pre
Pre
Pre

eserve global setting
Preserve global setting
Presenve global setting

Preserve global setting

presenve global setting

R IR R R RN R RN RS RN IRt

Serial ATA Controller

seri

PCHCIA Device
Card Reader Device (MTD)
Card Reader Device (SCSI)
2 Drive

Teensy Board

Thunderbolt

Network Share

Infrared Dongle

User Remediation

R R RN R RN RN IRt

tin
Allow all devices | Block all devices

The Standard device control rights include the Device Types and Already Existing Devices
sections. These are generally the only device rights used.

In addition to the Standard device control rights, if enabled from the Global Settings, you can

create fallback policies for Outside Network and Outside Hours circumstances.

For detailed information on Device Types and Specific Devices (Standard, Outside Network,
and Outside Hours), refer to the Device Types chapter.

Note: Use Restore Global Rights to revert to a lower level of rights. Once enabled, all rights
on that level will be set to preserve global settings and the system will use the next level of

rights.

All Existing Devices that were added on that level will be deleted when the restore is used.

5.3.2. Computer Settings

This section allows you to edit the settings for each computer.

Defining custom settings for all computers is not necessary since a computer is perfectly

capable of functioning correctly without any manual settings defined.

It will do this by either inheriting the settings from the group it belongs to or, if not possible,
the global settings, which are mandatory and exist in the system with default values from

installation.
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Q)| Dashboard

(%) Device Control

Endpoint Protector Client
Glent Mode: ormal ] Notiter language: Engish B:)
Folicy Refresh interval (sec): is L] Log Size (MB): 1024 [
Log Interval (min): 1 o ‘Shadow Size (MB): 102500 e
‘Shadow Interval (in): 1 i Min il Size for Shadowing (KE)! 0 ]
Recoveey Folder Retention reriod (days): 3 o Mt Pl Sizs for Shadowing (KB): 1048570 o

Devices Recovery Folder Max Size (ME): 5000 L]

Custom ot Noticatons: [ o ) User sdited iformation fo o |
Mandatory OTR Justfication: (@ oFF ] Optical Character Recognition: [® orF ]
Daep Packet Inspection: fe o ) Stop at Trveat Trvestole: [@ o |

Reports and Analysis
Extendag Soures Cote Detection: fe o ]

Alerts

Directory Services ot Popris o o)

System Configuration
File Tracing and Shadowing -

Parameters

File Trating: G Removable Devices & Time Machine MNetwork Share.
File Shadowing Ba I Removable Devices and Other 1 Content Aware Protection B -mai Boty @
Exciude Extensans from Tracng: .0 mp3; vob; exe; (i} Exciude Extensions from Shaowing: e..: .mp3;.voD; exe; (i}
Exclude Extensions from Scanning: P— o Scan archive In archive: 4 umes )

5.3.3.

From this section, you can view the computer history by selecting the View Computer History
action. This will display the Logs Report page filtered for the respective computer.

Computer History

Logs Report -~
Filters »
[ Ay ~ Computer QA Machook Pro
Main 1P Main 17 Domain Hame Domain Nar
. Enforced Encryption
Username: : Device Type: Aoy v
%) orfine Temporary passwora
(%) offine Temporary passwor e . o
g Reports and Amalysls FID: ¥io Serial Number Seriel N
05 Type: Ay ~
‘DatefTime{Server) From: L] Date/Time{Server) To: L]
Dte/Time{Client) From: L] Date/Time(Chent) To: L]
Apply Reset
show| 10 v entes Beel | POF | CSV | ShowrideCowmns | | Relad
Event Computer Username Davice Type Device Date/Time(Server) « Date/Time(Client) Actions
Filo Wite OA MacBack Pro ™ USB Siorage Dovice Cruaes s 2021.0.18 09:58.12 20210218 09:58.00 0]
il Wite: QA MacBoak Pro ™ USB Siorage Device Gruzer Glioe 2021-02:16 0918812 20216216 005801 0]
File Wite QA MacBok Pro @ USB Siorage Device Cruzes Glide 2021-02-16 08:58:12 20210216 00:58.00 B
File Copy A MacBack Pra a USB Storage Device Cruaee Gics 20010216 095603 20210216 095757 B
File Wite: QA MacBoak Pro @ USB Siorage Dovice Gruzes Glide 20014216 08:56.03 20216216 00:67:58 ]
File Copy A MacBaok Pro a USB Siorage Device Gruzer Ghide 20210216 09:56 03 20210216 09:57.57 =
File Wite QA MacBack Pro o S8 Storags Device Gruzer Gl 2021-02-16 09:50.03 20210216 09:57:58 =
File Copy QA MacBosk Fro a USB Siorage Device Cruzes Glide 20210216 085803 20216216 057,56 B
@ Support File Wiite: QA MacBaok Pro L USB Siorage Device Cruzer Glide 2021-02:16 09:58.03 2021-02-16 09:57.58 E
Fin wete QA MacBack Pro @ USB Storage Device Gruzer Gica 2021.02.16 09:5803 20210216 00:57:58 5]

Showing 1 ta 10 of 101 entries

res [ 252 = 0] e

5.3.4.

Terminal Servers and Thin Clients

The capability to control file transfers on RDP storage between Thin Clients and Windows
Terminal Servers can be enforced through Endpoint Protector, as detailed below.
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5.3.4.1. Initial Configuration

The process starts with the menu view from Device Control > Computers, namely the action

to Mark as Terminal Server “E/.

After you selected the computer in the system as a Terminal Server, “Yes” will be displayed
for ease of identification, as seen below:

List of Computers -
Filters v
Show 10 v | entries Bcel | POF  CSV | | ShownideCoumns | | Relosd
[m} Computer Username Main 1P 1P List ‘Domain Graups. Rights. Settings Last Seen Client. License Status Actions.
Name ¥ version
- =
B8 Denyiists and Allowiists —
[ =
%) offine Temporary Password =
J o i=
aad Reports and Analysis -
B ners e
o i=
[®) Directory Services -
= e
Showing 110 10 of 54 entres Previous - 2 03 4 5 6 hea
& system Configu:
8 e resa

@) suport

Note: The computers that can be targeted by this action are strictly Windows Servers with
Terminal Server roles properly configured

Make sure that there is at least one Terminal Server license available when the action Mark
as Terminal Server is performed.

If the Terminal Server is successfully marked, a new device type will appear when choosing
to Edit it under Device Control, Computers, Computer Rights.

The settings for the Terminal Server-specific Device Types are: Preserve Global Settings,
Allow Access, Deny Access, and Read-Only Access.

Terminal Server Specific Device Types

Thin Client Storage (RDP Storage) Allow Access r

An Allow Access right set to the RDP Storage device type will enable all users that connect to
the Terminal Server by RDP to transfer files to and from their local disk volume or shared
storage devices such as USBs.

By contrast, a Deny Access right set to the RDP Storage will not allow any user that connects
to the Terminal Server by RDP to transfer files to and from their local disk volume or shared
storage devices such as USBs.
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Note: Enable Use User Rights in the settings bar from System Configuration, System
Settings, Endpoint Rights Functionality for the rights policy to apply on user logins with user
priority.

Secondly, the menu from Device Control > Users > Rights will present an additional device
type for all the users in Endpoint Protector, namely Thin Client Storage (RDP Storage).

@) vosrooors

(8)] Device Control

Curently the system s using both computer and user ights, computer rihts have priory.

Device Types -

These are the device type fights that apply in general

Urknown Device Preserve gabal seting v Serll ATA Controller Preserve gchal setting ~
US® Storage Device Preserve glabal setwng v WA Preserve ot setting v
Intemal CD o DVD RW Preserve gabal seting v Bletoon Preserve globil setting v
Intermal Card Reoder Preserve gobal settng v P Bus Preserve gt setting v
Itemal Foppy Drive Preserve giabal setting v el Fort Preserve gical setting ~
Local Prnters Preserve giabal setteg v POMCIA Deviee Preserye et setting v
Network printars Proserve giabal setting W Cond Rewder Device (MTD) Preserve gt setting v
Wincows Portable Devic: (Medla Transter Protocol) Preserve global settng v Cond Resder Device (SCS1) Preserve gl s4ttng v
Digital Camera Preserve giabal settng v @D Preserve ictal setting ~
aad Reports and Anal
Backserry Preserve gibal settng w | Teensy Board Preserve gt setting v
N Nens Mobile Phones (Sony Ericssen, etc) Presecve glabal setting v Tuncemor Preserve gichal setting v
& o . Smartfhone (USB Sync) Preserve glabal setting ~ o Network Shane Preserve globl setting ~
Smartfhone (Windows CE) Preserve giabal settng v Infroved Dongle Preserve ot setting v
=3 Appliance
‘smartphone (symbian) Preserve giobal settng v pealel port 0PT) Preserve gt setting v
%} svstem Maintenance Webeam Preserve glabal settg W Trin Client Storage (RDP Storsge) Preserve global setting v
Phone Preserve giabal setting v Additonsl Keyboard Preserve gobal setting v
] e ghabal setting v USB Modem Preserve ot setting v
wog Preserve global settng W Andmi Smartphone (Media Transter Protocol) Preserve gobal setting v
Orip Cord Device. Preserve gt setting ~

Allow alldevices | Block all devices

Multiple users can be recognized as active users on any given Terminal Server, and so, the
setting of this right can be used as a powerful tool to create access policies for specific
users, as detailed in the use case below.

[ = 182.168.0.149 00-25-90-d5-50-32 14May20151821  4429-(FC) Licensed  13-May-2015 17:43:06 oot ThinGroup FQAFEEV®

[ —— 192.168.0.19  Defaut Department T — 03-00-27-00-94-35 Offine FAQAFHEEM®
[ = 1333312 Defaut Depariment  WORKGROUP 00-18.05.00.60.07 Unicensed 13May-2015 164925 root v FRATHAEN®

On a Windows Terminal Server, the Endpoint Protector Client will display RDP Storage disks
shared by one or multiple Thin Clients as seen below.
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[ ] Endpoint Protector Client Version
ENDPOINT ‘ by CoSoSys
PROTECTOR

Device Control Content Aware Protection m

Search
Device VID PID Serial Number  Device Code

@ SanDisk/UltraTC 781 5596 4C5300000... DOD5
. HP LaserJet Pro MFP M225-M226 0 0 ipp://192.16... 685E
. Generic PostScript Printer 0 0 ipp://192.16... 74C8
. Generic PostScript Printer 0 0 ipp:/192.19... TA9C
. HP LaserJet 200 color MFP M276. Fax 0 0 hpfax://HPD... 3EC4
@ Apple / Wireless Network Adapter (802.11 a/big/n/ac) 14E4 43A3 88-e9-fe-79-... 7077

To authorize a blocked device, please Request Access from your administrator. Request Access

Last server connection 2021-07-22 19:13:20

5.4. Users

From this section, you can manage all the users in the system. Users are defined as the
end-users who are logged on a computer on which the Endpoint Protector Client software is
installed. Any new user will be automatically added to the database, thus making them
manageable.

Q)| Dashboard
{#)| Device Control
List of Users ~
Dashboard
D] Filters v
Computers
Users [ Select 2l entries
Groups
Global Rights
! Show 10 v entries Excel POF (=37 Show/Hide Columns. Reload
Global Settings
Custom Classes
[)  Username Employee ID Team Last Computer Domain Groups Last Seen  Certificate added to Keychain/store Actions
[© content Aware Protection =
0 - . il . =
== Discovery
Denylists and Allowlists
[ pre— =

(® offiine Temporary Password

Reports and Analysis
Alerts
Directory Services
 Appliance
System Maintenance

System Configuration
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A user is identified by information like Name (Username, First Name, Last Name),
Department, Contact Details (Phone, E-mail), and others and is also automatically assigned
to a computer.

The Administrator can manually create a new user at any time by providing the user’s
parameters and information mentioned above. Users can also be imported into Endpoint
Protector from Active Directory.

For detailed information on Active Directory, refer to the Directory Services chapter.
There are two users created by default during the installation process of Endpoint Protector:

e noUser is the user linked to all events performed while no user was logged into the
computer. Remote users’ names who log into the computer will not be logged and
their events will be stored as events of noUser. Another occurrence of noUser events
would be to have an automated script/software which accesses a device when no
user is logged in to the specific computer.

e autorunUser indicates that an installer has been launched by Windows from a
specific device. It is the user attached to all events generated by the programs
launched from the specific device when Autoplay is enabled in the Operating System.

Important: Depending on the OS, additional system users can appear:

e _mbsetupuser (for macOS, during updates)

e 65535, 62624, etc. (for Linux, during locked screens)

The Actions column offers multiple options related to user management like Edit, Manage
Rights, History, and Delete.

5.4.1. UserRights

The User Rights can be accessed by going to the Actions column for the specific user and
selecting Manage Rights.

This section is built around the users, allowing the Administrator to specify what Device
Types and also what Specific Devices can be accessible.

The Standard device control rights includes the Device Types and Already Existing Devices
sections. These are generally the only device rights used.

In addition to the Standard device control rights, if enabled from the Global Settings, the
administrator can create fallback policies for Outside Network and Outside Hours
circumstances.

Note: The Restore Global Rights button can be used to revert to a lower level of rights. Once
this button is pushed all rights on that level will be set to preserve global settings and the
system will use the next level of rights.

All Existing Devices that were added on that level will be deleted when the restore is used.
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&) Dashboard

(&) bevice Control

Curentlythe system s using both computer and user rights, computer ights have priory.

Device Types ~

These are the device fype rights that apply n general

Unknown Deice Preserve giabal settng v serial ATA Canuroler Preserve gt setting v
s Storape Deviee Preserve glabal setting v owA Preserve globil setting v
Tnternal CD o DVD RW Preserve glabal setting v Bustooth v Presarve lobil setting v
Tntermal Card Reader Preserve giabal setting v FireWire Bus Preserve gl setting v
Intermal Fioppy Drive Preserve giabal settng | el Preserve glebl setting ~
Local Priners Preserve glabal setting v POMCIADevice Preserve giobal setting ~
Network Printers Preserve glabal setwng v Cond Reader Device (MTD) Preserve ot setting v
Windows Portable Device (Media Transfer Protoced) Preserve giabal settng v Cond Reader Device (SCS) Preserve glotal setting v
Oigial Camera Preserve giabal settng v zpome Preserve glebil setting v
BackBerry Preserve glabal setting | Tesnsy Boong Preserve cbl settig v
Mobile Phones (Sony Ericssca, etc) Preserve giabal settng v Thunderbol Preserve global setting v
SmartPhone (USB Sync) Proserve giabal setting v Network Share Presarve globial setting v
SmartPhons (Windows CE) Preserve giabal settng v Infrned Dongle Preserve glot setting v
SmartFhone (Symbian) Preserve giabal setung v Pl Pt (UPT) Preserve gt setting v
Weseam Preserve giabal setting v Thin Glem Storage (ROP Storage) Preserve global setting v
Pone Preserve gabal seting v Ao Keyboard Preserve ichal setting v
#ad Freserve glabal setting w UsBModen Preserve globl setting v
L= Preserve giabal settg v Andmid Smartphone (Media Transter Protocol) Preserve glotl setting v

Chvp Cand Device: Preserve global setting v

= Allow all devices | Block all devices

5.4.2. User Settings

From this section, you can edit the settings for each user.

&) Dashboard

(8)] Device Control

Endpoint Pratector Client -

Clent Mode: Hormal -0 Notfier anguage: Engish - e

Policy Refresh interval (sec): 300 (i} Lag Size (MB); n (i)

Log Interval (min): 512 (:] Shadow Size (M8): 513 (i]

Shadow Interval (min): ) o Min File Size for Shadowing (KE): 0 (i ]

Recovery Folder Retertion Period (days): 3 (i] Max File Size for Shadowing (KB): 812 (i}
Devices Recovery Falder Max Size (MB): 500 i)

Custom Chent Notifications: xD User edted Information f'e o )
Mandatory OTP Justfication f@ o § Optical Craracter Recogiton f® o )
Doep Pocket Inspection: [ or ] Stop at Threat Threshold: fe o ]
Extended Source: Code Detection: [ o )
Disabie Buetooth File Transfer- [ o §
Notfications Pog-up: [ o §
File Tracing and Shadowing °
Fil Tracing Ow ] Removable Devices 3 #SATA KOO or Time Mactine € [ Hetwork Share
Fi Shadowing: Owm 1 Remavable Devices and Other 03 content Aveare Protection 0 E-mat Body €
i}

Defining custom settings for all users is not necessary since a user is perfectly capable of
functioning correctly without any manual settings defined. It will do this by either inheriting
the settings from the group it belongs to or, if not possible, the global settings, which are
mandatory and exist in the system with default values from installation.

5.4.3. User History

From this section, you can view the user history by selecting the View User History action.
This will display the Logs Report page filtered for the respective user.
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Lags Report &
Filters ~
[ Ay ~ Computer QA Machook Pro
Main 1P Main 17 Domain Hame
Username: Device Type: Ay v
(%) offine Temporary password — . o

Reports and Analysis oD v Serial Number
05 Type: Ay v
Date/Time{Server) From: L] Date/Time( Server) To []
Dte/Time{Client) From: L Date/Time(Chent) To: L]

ooy

Show 10 v entries Ecel | POF | CSV | | ShowiideCokmns | | Relood
Event Computer Username Davice Type Device Date/Time(Server) w Date/Time(Client) Actions
Fllo Wite QA MacBaok Pro o U8B Sioiage Devico Gruzer Ol 20210218 095812 2021-02-16 09.88.00 =
Fllo Wite A MacBiaok Pro ™ U8B Sioiage Device Gruzer G 20210218 095812 20210216 005801 =
File Wiite. QA MacBoak Pro qa USB Siorage Device. Cruzer Giide 20210216 09:58:12 2021-02-16 095800 B
File Copy OAMacBack Pro ™ USB Siviage Device Gruzer Gide 20210218 085603 2021-02-16 005757 5]
File Weite: QA MacBoak Pro o Cruzer Glide 2021-02-16 09:56.03 20210216 00:57.58 =
Pl Gopy O MacBook Pro ™ Gruses G 20210218 08:50.03 2021.02.16 00.57.57 ]
Filo Wit A MacBack Pro w Gruzer Gids 20210218 08:58.03 20210216 096758 ]
Filo Copy QA MacBook Pro a Cruzer Gide 20810218 085603 20210216 095758 =
Filo Wite O MacBock Pro u U8B Siorage Devies Gruzes Gide 2021.02:18 085603 2021.02.16 09.57.58 ]
Filo wite QA MacBaok Pro @ U8B Siorage Devieo Gruzer Gide 20210218 08:5803 20210216 005759 =
Showing 1 to 10 of 101 entries Previous. - 2 3 a 5 1n Next

9.5. Groups

From this section, you can manage all the groups in the system. Grouping computers and
users will help the Administrator manage rights or settings for these entities in a more
efficient way.

List of Groups -

Filters v

[ select all entries

Show| 10 v entries Excel | PDF | CSV Show/Hide Columns Reload

[ Group Name Group Description Domain Priority . Actions

o
[©) content Avare Protection No matching records found

- .
DY Showing 0to 0 of 0 entries Previous | Next

{88 Denyiists and Allowists

[ r—

® offine Temporary Password
aad Reports and Analysis

O\ Nerts

[©) Directory Services

=3 Appliance

%) System Maintenance

{3} system Configuration

A group is identified by information like Name and Description, as well as based on the
entities (Computers and Users).

You can manually create a new group at any time by providing the group information
mentioned above. Groups can also be imported into Endpoint Protector from Active
Directory.

Note: For detailed information on Active Directory, refer to the Directory Services chapter.
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The Actions column offers multiple options related to the group’s management like Edit,
Manage Rights, Manage Settings, History, and Delete.

5.5.1.  Group Types

5.5.1.1. Regular Groups

Regular Groups are the groups created by the Administrator or are imported from AD and are

not created based on a rule. From this section you can add or remove Computers or Users.
5.5.1.2. Smart Groups

Smart Groups are a dynamic category of computers and user groups for which membership
can be defined based on element name patterns.

To use Smart Groups, follow these steps:

1. Enable Smart Groups from System Configuration, System Settings, on the Smart
Groups section, scroll to the bottom of the page and click Save.

Note: By enabling the Smart Group feature, Computers and Users will not be automatically
assigned to the Default Group unless you create a Smart Group.

Smart Groups
Enable Smart Groups: @
Enable Default Group for Computers: O @
Enable Default Group for Users: O ®

2. Create a Smart Groups from Device Control, Groups section.
Click Create, provide the following and then click Save:

e Group name, description and Department

e Enable the Smart Group setting

e Select the Entity, Computers or Users

e Setrules for the Computers or Users by inclusion and exclusion
Define the rules Computers or Users are added to the Smart Groups based on the naming
pattern rules: XYZ*, *XYZ**XYZ.

Important: The rules set are key-sensitive!

Note: Once created, you can manage the group's priority by drag and drop actions.
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0 Dashboard

m Device Control

Dashboard
Devices
Computers
Users

Groups

Global Rights
Global Settings
File Allowlist
Custom Classes

E@ Content Aware Protection

=% eDiscovery

Denylists and Allowlists

. Enforced Encryption

[ Offline Temporary Password

ad Reports and Analysis

& Alerts

‘Group Information

Details
Group Name: Group Name
Department: Default Department -

Smart Groups

Smart Group: m
Entity: Computers -
Include Names Like: £.0.: XYZ®, *XVZ*, XYZ + O

Exclude Names Like:

Save

Description: Description

Include Names Like: Exclude Names Like:

3. Synchronize entities to the Smart Groups
The Smart Groups rule will not remove items from the regular groups to assign them to
smart groups. Entities are added to the Smart group through the synchronization
process. After you created the Smart Group, click Sync to start the synchronization at
a given interval every 1 minute.

Note: The Synchronization process will not change settings for the regular groups.

If a new Computer is registered and matches one of the rules, the Computer will
automatically be assigned to that Group.

If the new Computer does not match the rule, it will be added to the Default Group, if Default
Groups are enabled from System Configuration, System Settings, and the Smart Groups

section.

&) Dashboard

[}] Device Control

Dashboard
Devices
Computers
Users

Groups

Global Rights
Global Settings
File Allowlist
Custom Classes

B content Aware Protection
-

eDiscovery

[ Denyists and Allowists

B ot cvron

) offine Temporary Password

Reports and Analysis

Alerts

Directory Services

Changes have been saved!

Group Information

Details
Group Name: Group 1
Department: Default Department -

Smart Groups

Smart Group: [ o @]

Entity: Computers -
Indude Names Like: €.9.: XYZ%, SN2, *XVZ + @
Exclude Names Like: e.g.: XYZ*, *XVZ*, "XVZ + ©

Description: Description

Include Names Like: Exclude Names Like:

4. Delete a Smart Group from the Actions column or select the group from the list
and then click Delete.
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@ Dashboard

E Device Control

Dashboard
Devices
Computers
Users

Groups

Global Rights
Global Settings
File Allowlist
Custom Classes

E‘? Content Aware Protection

@) Manage Rights
1 eDiscovery [E] Manage settings
TS TR T
B Denylists and Allowlists

List of Groups

Filters +

Show 25 + | entries

Group Name

Group 1

Showing 1to 1 of 1 entries 1 row selected

Group Description

Group Type

Smart

Domain

Excel | PDF | CSV

~

Show/Hide Columns Reload

i 3

Edit

. Enforced Encryption

Smart Groups have the following limitations:

e Smart Groups do not display assigned computers or users
e You cannot manually add an entity to a Smart Group
e Smart Groups are part of the Default Department but do not use Departments
If you disable Smart Group from System Settings, the Smart Group will be converted into a

Regular Group. This will preserve its settings, rights, and other settings but will lose its
entities and will remove the Default Group for Computers and the Default Group for Users.

User entities can only be assigned to Smart Groups after the synchronization process, not
when a computer is registered, based on how the Endpoint Protector Client relays the user
information.

When a Computer is registered, Endpoint Protector only receives information on computers;
User information is relayed through events (logs) or regular pings/reprovision requests. User
information is volatile: it can change between requests (different users can log in or log out
on the same computer; log out events/sleep can also result in default hard coded user
entities being marked as active/online).

5.5.1.3. Default Groups

Default Groups are groups of Computers and Users that do not belong to Smart Groups.
These are Computers and Users that do not follow the name pattern set for Smart Groups.

Note: Default Groups are available only if Smart Groups are enabled.

To use Default Groups, follow these steps:

1. Enable Default Groups for Computers and Users from System Configuration, System
Settings, on the Smart Groups section, scroll to the bottom of the page and click Save.
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Smart Groups
Enable Smart Groups: ®
Enable Default Group for Computers: @
Enable Default Group for Users: ®

Important: You are not required to manually create Default Groups — by enabling them, the
Default Groups for Users and Computers will be automatically created.

O - —

m Device Control .
List of Groups ~
Dashboard
Devices .
Filters v
Computers
Users
Groups Show| 25 w | entries Excel | POF SV Show/Hide Columns Reload
Global Rights
el []  Group Name Group Description Group Type Domain Priority v Actions
File Allowlist
Custom Classes Default Group - Users Default Group for Users Default 2 =
@ Content Aware Protection Default Group - Computers Default Group for Computers Default 1 H
)
i | eDiscovery Showing 1 to 2 of 2 entries Pravious - Next
Denylists and Allowlists
. Enforced Encryption

2. Synchronize entities to the Default Groups
For Computers and Users to be assigned to the Default Groups, on the List of
Groups from Device Control the Groups section, from the Actions column select
Edit, and then click Sync.

m Device Control

Group Information A
Dashboard
Devices Details
Computers
v Group Name: Default Group - Users Description: Default Group for Users
sers

Groups

Global Rights
Global Settings

Councs S - JEE— =
Custom Classes ave Sync anage Rigl =

Department: Default Department b

E@ Content Aware Protection

-q eDiscovery

Default Groups have the following limitations:

e You can only edit Default Groups description, not the Default Groups name

e The Default Groups cannot be deleted, but can be disabled from System
Configuration, System Settings, on the Smart Groups section

e |f Default Groups are disabled, they will be deleted with all their dependencies.
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5.5.1.4. Allowlists on Computer Groups

File Location, Network Share Allowlists, and File Location Denylist can be set for groups of
Computers.

&) Dashboard =

{8 evice control
Allowlists ~

@ Content Aware Protection

MIME Type Allowed File File Location Network Share E-mail Domain URL Name Deep Packet Inspection
=% eDiscovery

! This feature is only available for Content Aware Protection

I Denyists and Allowlists

Show 10w entries

Name Description Ttems Created by Created at Modified by Modified at v Actions

Defauit Network Share Whitalist Default Network Share Whitslist Default Natwork Share Whitelist

Acti
aad Reports and Analysis Shawing 1to 1 of 1 entries. Previous - Next

0 Aerts
“ Back
[&) Directory Services
— Name: Name A
f=sl Appiianca -2 e o =
— Groups Computers
%4 system Maintenance
o [Ty ———— ) [0 Defat Group - Compters O uwisa
{8} System Configuration (3 Default Group - Users 0 crisTIANA
[ test mee [ QA MacBock Pro
B system Parameters ] test van
[ Smart Groups
Q) support

In the Groups select box, all groups will be displayed.

For a selected group the allowlist/denylist rule will apply only to computers from that group.
If the group contains no computer, the rule won't apply to anything. The Administrator can
select additional computers from the select box.

Smart groups are always in sync with all the contained computers for denylists, just like they
apply to a policy. Groups selected on allowlists or denylists will be synchronized every 15
minutes.

5.5.2.  Group Rights

The Group Rights can be accessed from the Actions column for the specific group and
selecting Manage Rights.

This section is built around the group, allowing you to specify what Device Types and also
what Specific Devices can be accessible.

This section is similar to the Computer Rights section, the difference being that it applies to
all the computers that are part of the group simultaneously.

The Standard device control rights include the Device Types and Already Existing Devices
sections. These are generally the only device rights used.

In addition to the Standard device control rights, if enabled from the Global Settings, you can
create fallback policies for Outside Network and Outside Hours circumstances.

For detailed information on Device Types and Specific Devices (Standard, Outside Network,
and Outside Hours), refer to the Device Types chapter.
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Note: Use Restore Global Rights to revert to a lower level of rights. Once enabled, all rights
on that level will be set to preserve global settings and the system will use the next level of
rights.

Note: All Existing Devices that were added on that level will be deleted when the restore is
used.

©

B oeves o

These are the devce type rights that appiy i geneal

Unknown Device Doy Access ~ | Serisl ATA Controller ‘o sezess ~
st Szoeage Device Do Acces v e Adow Access ~
Intermal CO o DV RV Doy Accoss v uean v Adow Ac v
Interal Card Reacer Derny Access v e b Deny Access v
Interal Floppy rive Deny ccess v seralhort Deny Access v
Local Prnters Dey Access v POMCDevs Doy Access v
Metwork Brinters. Dery Access v Card Raader Device (TD) Deny Acces v
Wirdows Petabée Devics (Media Tronster Protocoi) Do ¢ ~ | Card Raader Device (SCS) Doy Accass v
Dignal Camera Doy Accoss v arome Doy Access v
Blackgerry Doy Access v ey Bowd Deny Access v
Molbbe Phones (Sony Ercson, etc) Dery ccess v Thunderno Deny ccess v
SmactPhone (USB Sync) Doy Access v etwork Share Adow Access v
‘SmatPhone (Windows CE) Doy Access v Infred Dongle Dy Access ~
‘SmanPhane (Symbian) Dary Access v|  rarstelron (1PT) De A v
webeam Doy Access v Thin Clen Sterage (RDP Storage) Doy hccass v
iPhane Deny Access ~ | Addtionsl Keybosd Ao secess v
P Deny Access v UsB Modem Mow Aecess v
et Doy Access v Ao Smatphons (Media Tanste Protocc) Doy Access v

i Cand Devien Doy Access ~

Specific Devices. -

Filters v

5.5.3.

From this section, you can edit the settings for each group.

Group Settings

&) Dashboard

Endpoint Protector Client ~

Clent Mode: Normal -0 atifer anguoge: Engish - o

Policy Refresh ntervai (sec) 00 o Log Size (B Jn i)

Log Interval (min): s12 (i ] Shadow Sz (MB): s13 e

Shadow Iterval (min): & o 0 il Size for Shadowing (KB): 0 (:]

Recovery Folder Retention Peried (doys): 3 o Max il Size for Shodowing (KB si2 o
Devices Recovery Foldes Max Sixe (MB). 0 i)

Custom Chent Holications: D User edited Information: fe o ]

Mandatory OTP Justficaton: xm Optial Craracter Recogaten: f® o

Deep Packet Inspection: (@ o ] Stop at Threat Threshold: [® orr ]

Extended Source Code Detection: [ o J

Disabic Buetooth Fle Tronser [ o )

Nosttions Pog-up: D

File Tracing and Shadowing P

Fie Tacing: =1 ] Remavable Devices (01 eSATA HOO or Time Machine @ 01 Hetwork Share

Fie Shadowing =11 (] Removable Devices and Cther (03 Caontens Avare Protection 03 mat Body @

Computers and users can be grouped to make editing the settings easier and more logical.
Defining custom settings for all groups is not necessary since a computer is perfectly
capable of functioning correctly without any granular settings defined. It will do this by either
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inheriting the settings from the group it belongs to or, if not possible, the global settings,
which are mandatory and exist in the system with default values from installation.

5.6. Global Rights

From this section, you can manage the entire system and specify what rights and settings
apply globally, to all Endpoint Protector entities.

Note: If device rights or other settings will be configured granularly for entities, the priority
order, starting with the highest, will be as follows:

This section relates to the entire system, allowing you to specify what Device Types and
Specific Devices can be accessible. While Standard Rights Policies are the default ones,
Outside Hours or Outside Network Policies are also available. These are dependent on first
activating settings from Global Settings.

5.6.1. Device Types (Standard)

Endpoint Protector supports a wide range of device types, which represent key sources of
security breaches. These devices can be authorized, which makes it possible for the users to
view, create, or modify their content and for administrators to view the data transferred to
and from the authorized devices.

e Removable Storage Devices

e Normal USB Flash Drives, U3 and Autorun Drives, Disk on Key, etc.
e USB1.1,USB 2.0, USB 3.0

e Memory Cards - SD Cards, MMC Cards, Compact Flash Cards, etc.
e Card Readers - internal and external

e CD/DVD-Player/Burner - internal and external

e Digital Cameras
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e Smartphones / Handhelds / PDAs (includes Nokia N-Series, Blackberry, and
Windows CE compatible devices, Windows Mobile devices, etc.)

e iPods/iPhones / iPads

e MP3 Player / Media Player Devices

e External HDDs / portable hard disks

e FireWire Devices

e PCMCIA Devices

e Biometric Devices

e Bluetooth

e Printers (applies to serial, USB, and LTP connection methods)
e Express Card (SSD)

e Wireless USB

e LPT/Parallel ports *applies only to storage devices
e Floppy disk drives

e Serial ATA Controllers

e Network Printers

Depending on the device type, besides the Allow and Deny Access rights, additional rights
are also available. These include Read-Only Access or multiple combinations of Allow
Access but with various limitations, such as Allow access but exclude from CAP scanning or
Allow Access if TrustedDevice Level 1 to 4.

The Trusted Device™ technology integrated within Endpoint Protector is available in four
security levels, depending on the degree of protection offered by a device (trusted devices
using Enforced Encryption are TD level 1).

For detailed information on Trusted Device™ and Enforced Encryption, refer to the Trusted
Device™ chapter.

Note: With the WiFi - Block if wired network is present option you can disable the WiFi
connection, while a wired network connection is present. The WiFi connection will be
available when the wired network is not present.

Note: On macOS version 14 (Sonoma) and higher, Bluetooth devices are managed only when
the device is connected and visible under ‘My Devices’ in the Bluetooth section of ‘System
settings’.
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[ NON ) < > Bluetooth

Q earch N Bluetooth

This Mac is discoverable as "slsait!" while Bluetooth Settings
Bips Purkae is open.

Apple ID

Wi-Ei My Devices

Bluetooth P
Network —  Not Connected

€3 Notificati ' e
otirications Not Connected
Sound

Focus Logitech Pebble

— Not Connected
Screen Time

8 & 6|

[LG] mvabdisl Tiy Mitraliicmd
Not Connected

EE} General
@ Appearance ?

By default, the majority of device types are blocked. However, as a working internet
connection or wireless keyboards are needed during the configuration process, several
devices are set to Allow Access. These include Wi-Fi, Bluetooth, Network Share, Additional
Keyboard, and USB Modem.

Device Types ~

/ These are the device type rights that apsly in general.

Unknown Device Deny Access v Serial ATA Controller Allow Access v
USB Storage Device Deny Access v WiFi Alow Access v
Intemal CD or DVD RW. Deny Access v Bluetooth & Allow Access v
Intemal Card Reader Deny Access v Bluetooth Radio Allow Access v
Intemal Flopey Drive Deny Access v Bluetooth Tablet Allow Access v
Local Printers Deny Access v Biuetooth Other Deny Access v
Network Printers Allow Access v Bluctooth Keyboard Alow Access v
Windows Portable Device (Media Transfer Protocol) Deny Access v Biuetooth Mouse: Allow Access v
Digital Camera Deny Access v Bluetooth Smartphone Allow Access v
Blackaerry Deny Access v Bluetooth Headphones Deny Access v
Hiobile Phones (Sany Ericsson, etc.) Deny Access v Firelire Bus Deny Access v
SmartPhone (USB Sync) Deny Access v Seial Port Deny Access v
SmrtPhone (Windows CE) Deny Access v PCHCIA Device Deny Access v
SmartPhone (Symbian) Deny Access v Card Reader Davies (MTD) Deny Access v
Webcam Deny Access v Card Reader Device (SCS1) Deny Access M
iphone Deny Access v 1P Drive Deny Access v
iPad Deny Access v Teensy Board Deny Access -
iFod Deny Access v Thunderbolt Deny Access v
VM USE Deviee Deny Access v Netwrork Share Allow Access v

Infrared Dongle Deny Access v

Parallel Port (LPT) Deny Access v

“Thin Client Storage (RDP Storage) Allow Access v

Additional Keyboard Allow Access v

USB Modem Allow Access v

Android Smartghone (Media Transfer Protacal) Deny Access v

Chip Card Device Alow Access v

Save Allow all devices | Block all devices
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5.6.1.1. VM USB Device Usage

The VM USB device type extends Endpoint Protector applicability for VMWare and VirtualBox
virtual environments.

You can also use this option to manage USB access through the virtual environment.

When using a virtual environment, the USB devices will not be displayed in the Endpoint
Protector Notifier with their original names, VID and PID information. Only the original
information will remain the serial number.

Example: In the below image, you can view the 3 devices detected by Endpoint Protector
have different VID, PID and device code, but they all have the same serial number.

Note: The Endpoint Protector Client does not distinguish between USB devices (e.g. USB
hard drive vs USB Webcam) by Device name/VID/PID.

. Endpoint Protector Client Version 5.7.3.3 m} X
ENDPOINT | by CoSoSys
PROTECTOR

I

BQY
Device ViD PID Serial Number | Device Code
@  UDISK/PDA05_1G_75G2.0 58F 6387 BQI3IBYMM B3AB3456
o Oracle Corporation / VirtualBox USB 80EE CAFE BQ93BYMM 861ETOEF
®  VNware, Inc. / VMware USB Device EOF 1 BQI3IBYMM | 27B08350

To authorize a blocked device, please Request Access from your administrator. Request Access

5.6.2. Specific Devices (Standard)

From this section, you can manage access rights for a specific device.

Device rights can be set either Globally or, per Group, User, or Computer, by using the
Manage Rights action from each section/entity.
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)| Dashboard

8 Device control

S Storage Devica

Showing 1 to 2 of 2 eniries.

Restore default Rights

“ Davics Name
S Storage Dovica U Te

DT mieraDue 30

Currently the system is using both computer and user rights, computer rights have priorty,

VD PID Serial Number
Utra T C/Sanisk 8 S5 40590000010914104265
DT microbuo 3.0/Kingston 081 1603

1C1BODBS11 ECEI816004A295

File Allowlist
No

No

Bavice Code

Encel

Last Computer
QA MacBiook Pro

GAMacBock Pro

To add a new device click Add and provide the mandatory information.

There are multiple ways of adding devices:

POF | Csv || snowride Colum Reloas
Right Actions
Now Acoass ®
Niow Accass D Lovel 1+ ®

wovoos [l v

e New Device (VID, PID, Serial Number) — will allow at Step 2 to add new devices
based on Vendor ID, Product ID, and Serial Number.

Device Wizard (Step 2/2)

e Existing Device (Wizard) — will allow at Step 2 to add devices previously connected
to protected computers and already in the Endpoint Protector database.

Device Wizard (Step 2/2)

() se fters to csplay the desied devices

Device Type Device Hame
USB Storage Device  USB_FLASH_DRIVE

US8 Storage Device

USB Storage Device | ASWTI0S3

USB Storage Device  GOODRAI 1658

Oooooo o

USB Storage Device  DATATRAVELER 2.0

[]  USBStorageDevice  DATATRAVELER 3.0

Showing 1 to 7 of 7 entries

Back Save

USB Mass Storage Device

USB Storage Device  USB Attached SCSI (UAS) Mass Storage Device

Friendly Name Description

USB_FLASH_DRIVEILEXAR

ASUT10SHASHEDIA

COODRAM 16GEMiK
DATATRAVELER 2 0/KNGSTON

na DATATRAVELER 3 0/KNGSTON

USB ass Storage Device/Western Digial Techn,

USB Attached SCSI (UAS) Hass Storage DeviceiAShiedia Technology inc.

Serial Number

AABBOLEOHBEWSSE

57562631 413037524B55504E

200000000488

123455789012

1706050500315

C8500068516CBOC1DA 19FFB2

60A44C425324F260D9879085

Device Code

sc73

716F

soo8

EFIF

[3H

1558

Last Computer Q
LarsaL

DESKTOP.RUIOHS

LarsaL

LarsaL

Mojave's WacBook Pro
DESKTOP.AUIOHS

LARSAL

e Device Serial Number Range - will allow at Step 2 to add multiple devices at the
same time, by specifying the first and last Serial Number in the range. The
recommended use for this feature is for devices that have a consecutive range, with
a clear, noticeable pattern.

Device Wizard (Step 2/2)

D
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Note: Although this feature can work in situations where the Serial Number range does not
follow a noticeable pattern, this is not recommended. In this type of situation, some devices
will be ignored by Endpoint Protector and will not have the expected effect.

e Bulk List of Devices — will allow at Step 2 to add up to 1000 devices at the same
time. There are two methods to choose from, either importing a list or simply pasting
the information.

Enroliment Options: @ Type or Paste content O Inport content

Devices: .g.: 5ac, 509, B840

STORAGE_MEDIA [}

The File Allowlist feature is also available for USB storage devices that have allowed
access. For detailed information on using the File Allowlist, refer to the File Allowlist File
chapter.

5.6.3. Outside Network

Note: To use this setting, the feature needs to be enabled in the Global Settings section.

From this section, you can define fallback policies that will apply when outside the network.
All of the functionalities are identical to the Standard section.

&) Dashboard
()] evice contral [ sancars | ouside network | outsive rours
umenty the syatem I using Both computr B User rghtS, GOmputer ght i prioRy,
Device Types -
These o the device type rights that apply in genral
Uknown Devica eny Accoss v Sl ATA Controler ow Accass v
US8 Storage Device ey Access v wa ow Access v
Intema € or DVD AW Deny Access v Bumony Mo Accass v
Intemal Card Reacer ey Access v P Oeny Access v
Intemal Flappy Drive Deny Access. v Serlal Port Deny Access hd
LocalPrnters Deny Accoss v POMCIADeie Deny Access v
Netmark printers eny acess v Card Reader Device (MTD) Deny Access v
aad Reports and Analysis Windows Potabie Device (Media Transte Protocu) ey it ~ | Cand Reader Devie (SCST) Pe—— v
A Digtal Camera Deny access v o Deny Access v
Nerts
BackBory Deny iccess v Teansy Boars Doy Access v
Mobile Phones oy Erksson, €1c) Deny hccoss v Tundeor Deny Access v
Smartfhone (US8 Sync) Deny Access v etwork Share ow Access v
Smartphone (Windows CE) Deny access ~ infrced Dongie Oeny Access v
Smarphone (Symbian) ey hccess w el Pt 19Ty Deny decess v
Wabcam Dy hccess | Thin Glent Storage (RDP Starage) Doy Access v
#rone eny iccess v Addidonsl Keyboard Now Access v
#ad Dony hccoss ~  UsBMHodem ow Access v
#od Deny hecess ~ Andrid Smartphone (Media Transfer Protocs) Deny Access v
i Card Devie Doy Access v
[ se ] Allow al devices. | Block all devices

5.6.4. Outside Hours

Note: To use this setting, the feature needs to be enabled in the Global Settings section.

From this section, you can define fallback policies that will apply when outside working
hours. All of the functionalities are identical to the Standard section.
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&) Dashboard

Currently the system is using both computer and user rights, computer rights have priory.
Device Types -~

These are the device type rights that apply in general,

Unknown Deviee Doy Accoss v Seral ATA Controller Adow Accass v
USB Storage Device Mow Access fdevce s Tusted & wiR Aow Access ~
Intemal €D or DVD RW Deny Access v Buewotha Ao Access v
Intermal Card Reacer Deny Access v Bluetooth Ratio Deny Access v
Intomal Fioppy Drive ey Access v Blustooth Tablet: Aiow Access v
Local Printers Deny Access v Blustoath Keyboard Aiow Access v
Network Printers Deny Access v Bluetooth Other Deny Access v
Windows Portable Device (Media Transer Protocely Deny Access v Bluetooth Mouse Al Access v
Oighal Camera Deny Access v Bluetoath Smartphane Alow Access v
ackBerry Deny Access v Blustooth Headphones. Deny Access v
Mobile Phones (Sony Ericsscn, etc) ey Access v FireWire Bus Deny Access v
‘SmartPhone (USB Sync) Deny Access v seral Port Deny Access v
SmartPhone (Windows CE) Deny Access w | POMCIA Device Deny Access v
SmartPhone (Symbian) Deny Access ~|  Cord Reader Device (MTD) Deny Access v
Webcam Deny Access w Cond Reader Device (SCS) Deny Access v
Phone Deny Access v ZPoiwe Deny Access v
#ad Deny Access ~ | Teensy Board Deny Access v
#od Deny Access | Thunderbot Deny Access ~

Network Share Adow Access v

Infrared Dongle Deny Access v

Poralll Port (LPT) Deny ccess v

5.7. Global Settings

From this section, you can apply settings globally to all Endpoint Protector entities.
e |If there are no settings defined granularly for a computer, and it does not belong to a
group, these are the settings it will inherit.
e |f the computer belongs to a group, then it will inherit that group’s settings.

Note: Several settings from this section also relate to other modules apart from the Device
Control module (Content Aware Protection, eDiscovery, etc.).

&) Dashboard =
(%) Device Control
Endpoint Protector Client -
Dashboard
s Client Mode: Normal - e Notifier language: English - e
Computers
=8 Tamper Mode: [on @)
Groups
Global Rights
S Policy Refresh interval (sec): 15 ) Log Size (ME): 512 )
Custom Classes
Log Interval (min): 1 (] Shadow Size (MB): 102400 o
[© content Avare Protection
‘Shadow Interval (min): 1 (] Min File Size for Shadowing (KB): 0 [}
| cDiscovery
Recovery Folder Retention Period (days): 3 [:] Max File Size for Shadowing (KB): 10485760 [:]
| s o Pl xS 0 som °
[ r—
B e Temporary Password Custom Clent Notifcatons: D User edited information: @ o )
B Roports e A Mandatory OTP Justication: fo o ) Optical Character Recognition: D
Extended Source Code Detection: Disable OCR notifications:
B ries (@ o
Limit Reporting Content Aware Protection:
[E) Directory Services o
f=d Appliance
Deep Packet Inspection: [@ o 1.} Do not scan recently downloaded fles: [Con @)
%4 System Maintenance
@ System Configuration Disable Bluetooth File Transfer: e Allow formatting/renaming Removzble devices in coe
Trusted Device Level 1+ (TD1+):

5.7.1.  Endpoint Protector Client Settings

From this section, you can manage settings that relate directly to the Endpoint Protector
Client and the Client’s behavior for each specific entity (Global, Groups, and Computers).
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Client Mode - select a mode to change Endpoint Protector Client behavior.
Note: Learn more from the Client Mode section.

Notifier Language — Configure the Endpoint Protector Client to automatically match
the OS language of the user for notifications. When set to "Automatic," the client
adjusts its language to the user's OS language preference without any server
interactions, enhancing the user experience and reducing confusion.

To configure the EPP Notifier language selection:

1. Navigate to DEVICE CONTROL -> GLOBAL SETTINGS in the Endpoint
Protector Console.

2. In the "Notifier language" section, select either "Automatic” or "Default" based
on your preferences.

2.1.  “Automatic" means the language will be detected automatically from
the OS, without server interaction.

2.2. "Default" means the language selected on the server will be applied. If
the "Automatic" language was selected on the server, the "Automatic”
language will be used.

3. Save your settings to apply the chosen language selection.

With this enhanced language selection feature, Endpoint Protector provides a more
accommodating experience for users, making notifications and alerts more
accessible and user-centric.

Tamper Mode - enable this setting to protect the Endpoint Protector Client from
unauthorized termination and modification

Important: A machine or service reboot is mandatory after enabling this setting to
work correctly.

Policy Refresh Interval (sec) — enter the time interval at which the Client checks with

the Server and updates with the latest settings, rights, and policies.

Note: The policy refresh cycles may be influenced by Azure Active Directory sync
intervals (or Active Directory syncs) if Endpoint Protector is configured to sync
entities. Please consider the sync intervals of your Azure Active Directory or Active
Directory sync processes when determining an appropriate policy refresh interval.

Log Interval (min) — enter the time interval at which the Client attempts to re-send
the Logs to the Server.

Shadow Interval (min) — enter a time interval between 0-720 minutes at which the
Endpoint Protector Client sends the file Shadows to the Endpoint Protector Server.

Note: Set the interval to 0 to send the file shadows instantly.

Recovery Folder Retention Period (days) - this setting is specific for Mac and Linux
computers. It acts as a quarantine folder before a transferred file has been fully
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inspected for content, avoiding any potential file loss due to blocked transfers. After
the specified time interval, the files are permanently deleted.

e Log Size (MB) - enter the largest size of all logs stored on the Client. If the value is
reached, new logs will overwrite the oldest ones. These circumstances occur only
when the Client and Server do not communicate for a large period of time.

e Shadow Size (MB) - enter the largest size of all file shadows on the Client. If the
value is reached, new shadows will overwrite the oldest ones. These circumstances
occur only when the Client and Server do not communicate for a large period of time.

e Min File Size for Shadowing (KB) — enter the smallest size of a file at which a File
Shadow is created.

e Max File Size for Shadowing (KB) — enter the largest size of a file at which a File
Shadow is created.

e Devices Recovery Folder Max Size (MB) - this setting is specific for Mac and Linux
computers. Maximum size for the quarantine folder. If the value is reached, new files
will overwrite the oldest ones.

Endpoint Protector Client ~

Client Mode: Normal AL ] Notifier language: English AL ]

Tamper Mode: [ on @]

Policy Refresh interval (sec) 15 Log Size (MB) 512

Log Interval (min): 1 Shadow Size (MB) 102400

Shadow Interval {min): 1 Min File Size for Shadowing (KE) 0

Q @ @ O

Recovery Folder Retention Period (days) 3 Max File Size for Shadowing (KB); 10485760

2 © © © @

Devices Recovery Folder Max Size (ME): 5000

e Custom Client Notifications - if enabled, the Client Notifications can be customized.

e Mandatory OTP Justification - if enabled, the Justification a User has to provide
when requesting or using an Offline Temporary Password is mandatory.

e Extend Source Code Detection - if enabled, this will extend the detection also inside
of file type, such as PDF, Docx, etc. With Monitor Webmail setting enabled, you can
also detect source code in emails in subject and body using web browsers.

Note: Source Code Detection may encounter challenges when dealing with small
code snippets. This can occur due to the potential overlap among various
programming languages. It's important to consider these limitations when
configuring and utilizing Source Code Detection for optimal results.

e User edited information - if enabled, the User can edit the user and computer
information from within the Endpoint Protector Client.

e Optical Character Recognition - if enabled, JPEG, PNG, GIF, BMP, and TIFF file types
can be inspected for content. This option will also change the global MIME Type
Allowlists.
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Custom Client Notifications: (@ oFF ] User edited information:
Mandatory OTP Justification: (m Optical Character Recogniticn:

Extended Source Code Detection: (m Disable OCR. notifications:

Disable OCR notifications — if enabled, this will disable all notifications generated by
the Optical Character Recognition setting.

Limit Reporting Content Aware Protection - if enabled, this will allow information
discovered after reaching the Threat Threshold or after matching the Content
Detection Rule that contains AND operator for a Report Only Content Aware
Protection policy, to no longer be logged. This considerably reduces the number of
logs, therefore, optimizing the allocated storage space.

b

Limit Reporting Content Aware Protection:

Disable Bluetooth File Transfer - if enabled, this setting will block transfers to
Bluetooth Devices, without considering if they are paired or not to the endpoint. This
only applies to Windows endpoints.

Allow formatting/renaming Removable devices in Trusted Device™ Level 1+ (TD1+)
— only available for Windows, enable this setting to allow the user to format or
rename a USB device that has TD1-x access permission.

Note: For this setting to work successfully, enable the Minifilter Driver setting.

User Remediation Pop-up - this setting is available when the User Remediation
feature is active and enables User Remediation pop-up notifications for end-users.

Enforce User Remediation Pop-up - this setting is available only if the User
Remediation Pop-up setting is enabled. When this setting is enabled, end-users
cannot disable User Remediation Pop-up notifications.

Notifications Pop-up — you can select between the traditional notification, system
tray, or pop-up notifications.

Enable Minifilter driver — only available for Windows, this setting allows the use of an
enhanced driver that provides more reliability and ease of maintenance. You can also
enable this setting on the Computers/Users/Groups/Global Rights sections with
Manage Settings from the Actions column.

User Remediation Notification Template - you can select from the drop-down list a
custom notification.

Show Request OTP section in EPP Client — disable this setting to hide the Request
OTP action from Endpoint Protector Client

Show Authorize section in EPP Client — disable this setting to hide the Authorize
action from Endpoint Protector Client
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Disable Bluetooth File Transfer: m Allow formatting/renaming Removable devices in Trusted m B
Device Lavel 1+ (TD1+):
User Remediation Pop-up: m Notifications Pop-up: @
Enforce User Remediation Pop-up: m
Enable Minifilter driver: m [: ]
Show Request OTP section in EPP Client: m Show Authorize section in EPP Client: m
Save

57.1.1. Client Mode

You can select from the drop-down list a client mode to define the Endpoint Protector Client
behavior.

Endpoint Protector Client
Client Mode: Normal o : ]
e

Policy Refresh interval (sec): e
Transparent

Log Interval (min): Stealth e

Shadow Interval (min): Panic e
Hidden Icon

Recovery Folder Retention Period (days): Silent e

ilen

1. Normal - this is the default and recommended setting to use before being fully
aware of what the other modes imply. Normal mode does not apply to Content Aware
Protection; all other client modes, except Silent mode, are specific to device control.

Note: If the Normal Mode does not suit your needs, consider the Hidden or Silent modes as
the best alternatives.

2. Transparent — use this mode to block all devices whilst maintaining users unaware
of any restrictions or presence of the Endpoint Protector Client. Transparent mode
does not apply to Content Aware Protection; all other client modes, except Silent
mode, are specific to device control.

Selecting this mode will:
e Not display the system tray icon

e Not display system tray notifications
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e Block everything, regardless of authorized or not

e Administrator receives alerts for all activities

3. Stealth - Use this mode to discreetly monitor users and computers with a focus on
device control and file-tracing. Stealth mode does not apply to Content Aware
Protection; all other client modes, except Silent mode, are specific to device control.

Note: As everything is allowed, there will be no disruptions in the daily activities of the users.

Selecting this mode will:
+ Not display the system tray icon
+ Not display system tray notifications
+ Allow everything, regardless of authorized or not
+ Enable file shadowing and file tracing to view and monitor all user activity
+ Administrator receives alerts for all activities

4. Panic - This mode should be selected under extreme situations when a user’s
malicious intent or activity is detected by the EPP Admin. Panic mode does not apply
to Content Aware Protection; all other client modes, except Silent mode, are specific
to device control.

Important: It is recommended to use this mode for selected users/groups/computers only,
as it will block all devices and generate a high volume of logs!
Selecting this mode will:

e Display the system tray icon

e Display system tray notifications

e Block everything, regardless of authorized or not

e Enable file shadowing and file tracing to view and monitor all user activity

e Administrator receives alerts when computers go in and out of Panic Mode

5. Hidden Icon - this mode is similar to Normal mode, except that the Endpoint
Protector Client is not visible to the user. Hidden Icon mode does not apply to
Content Aware Protection; all other client modes, except Silent mode, are specific to
device control.

Selecting this mode will:

e Not display the system tray icon
e Not display system tray notifications

e Apply all set rights and settings as per their configuration
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6.

Silent - this mode is similar to Normal mode, except that pop-up notifications are not
visible to the user.

Selecting this mode will:

5.7.2.
In this

Display the system tray icon
Not display system tray notifications

Apply all set rights and settings as per their configuration

DPI Configuration

section, you can manage the following settings:

Deep Packet Inspection - if enabled, network and browser traffic can be inspected for
content. This option is required for both the Deep Packet Inspection Allowlists and
URL and Domain Denylist.

Use Stealthy DPI Driver — enable this driver to improve interoperability with
independent software vendors

Intercept VPN Traffic — if you enable this setting, you allow the Endpoint Protector
Client to intercept VPN traffic on macOS using the network extension framework

Note: Learn more from the Intercept VPN Traffic section.

EPP Behavior with Network Extension Off — select a behavior type from the available
entries

Peer Certificate Validation — enable this setting to turn on the Endpoint Protector
certificate validation of the websites that are accessed by the user when DPI is active.

o Ignore Expiration Date - when checked, expired certificates will be ignored and
traffic will be permitted.

o Ignore Trust - when checked, certificates will not be validated against the Root
Certificate.

o Ignore Hostname - when checked, the certificate hostname property will not
be validated against the server hostname.

Important: Disabling setting ‘Peer Certificate Validation’ will not impact EPP functionality. It
should only be disabled when an alternative network traffic inspection product, such as a
Secure Web Gateway Solution, is validating website certificates.

Display Dialog Boxes for DPI Dropped Connections - enable this setting to display
Dialog windows on endpoint machines, containing more details.

Disable DPI Dropped Connections Notifications - check this setting to suppress
notifications shown by the Notification Center nearby the System tray.

Block Unsecured Connection - if enabled, unsecured access through HTTP will be
blocked and user access restricted.
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Note: The Block Unsecured Connection feature is only available when the Deep
Packet Inspection feature is enabled.

e DPI Bypass Traffic — this setting automatically bypasses non-inspectable traffic and
sends an event for allowed traffic.

o Possible Bypass reasons:
m Bypass DPI Certificate Rejection by Third-Party Applications

e Enable this setting, if SSL errors are encountered from the
source applications, such as web browsers, like:

m  SSL_R_TLSV1_ALERT_UNKNOWN_CA
m  SSL_R_SSLV3_ALERT_CERTIFICATE_UNKNOWN

o This signifies that the source application failed to
validate the server certificate, which was issued by
Endpoint Protector.

o The absence of the DPI certificate in the system
keychain may also contribute to this scenario.

o ‘Certificate Pinning’ also falls under this category.

Note: Learn more about Using Wireshark for Network Traffic Analysis.

m  Bypass Unknown TLS Handshakes

e Enable this setting, when a secure port connection employs
custom encryption instead of TLS, the DPI bypass is activated.

o This is exemplified by configuring Telegram.app for DPI
monitoring, logging into the app, and encountering an
unknown TLS handshake.

m Bypass Websites Temporarily Whitelisted
(Possible mTLS Connection/SSL Setup Failure/Unsupported TLS
Protocol)

e Enable this setting where an SSL setup failure or an
unsupported TLS protocol error occurs on the server side of an
SSL connection. EPP temporarily allow-lists the website.

o While specific examples are infrequent, such instances
involve potential mTLS connections.

m Bypass Websockets

e Enable this setting, when Websites utilize websockets with
arbitrary data protocols.

o EPP passthroughs connections upon the HTTP
connection's upgrade to a websocket.
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o Examples are applications, such as WhatsApp Web,
Firefox Send etc.

m Bypass on HTTP Errors Indicating mTLS Requirement

e Enable this setting, when a server indicates the requirement of
a client certificate (mTLS).

o EPP triggers bypass for HTTP error codes like ‘400 Bad
Response’ and ‘496 SSL Certificate Required'.

o Accessing https://client.badssl.com/ from a web

browser without providing the necessary client
certificate illustrates such situations.

m Bypass Invalid Peer Certificates

e Enable this setting, to permit connections with invalid peer
certificates when ‘Peer Certificate Validation’ is enabled.

o If both ‘Bypass Invalid Peer Certificates’ and ‘Peer
Certificate Validation’ are enabled, ‘Bypass Invalid Peer
Certificates’ will override setting ‘Peer Certificate
Validation'.

o Accessing https:/expired.badssl.com/ from a web

browser with both settings ‘Bypass Invalid Peer
Certificates’ and ‘Peer Certificate Validation' enabled,
illustrates such situations (the website will be
accessible).

Important: Please be aware that the current Default DPI list and the new Default DPI bypass
list are exclusively utilized when manually checked within CAP (Content Aware Protection)
policies.

Note: Learn more about Timeout Period for Bypassed Websites, and Handling of
Bypassed Domains and Applications.

e DPI Bypass Event Logging — this setting will automatically send DPI Bypass
events/reasons to EPP Server when connections are being bypassed on endpoints.

Note: Learn more about Bypass Log Reporting Frequency.
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DPI Configuration ~
Deep Packet Inspection: [ on ®]:]
Use Stealthy DPI Driver: Cm 2] Block Unsecured Connection: Cm
Intercept VPN Traffic: [ on @] Smart DPI logging: [ on O]
EPP Behaviour with Network Extension off: Temporary Disable Deep Packet Inspection Smart DPI Suppress Interval (sec): 30 [}
Peer Certiicate Valdation: e 0P Bypass: e
[ Tgnore Expiration Date € [ Bypass DPI Certificate Rejection by Third-Party Applications €
O 1gnore Trust @ [ 8ypass Unknown TLS Handshakes €

[ 1gnore Hostname @ [ Bypass Websites Temporarily Whitelisted
(Possible mTLS Connection/SSL Setup Failure/Unsupported TLS Protocol) €

Bypass Websockets
O ypass on HTTP Errors Indicating mTLS Requirement @

Bypass Invalid Peer Certificates €

Display Dialog Boxes for DFI Dropped Connections xme DPI Bypass Event Logging: [Con o)
Disable DPI Dropped Connections Notifications: e

If you enable this setting, the Endpoint Protector Client will intercept VPN traffic on macOS
using the network extension framework.

Note: The Intercept VPN Traffic feature is only available when the Deep Packet Inspection
feature is enabled. It will only work for macOS from version 11.0 onwards and only if Deep
Packet Inspection Certificate is also added.

To use this feature, follow these steps:

1. Enable Deep Packet Inspection

2. Enable Intercept VPN Traffic
3. Select an option for EPP behavior when network extension is disabled

e Temporary Disable Deep Packet Inspection — this will disable Deep Packet
Inspection temporary

e Block Internet Access - this will block the Internet connection until the user
approves the Endpoint Protector Proxy configuration. The user also can allow the
configuration after rebooting the PC.

e Repeat VPN notification - this will display the VPN pop-up window multiple
times even after the user has previously denied permission

4. Click Save;

5. On the pop-up window informing the user that a System Extension is blocked, click
OK to allow;
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System Extension Blocked

The program "EppClient” tried to load
new system extension(s). If you want to
enable these extensions, open Security

& Privacy System Preferences.

Open Security Preferences

6. Go to System Preferences, Security and Privacy, General, and then allow the
Endpoint Protector Client Extension;

[ ) < i1 Security & Privacy Q, sear

General  FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...
Require password 5 minutes 8 after sleep or screen saver begins

Show a message when the screen is locked

Disable automatic login

Allow apps downloaded from:

App Store
© App Store and identified developers

System software from application “EndpointProtectorClient” was Allow

blocked from loading.

~
E Click the lock to prevent further changes. Advanced... ?

7. 0On the Endpoint Protector Proxy Configuration pop-up window, click Allow;

“Endpoint Protector Client”
Would Like to Add Proxy
Configurations

All network activity on this Mac may be
filtered or monitored.

Allow Don't Allow
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Note: When network extension is successfully enabled, a Client Integrity OK log is generated.

8. Go to System Configuration, System Settings, Deep Packet Inspection Certificate,
and then download the CA Certificate;

&) Dashboard o ult S
(&) pevice control ———

8| content Avare prtection Show VID, PID 2nd Serial Number for Offine Temporary Password: )
Show MAC Address For Offie Temporary Password: o
eDiscovery °
Show User Domain o
I Denyiists and Allowists MAC Address Priorty: o
. Enforced Encryption Virtual Desktop Clones

Virtudl Desktop Clones Support: O

) offiine Temporary Password

Reports and Analysis ol T R

ot Deep Packet Inspection Certificate download : on

Download Client CA Certificate

Directory Services
Single Sign On

o Appliance

Enable Single Sign On Login: [m]
System Maintenance

Active Directory Authentication

System Configuration

Enable Active Directory Authentication (m]

Client Software Connection Type: @ Standard O S5L.O) TLS O SSUTLS

are Upgrade

S —— Domain Controller Server Name (o IP);

Domain Controller Port:
Domain Name:

e

Recourt Soffi:
User:
Password:
Active Difectory Administators Group: @

B system parameters Active Directory Operations: Syne AD Administrators Test Conneciion

@) swoport ————

9. Onyour macQOS, open the Keychain Access application and go to System;

C XN ) Keychain Access B @  Q search
Default Keychains All ltems Passwords Secure Notes My Certificates Keys | Certificates
o login
. =3 QA INT CoSoSys
& iCloud S Intermediate certificate authority

Expires: Friday, 17 May 2030 at 11:24:50 Eastern European Summer Time

System Keychains L_J @ This certificate is marked as trusted for all users
8 System
(@ System Roots Name ~ Kind Expires Keychain
[} QAINT CoSoSys certificate 17 May 2030 at 11:24:50 System
E QA CA CoSoSys certificate 14 May 2040 at 11:19:17 System
com.apple.systemdefault certificate 24 Aug 2039 at 13:14:25 System
com.apple.kerberos.kdc certificate 24 Aug 2039 at 13:14:26 System
> [} 18DOBF9B-7F00..B094-0F774DO9EIDA certificate 10 May 2025 at 10:00:41 System

10. Decompress the ClientCerts file;

11. Select the cacert.pem file and drag and drop it on Keychain Access, System;
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< ClientCerts 2 =2 » Q Keychain Access B ® Q
Back/Forward View Search
ClientCerts 2 + [l keychains Allitems  Passwords ~SecureNotes My Certificates  Keys | Gertificates
login
~  Date Modified Siz K
Hame e e e i 7| 18DOBF9B-7F00-38DD-B094-0F774D09EIDA
i Cortghente ) ; ; -
@ cacert.cer Today at 17:29 1KB o Cloud Y Issued by: CoSoSys JSS Built-in Certificate Autharity
= Expires: Saturday, 10 May 2026 at 10:00:41 Eastern European Summer Time
ENCACSILCTE System Keychain © This certificate is marked as trusted for all users
B) cacert.pem ¢ System
(=}
System Roots Name «  Kind Expires.
[Z) QA INT CoSoSys certificate 17 May 2030 at 11:24:50
[Z) QA CA CoSoSys certificate 14 May 2040 at 11:18:17
(5] com.apple. riifica 24 Aug 2039 at 13:14:25
[5] com.apple.kerberos.kdc certificate 24 Aug 2039 at 13:14:26
[ 192168.15.238 certificate 40ct 2029 at 12:19:01
> [} 18DOBFYB-7F. 94-0F774DOJEIDA certificate 10 May 2025 at 10:00:41

12. Double click the X from the newly added certificate and select Always Trust from the
Trust section;

Keychain Access = @ Q
Default Keychains All tems Passwords Secure Notes My Certificates Keys | Certificates
login
= 192.168.15.238
iCloud Crertificate

Root certificate authority
Expires: Thursday, 4 October 2029 at 12:19:01 Eastern European Summer Time
© This root certificate is not trusted

System Keychains

)" System
System Roots oo e 192.168.15.238 eychain
192.168.15.238 System
Root certificate authority System
Expires: Thursday, 4 October 2029 at 12:19:01 Eastern European Summer Time System
€ This root certificate is not trusted System
Fystem

. . ” System
When using this certificate:| Always Trust

I
-~

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust

Code Signing Always Trust

Time Stamping Always Trust

(ofoNoNolololo)

X.509 Basic Policy Always Trust

Details
Subject Name
Country or Region RO
County Cluj
Organisation CoSoSys Ltd.
Organisational Unit EndPointProtector CA

13. Save the changes.
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5.7.2.2. Smart DPI (Log Throttling)

Enable this setting to address the number of excessive false positives for URL Denylists.
This improvement provides you with a configuration option to filter out non-relevant
information, resulting in a more accurate log that focuses on true false positives and
reduces unnecessary noise saving database storage.

DPI Configuration A
Deep Packet Inspection: mo

Use Stealthy DPI Driver: Cm [:} Block Unsecured Connection: Cm

Intercept VPN Traffic: [ on @) smart DP1 logging: e

EPP Behaviour with Network Extension Off: Temporary Disable Deep Packet Ins,. Smart DPI Suppress Interval (sec): 30 [: ]

Peer Certificate Validation: me DPI Bypass: m o

5.7.2.3. Bypass Log Reporting Frequency

EPP's agent ensures efficient resource utilization by reporting each domain name and
application pair at most once every two weeks. This approach prevents an overwhelming
influx of logs, which could reach excessive numbers if reported more frequently.

5.7.2.4. Timeout Period for Bypassed Websites

To maintain a streamlined process, EPP enforces a timeout period of two weeks. During this
timeframe, the state for bypassed websites is retained. Beyond this period, the bypass state is
automatically removed, contributing to effective resource management.

5.7.2.5. Handling of Bypassed Domains and Applications

EPP employs a nuanced approach to handle bypassed domains and applications:

5.7.2.5.1.  Memory and Disk Persistence

Bypassed website information is stored in both memory and on disk. This dual storage
ensures that the list of skipped websites is readily accessible for efficient future reference.
By persisting this information, the frequency of log generation can be controlled to avoid
unnecessary strain on resources.

5.7.2.5.2. Clearing Bypass State

To reset the bypass state and clear associated records, administrators can initiate a simple
process. Temporarily disabling and subsequently re-enabling the bypass DPI setting on the
EPP server achieves this reset.

5.7.2.6. Using Wireshark for Network Traffic Analysis

Prior to a "DPI certificate rejected" event, Wireshark can be instrumental in diagnosing
network traffic. The presence of a "TLS alert" error in Wireshark signals the impending event.
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5.7.3.  File Tracing and Shadowing
In this section, you can manage the following settings:
+ File Tracing - this feature allows you to monitor data traffic between protected
endpoints and removable devices, internal eSATA HDDs, and Network Shares. It also
shows other actions that took place, such as files named, deleted, accessed,

modified, etc.

To enable this feature, you can do so from Device Control, Global Settings, or granularly for

Groups or Computers.

+ File Shadowing - this feature extends the information provided by File Tracing,
creating exact copies of files accessed by users.

The creation of shadow copies can be triggered by the following events: file copy, file write,
and file read. Events such as file deleted, file renamed, etc. do not trigger the function.

You can enable File Shadowing on all supported Removable Devices:

o eSATA HDDs or Time Machines
o Network Shares

o Content Aware Protection - file transfers through various exit points such as
online applications, printers, clipboards, etc.

o E-mail Body

Important: File Shadowing cannot be used without File Tracing.

File Shadowing can be delayed due to network traffic and Endpoint Protector Settings for
different computers or file sizes. Shadowed files are usually available after a few minutes.
Shadow creation may not occur for newly created files; however, the system diligently tracks
file activities and generates File Shadowing for subsequent file events as expected.

Note: For your deployment, we strongly advise activating File Shadowing for not more than
15% of your total endpoint capacity (e.g., for a 1000 endpoint deployment, File Shadowing
should be set to a maximum of 150 endpoints for optimal performance). For more users,
please contact customer support for recommended settings.

e Exclude Extensions from Tracing — you can disable File Tracing for specific file
types.
e Exclude Extensions from Scanning — you can disable scanning for specific file types.

e File Tracing Direction — this setting enables you to monitor file transfers based on
transfer direction:
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o Outgoing File Tracing Direction is defined by transfers made from the local
machine to removable devices.

o Incoming File Tracing Direction indicates transfers from the removable
devices to the local machine.

o Both (Outgoing & Incoming) allows you to monitor all types of transfers that
are made between removable devices and the local machine.

Note: The File Tracing Direction setting only applies for transfers between removable
devices, computers, and network shares and works only on Windows and macOS starting
with version 11.0.

e Exclude Extensions from Shadowing - use this setting to disable File Shadowing for
specific file types.

e Scan archive in archive - use this setting to define the archive depth in which
content is inspected.

e Block Time Machine — if you enable this setting, you will block Time Machine
backups on macOS.

File Tracing and Shadowing ~

File Tracing: Al Removable Devices SATA HDD or Time Machine € Network Share
File Shadowing: Al Removable Devices and Other @ Content Aware Protection E-mail Body @

Exdlude Extensions from Tracing: €.g.: .mp3;.vob;.exe; [:] Exclude Extensions from Shadowing!

[:] Scan archi

Exclude Extensions from Scanning:

File Tracing Direction: Both (Outgoing & Incoming) -~ 9 Block Time Machine: m:)

Metadata Scanning - if you disable this setting, metadata will not be scanned for
PDFs, ZIPs, and Office Files DOCX, XLSX, PPTX, DOC, XLX, PPT).

Advanced Printer and MTP Scanning — if you enable this setting, this will increase
accuracy and reduce false positives for File Tracing and File Shadowing. It is
available only for Windows and will require a computer restart

e Block Print from Browsers - available only for Windows, enable this setting to
restrict the user from printing web pages from various browser types available.

File Hash - if you enable this setting, a file hash will be generated and included in the
file transfer logs.

Scan Printed Document - select if you want to be notified a threat was restricted on
the whole document or on the specific page.
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Wetadata Scanring: o @) Advanced printer and HTP Scanning: <D
Block Print from Browsers (Windows only}: [on @}

[ Web Browser [:]

O Internet Explorer

O AOL Desktop 9.6

[ Aurora Firefox

Q search
File Hach: [on @) Scan Printed Document: Per document

Important: Newer Linux Ubuntu versions have 'snap-based applications installed by default,
affecting EPP Client functionality. This may result in missing file-related events in File
Tracing and File Shadow artifacts. The reliance on 'snap-based applications also affects
file-related web browser activities, exacerbating this limitation. Consider non-'snap’-based
applications (where possible) as alternative configurations for optimal functionality.

5.7.3.1. Block Print from Browsers

Enable this setting to restrict the user from printing web pages from various browser types
available, define the specific browsers, and create and enforce a Content Aware Policy that
includes Printers from the Policy Exit Points section.

Note: This setting is available only for Windows.

Important: After enabling the "Block Print from Browsers" setting and applying the
configuration on the Client to enforce it, please be aware that open browser tabs will need to
be reloaded, or a browser restart will be required for the changes to take effect.

Block Print from Browsers (Windows only): m

Mote: Content-Aware-Inspection available only for Chrome m
(using browser extension)

Web Browser 0

Internet Explorer
Opera

Safari

Mozilla Firefox
Chrome
SeaMonkey
Maxthon
K-Meleon

AOL Desktop 9.6
Aurcra Firefox

o O0OOOOOOOOO o

Search

Users printing from Google Chrome and Microsoft Edge can utilize content-aware detection
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by enforcing a Content Aware Policy that includes Printers from the Policy Exit Points
section. For seamless protection, the EPP Browser Connection extension installs
automatically the first time upon enabling the Block Print from Browsers setting. This
extension enhances content scanning capabilities during web document printing, integrating
seamlessly on both server and client sides.

Note: The extension does not function in 'in Private/Incognito’ mode. If it fails to load, it
reverts to full Block-mode with Printing, providing comprehensive protection.

Note: To ensure the extensions' stability and prevent user interference, use Group Policy
Objects (GPO), the exclusive and recommended method for installing on both Google
Chrome and Microsoft Edge.

Important: Use the Group Policies to set PDF files to be downloaded instead of opened in the
web browser for the block print from the browser to function accurately.

Important: Group Policy Objects (GPO) are the only supported method to prevent users from
disabling or uninstalling the Google Chrome and Microsoft Edge extension.

5.7.3.2. Configuring GPO for Browser Extensions

To configure Group Policy Objects (GPO) to deploy a browser extension to Windows
machines and prevent users from removing it, follow these steps:

1. Google Chrome
e Refer to the official Google support quide for detailed instructions.
e Download Chrome Group Policy Template here.
e Configure your Group Policy as shown below.

o EPP Browser Connector ID: nnnaeanocbmnnijjlicfhcbpefmigbcgoi
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5/ Group Policy Management Editor
File Acion View Help

e nms Em T

5 Google Chrome Disable Extensions [1 8 B & i i
~ i Computer Configuration

7 Policies

| Policy

» 73 Preferences
~ & User Configuration
v 1 Polices
> [ Software Settings
5 2] Windows Settings
= Templates:

1 Control Panel

(ADMX files)

1 Shared Folders
5 1 Start Menu and Taskbar
> [ System
5 ] Windows Components
ssic Administrative Templates (ADM)
v [ Google
v ] Google Chrome
) Alow or deny screen capture
* Content settings
£ Defaultsearch provider
Deprecated policies
Extensions
= First-Barty Sets Settings
) Google Cast
[] HTTP authentication
| Il Browser Actions
21 Legacy Browser Support
| Microsoft® Active Directory® management settings
[ Native Messaging
Network settings
21 Password manager
Printing
Privacy Sandbor policies
= Remote access
=1 Removed poiicies
7] Sefe Browsing settings
| Startup, Home page and New Tab page
5 71 Google Chrome - Default Settings (users can overide)
> 21 Microsoft Edge
» [ Microsot Edge - Defaut Settings (users can override]
. Allsettings
3 Preferences

reeses "+

Configure the fst of force-mstalled  Setting State
apps and extensions. & Blocks external extensions from being instslled Mot configured
estore permissive Chrome Apps <webview> behavior Nt configured
Edit policy
iy onfigure allowed app/ectension types Not configured
Requirements onfigurea i
Mictosoft Windows 7 o later onfigure extension installation allow st Not configured
ed

Description:
Setting the policy specifies a st of

silently, without user interaction,
tuninsall or
tum off, Permissions are granted
impictly, including
enterprse deviceAtiributes and
enterprise platformKeys extension
API. (Tnese 2 APIs oren't available
£ apps and extensions that aren't
force-installed.)

Net configured

Extension management settings Not configured

Leaving the policy unset means

ninstall any app or extension in
Google Chrome.

This policy supersedes
ExtensionlnstllBlockist pofcy. I
& previously force-installed 3pp or
axtension is emoved from this
lit, Google Chrome automatically
wninstall .

The source code of any extension
may be aitered by users through
developer tools patentially
rendering the extension
dysfunctional. fthis is 2 concern,
set the DeveloperToolsDisabled
policy.

Exchisttem of the policy isa
stiing that contains an extension
1D and, optienally, an update URL
separated by a semicolon (). The.
extension [0 s the 32-feter sting
Found, for exomple, on
ehrome://extensions when in
Developer mode. i specified the.
update URL should point to an
Update Manifest XML document (
itps:/developer.chrome.com/ext

following schemes: hitp, https or
file. By defaut, the Chrome Web
Store's update URL is used. The

\ Eteeed

v

2. Microsoft Edge
°
°
°

Configure your Gr

o

=/ Group Policy Management Editor
File Action View Help
e nms Bl v

Utilize the guide provided by Microsoft: Configure Microsoft Edge.
Download the Edge Group Policy Template from this link.

oup Policy as shown below.

EPP Browser Connector ID: nnnaeanocbmnnjjlcfhcbpefmigbcgoi

</ Google Chrome Disable Extensions [ B8 I¥ b . 121] Policy ‘_
~ 188 Computer Configuration I
f i Control which exctensions are. Setting State
e enaed eatly i s g Nttt
v & User Configuration Bk Not configured
~ 1 Poices S Hot configured
> 2 Software Setings Requirements
> 21 Windows Setings Sk e B c
va Templates: iy |2 Alow specific extensions to e nsalled _ Not configured
> 2 Contrl anel i ] Configure extension management setings Not configured
> £ Deskeop Set this polcytospecity a st o
> 1 Network apps and extensions tht nstal
= Shared Foders [t &
3 23 Sat Menuon Tskor et et
3 2 System e e et ke
> I3 Windows Components enterpiseeviceAttibutes snd
« 1 Clssic Adanistrative Ternplates (ADM) enteprce platformkeys ertension
poi = i 2915 Note These 2APi wen't
» 1 Googie Chrome s s a5 ind s
5 ] Gaogle Chrome - Defau Setings (users ean overide)
v [ Microsok Edge I you don't st this polcy, no
1 Applcation Guard seting: apps or extensions are
8 cot St s s e
~ sy g s
23 Defsutsesrch povider
1 Edge Workspacessettings This polcy
2 Expesmentation |[ supercedes ‘Etensoninstatgiocki
S S [ ottt s
O cannot beinstale) .
- previousty force instaled app or
| HITP authentication | s bovtesrae
B identey sodsign-in 5 " Eae sty
) immersve Reade setings
1 Kicsk Mode settings
- For Windows instances not o
B Mensgestiy | i aigd
3 Native Messaging okl i
I Password manager snd protection Timied 1o apps and extenions
| Peformance fisted i the Microsoft Edge Add-
3 Permit or deny screen capture ons webste.
R Peintng On macOS instances, apps and
3 Priate Network Requet Setings i gty
§ oy ety
1 Sieeping tabs setings can anlybe foce nstalled # the
] SmanScreen sttings Stince s maneged via MOM, o
) Startup, home page and new tab page PRt S A
8 FposquatingCheckss stings s iy
+ 1 Microsof Edge - Defaul Settings (userscan override) can be aRered by vsers with
7. Al Settings developes toos, patenialy
N e rendenng the exeasion
Unfunctiona.f thisis 3 concem,
|[ configure
|| veepetookaniiy ¥
|\ Extended A standard /-
T settings)

Important:

Make sure to thoroughly test the configuration in a controlled environment to

ensure the intended behavior. Always keep endpoint security policies updated and aligned

with organizational security stan
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5.7.4. Ignore Virtual Printers

We introduced an option to Ignore Virtual Printing events, empowering customers to have
control over Content Aware Protection and File Tracing visibility over virtual printers like
Microsoft to PDF, PDFCreator, and more. This enhancement not only helps conserve valuable
log space but also reduces the workload on your analytics and administration teams. With
this option, you can now focus on tracking PDFs only when they exit your organization's
environment and not when they have been created, streamlining your monitoring efforts and
improving efficiency.

Note: This feature only applies for Windows.

5.7.5.  Configure Max File Size

This section allows customers to tailor Content Aware Protection scanner’s file size settings

according to their specific needs. By customizing these settings, you can ensure Endpoint
Protector meets your organization's requirements. The default maximum file size is set at 40
MB, with a maximum limit of 4096 MB.

Furthermore, you have the flexibility to configure additional file type sizes, which are set as
follows by default: PDF (2048 MB) and Archives (256 MB). These file type sizes can be
adjusted within the range of 1 KB to 4 GB to accommodate your specific needs.

Additionally, in the Windows environment, a default time-out of 10 seconds is applied. For
MacOS, a strict 10-second time-out is enforced due to Apple OS architecture, which
terminates processes that do not respond promptly. Linux currently operates without a
specific time-out limitation.

Note: This setting only applies to Content Aware Protection policies and does not affect
eDiscovery Policies and Max File Size for File Shadows.

Configure Max File Size ~

e

5.7.6. Outside Hours and Outside Network

From this section, you can manage Outside Network and Outside Hours Policies, for both
Device Control and Content Aware modules.

« Outside Hours policies — enable the setting and then set the Working days, Business
hours start time, and end time.

+ Outside Network policies — enable the setting and then add the DNS Fully Qualified
Domain Name and DNS IP Addresses.
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Once these settings are made, the fallback device type rights can be set Globally, per Groups,
Users, or Computers.

Important: When triggered, fallback policies supersede the standard device rights. Regarding
fallback policies, the Outside Network Policies supersede the Outside Hours Policies.

Note: For Content Aware Policies, the Outside Network and Outside Hours Policy Type also
needs to be selected.

Outside Hours and Outside Network

Outside Hours Poliies: QD Business hours start time: [ 03:00 ‘ [ l

Working days: x Monday || x Tuesday || x Wednesday v Business hours end time: [ 18:00 ‘ L4 ]

x Thursday || x Friday

Outside Network Policies: [ o @)

DNS Fully Qualified Domain Name: ©.g.: example. cososys. com DNs [P Address: g 192.168.1.10 n

DN Fully Qualified Domain Name: £.q.: example. cososys. com DNS IP Address:

5.7.7. Transfer Limit

From this section, you can set the transfer limit, within a specific time interval (hours). Once
the limit is reached, file transfers to storage devices (Device Control) to control applications
(Content Aware Protection) will no longer be possible, until the time interval expires and the
count is reset. Similarly, file transfers through Network Shares can also be included in the
Transfer Limit.

Transfer Limit -~

Transfer Limit: [ o @) Transfer Limit Time Interval (hours): g 24 [: ]
Transfer Limit: - Transfer Limit Files Size | Number of Fies: e

Moritor transfers through: - Limit Reached Action: Lockdown

Transfer Limit Reached Alert: [® o ] Transfer Limit Reached Report:

Save

The mechanism that checks when the Transfer Limit is reached has been designed in such a
way that it does not impact the performance of the computer.

Therefore, there might be a slight delay between the exact time the limit is reached and the
enforcement of the transfer restrictions. In general, it's just a few seconds but also
depending on the network, it could be up to a few minutes.

There are three actions to choose from when the Transfer Limit is reached:

e Monitor Only - this setting reports when the limit is reached

e Restrict — this setting blocks the devices and applications that have been defined in
the Device Control policies
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e Lockdown - this setting blocks all devices, regardless if they have been defined
within the Device Control policies, including the network interfaces and therefore, any
type of transfer

Note: To re-establish the Server-Client communication before the Transfer Limit Time
Interval expires, a Transfer Limit Reached Offline Temporary Password is available. For
detailed information, refer to the Offline Temporary Password chapter.

You can enable a Transfer Limit Reached Alert and schedule a Transfer Limit Reached
Report on a daily, weekly, or monthly basis.

Transfer Limit Reached Alert: [ on @] Transfer Limit Reached Report:

5.7.8. Debug Logging

You can use this feature to collect logs for a specific issue and send the resulting archive to
the Endpoint Protector Server on the Reports and analysis section, the Logs Report page.

By enabling this feature, the Endpoint Protector Client will create the log file (general log file),
and if Deep Packet Inspection is enabled, it will collect supplementary Deep Packet
Inspection logs along with sslsplit logs.

Note: We recommend using the Debug level mode as it contains more than error and
warning type information.

DEBUG Logging rS

Set Log Level: None -

Save

5.7.8.1. Debug Logging Usage

® Manual Logging

To use the debug feature and collect logs, follow these steps:

1. On the Global/Computer/User Settings page, enable the following settings:
e Debug Mode from the DEBUG logging section
e Select the logs level (None, Error, Warning, Informational, Debug)

e For Error, Warning, Informational, and Debug log levels select if you want to
obfuscate sensitive data

e Save
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Note: Read the Data Obfuscation Rules section for more information.

e a @

e Dashboard

D@ DEBUG Logging
Dashboard
Devices Set Log Level: Error
Computers

Obfuscate Sensitive Data
Users

Groups
Global Rights
Global Settings

Save

Custom Classes

Right-click the Endpoint Protector Client icon and select Update Policies Now;
Replicate the issue to generate the corresponding logs;

Open the Endpoint Protector Client and go to the Troubleshooting tab;

Click Upload Logs - this will upload the logs on the Endpoint Protector Server;

e o o o ©

Go to the Global Settings page and disable Debug Mode.

.I'-!rm-i'.l_.‘r_l-_iul.|.'|'-"_- C i |
ENDPOINT |byCoSoSvs
PROTECTOR

Device Control Content Aware Protection

Debug mode: Enabled
DPI: Disabled

Troubleshooting steps:
1. Enable DEBUG maode in the server console
2. Select "Update Palicies Mow™ in EPP Notifier.
3 Replicate the issue.
4. Press "Collect Logs”
5. Share the Diagnostic located on your Dasktop.

Collect Logs

® Automatic Logging

You can also substitute the user action from the Manual Logging procedure (steps 4 and 5)

by using the automatic logging option.
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This option is available from Device Control on the Computer page.

Hover over a computer, right-click, and select Collect diagnostic - this will collect logs from a
specific computer without input or knowledge from the computer user.

Logs will be sent to the Endpoint Protector Server on the Logs Report page, Artifact
Received events are registered when diagnostic data are received.

5.7.8.2. Debug Logging Actions

To view the log actions, go to the Device Control module, on the Computers page and click
the Actions column.

&) Dashboard

(8] Device Control

List of Computers ~

Filters v

[ Select all entries

Show| 10 | entries Bxel  POF | €V SnowMdeCoumns | Reload
- ) Computer  Username  MainIP P List Domain  Groups 0§ Rights  Settings  Last Client License  Slalus  Actions
) Content Aware Protection Name. seen ¥ version
= eDiscovery . & ex
- tad €, Manage Rights
B Denyists and Allowlists o = N . s i ) I - — @ Manage Settngs
— e Offline Temporary Password
nforced Encryption s =
- Enforced Encryptio — =E Mark as Terminal Server =
= - View Histor
™ offline Temporary Password B Y
= ¥ uninstall clent
Showing 1104 of 4 entries
aad Reportsand Analysis ® Deete
®) Terminate Clent ' Next
| Aerts - 5 = @ Forced Restart &

@, collect Diagnostics

] oto it don

[@] Directory Services

e Collect Diagnostics - registers an event when diagnostic data are requested (Artifact
requested event)

Selected client machine(s): sssm » » will be sent the Collect Diagnostics action!

List of Computers A

Filters v

[ select all entries

Show | 10 W entries Excel PDF csv Show/Hide Columns Reload
D Computer Usemnmame Main IP IP List Domain Groups 0s Rights Settings Last Client License Status
Name Seen ¥ Version
L B 2023-
v -
] = = - iem e e - — = j".ﬂndmvs L ‘Pru i Custom Global 02-08 a0 Licensed Online
(22621.1194) 16:52:31 (Windows)

e Go to Diagnostic data - this option redirects the user to the Reports and Analysis
module on the Logs Report page to Artifact received type events with debug mode
logs.

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



62 | Endpoint Protector 5.9.3.0 User Manual

Logs Report

Filters ~

Event: Artifact Received - Computer:

Main IP: Main IP Domain Name: Domain Name

Username: Username Device Type: Any -

Device: Device VID: vID

PID: PID Serial Number: Serial Number

0s: 05 EPP Client Version: EPP Client Version

Date/Time{Server) = Date/Time(Server) To: B2

rom:
Date/Time{Client) = Date/Time(Client) To: =
From:
o

Show 10 +  entries Excel PDF csv ShowifHide Columns Reload
Event Computer Main IP Username Device Type Device Date/Time(Server) v Date/Time(Client) Actions
Artifact Received - — - - Kl - - 2023-02-08 16:53.07 2023-02-08 16:52:48 @
Artifact Received — -y L. - - 2023-02-08 16:51:16 2023-02-08 16:50:58 @
Artifact Received - - . - - 2023-02-08 16:49:41 2023-02-08 16:49:30 @
Artifact Received - - - - 2023-02-08 16:04:07 2023-02-08 16:03:45 @
Artifact Received a e ol - 2023-02-08 15:51:30 2023-02-08 15:51:20 @
Artifact Received - - - - - - 2023-02-08 15:48:42 2023-02-08 15:48:31 @
Artifact Received - - Lo ] - - 2023-02-08 15:47:53 2023-02-08 15:47:36 @

e Terminate Client - this option terminates the Endpoint Protector Client

Selected client machine(s): s s & 3 will be sent the Terminate Client action!

List of Computers

Filters +

[ select all entries

Show| 10 w  entries Excel PDF csv ShowHide Columns Reload

X

e Forced Restart Computer - this option sends a force reboot command to the
computer, restarting it in 10 minutes after using the command. The user receives a

message warning to avoid losing unsaved documents.

Are you sure you want to issue a restart computer command to this client machine(s)?

Use this option with caution. The target machine will receive a forced Reboot command, restarting the endpoint 5
min after receiving the setting. Unsaved documents will get lost!
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«B Device Control - Computers
Seected dient machine(s):

List of Computers

Filters v

[ Select all entries
Show | 10 v entries

Username Main IP

) Computer
Name

will be sent the Restart Computer action!

Excel PDF csv Showi/Hide Columns Reload

Last License Status Actions

Seen

Client
¥ Version

TP List Domain Groups . 05 Rights  Settings

5.7.8.3.

Data Obfuscation Rules

All data is obfuscated according to the following rules:

characters
or

characters

Specific use cases:

the first 4 characters are displayed if the length of the threat is lower than 12

the first 6 characters are displayed if the length of the threat is longer than 12

1. For credit cards, the PCI Security Standards were implemented

2. For SSNs, the last 4 characters are displayed

3. For Brazil ID (CPF),

the first 3 and the last 2 characters are obfuscated

Important: Data is not obfuscated for the file-type threat, file-size threat, and date threat.

b
868 DEBUG
24432 INFO
4856 DEBUG
19488 INFO
19488 INFO
19488 DEBUG
19488 INFO
19488 DEBUG

= I L
[Wa s s R

[#3]

[#3]
0 ~J

5y
(%]
I Y R R ey w4

.68

U
INFO

scan app
INFO  ignoring
DEBUG
DEBUG
2 INFO
INFO
INFO

INFO

process created: 2801
scan app data request
scanning request to:
threat: credit-card/diners [360863XXXX3457', pol:
Adding the threat
The policy "test' was satisfied by threshold [cf::PoliciesScanStatus::setPolThresholdIsMet Polig

INFO
INFO
INFO
DEBUG
DEBUG
DEBUG
DEBUG

Policy "test

data request
request to:
Sdr logs to upload is
Ping HTTP 280 application/soap+xml (1869
scan app data request
ignoring request to:
scan app data request
i g request to:

' was satisfied, action is: "1°
First time a policv was satisfied for threat tvpe

ngram candidates (code: ©, . 1C\Eroups\
process created: 2548/1868, 'svchost.exe', image: \Windows\Systi
OCR background scan finishing [scan_persist::PersistentScanCache::
QuickLogs HTTP 288 application/soap+xml (1339/698) [CSoapClient::Sei
scan app data request type: 14,x8081, from 23912, size: 18489 [cf:
scanning request to: ‘dlptest.com’, content: ‘multipart/form-data;
PDF form fields count is: 8@ [cf::PdfDataFilter::finalUpdate PdfDat;
threat: iban "GB82 WXOOCOOCOOOOOOOOOOKX", pol: "test’, op: 17, a
Addine the threat ‘iban® to the found threats inventorv of policv

= i 1]

B 20,
ain.

H [cf::DlpMain: :scanAppData D1pM,
text/plain; charset=UTF » length
[CSiESoapClient: :GetPing SiEScapClient

6) [CSoapClient::SendRequest SoapClient.cpp:
type: 14,x8001, from 23912, H anfppData DlpMain.¢
‘clients6.google.com’, content TF-8', length
type: 14,x8001, from 23912, anfppData DlpMain.¢
‘chat.google.com”, content: -form-urlencoded;charset=UTF
1284, ‘Background Task Host®, im C:\Windows\System32\backgroundTaskHd
1204, ‘RuntimeBroker.exe’, im \Windows\System32\RuntimeBroker.exe’
type: 14,x0001, from 239! DlpMain: :scanAppData DlpMain|
‘dlptest.com’, content: ‘multipart/form-data; boundar ---WebKitFormBoundsd
‘test', op: 17, action: 1, Web Upload*[diners)
to the found threats inventory of policy "test', current

@, scanProgress

‘credit-card/diners”’

ntext.cpp:1848]
[cf::threatDetected Scanl

threatDetected Sc
‘credit-card/diners’
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92 INFO  scan app data request type: 14,x88081, from 23912, size:
92 INFO ignoring request to: ‘play.google.com’, content: appll: tio nfx—
2 INFO scan app data request type: 14,x8001, from 23912, size: 7626 [cf:
INFO  ignoring request to: ‘play.google.com’, content: "application/x-w
93 INFO scan app data request type: 14,xB801, from 23912, size: 1665 [cfi
92 INFO  scanning request to: ‘dlptest.com’, content: ‘multipart/form-dat
92 INFO  threat: ssn/at "XO0000X1176°, pol: 'test', op: 17, action: 1, We
92 DEBUG Addineg the threat °ssn/at’' to the found threats inventorv of pol

e LS =

_ process created: EESBB 1?84 Ba:PﬂFGUHd TaJP Hﬂ;t
process created: 494871284, ‘RuntimeBroker.exe’
scan app data request type: 14,x8001, from 23912,
scanning request to: ‘dlptest.com’, content: ‘multd
threat: passport/fi "MI12000X', pol: "test’, op: 1
DEBUG Adding the threat ‘passport/fi’ to the found threail

oo oh
e |
(9 Ry |

B Pd P 2

(43 ]
|
LA

5.7.9. Easylock Settings

From this section you can allow EasyLock to be installed and run only on computers that
have Endpoint Protector installed or in relation to a list of trusted Endpoint Protector Servers.

Easylock Settings S

EasyLock Installation and Execution €

Endpoint Protector Client presence
P [ oN @)

EasyLock Multi Server &

Additional Server IP Address:

Multi Server: m Additional Server IP Address:

Save

5.7.10. Additional Information

From this section you can restore global settings to default and view the name and date
when the action was performed.

Additional Information ~

Modified at: Modified by:

Restore Global Settings

5.7.11. Display Settings

From this section you can set the maximum number of logs displayed on the Endpoint
Protector Server and the number of reports per page.
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You can set a maximum number of 10 000 logs to be displayed per report. To export all
entries when the log number exceeds the maximum 10 000 limit, use the Create export
option or narrow the search using filters.

Note: The information you set on this setting will also be applied for eDiscovery.

Display Settings -~

Maximum no. of records retumed in & report search: 200 - No. of racords per report page: 10 -

5.8. Custom Classes

This section provides you with the option to create new classes of devices for easier
management. It is a powerful feature, especially for devices belonging to the same vendor
and/or being the same product (same VID and/or PID).

A new Custom Class can be created by clicking on the Create. An existing policy can be
edited by double-clicking on it.

You can edit, duplicate or delete a policy after selecting the policy.

&) Dashboard =

@ Device Control
Custom Classes ~

Dashboard

Devices
Computers Examplel Example
Users
Groups No descriptic
Global Rights

Global Settings
File Allowlist ®
Custom Classes m

[‘;Q Content Aware Protection

=& eDiscovery

8l Denyiists and Allowlists

. Enforced Encryption

6 Offline Temporary Password
aad Reports and Analysis
& Alerts

[&] Directory Services

f=s Appliance
Before adding devices to a Custom Class, the Name, Description, Device Type (USB Storage
Devices, Cameras, etc.), Device Right (Allow Access, Block Access, etc.) must be provided.
Once this is done, there are multiple ways of adding devices to a Custom Class:

e New Device (VID, PID, Serial Number) — will allow at Step 2 to add new devices
based on Vendor ID, Product ID, and Serial Number.
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Device Wizard (Step 1/2)

ot e [Fasvmt s .

—
EE

Brdraid Smartohone (Medis Transler Protocel)
i Card Davice

e Existing Device (Wizard) — will allow at Step 2 to add devices previously connected
to protected computers and already in the Endpoint Protector database.

Device Wizard (Step 2/2)

) Use fiters to display the desied devices

[]  DeviceType Device Name Friendly Name Description VD PID  SerialNumber DeviceCode  Last Computer Q
[]  USB Storage Device  USB_FLASH_DRIVE USB_FLASH_DRVELEXAR Sde a8 AABBOLEOJMBEWSSE 22 LaRSAL
[]  USBStorage Device  USB Mass Storage Device o USB Mass Storage Device/Western Digtal Technalogies, Inc. 1058 2el  STSEIIMINONABSSHE | TIEF DESKTOP-RUIOHS
O uss Device. e USB Atiached SCS| (UAS) Mass Storage Device/AShedia Technology inc. 174c 5136 20000000088 BC47 LARISAL
[0 uUsB Storage Device  ASMT1053 na ASMT10S3/ASHEDIA 174 |Ssaa | 123456789012 008 LARISAL
[0  usBStorageDevice  GOODRAM 16GB na (GOCDRAM 16GBMiK s 7 7060505003115 BFIF Hojave's MacBook Pro
[]  usBStorage Device  DATATRAVELER 2.0 DATATRAVELER_2.0IKNGSTON 930 6545 CEGU00BSTGCBOCTDAISFFB2 | OET3 DESKTOP-RUIOHS
[]  USBStorageDevice  DATATRAVELER 3.0 s DATATRAVELER_3 KNGSTON 951 1665 BDAC2SIFIE0DOOTO0ES 1568 LARSAL
Showing 1t 7of 7 entes previous Next

e Device Serial Number Range - will allow at Step 2 to add multiple devices at the
same time, by specifying the first and last Serial Number in the range. The
recommended use for this feature is for devices that have a consecutive range, with
a clear, noticeable pattern.

Device Wizard (Step 2/2)
D P first Serial Number i the range lest Serial Nurmber in the range Desar

Note: Although this feature can work in situations where the Serial Number range does
not follow a noticeable pattern, this is not recommended. In this type of situation, some
devices will be ignored by Endpoint Protector and the Custom Class will not have the
expected effect.

e Bulk List of Devices — will allow at Step 2 to add up to 1000 devices at the same
time. There are two methods to choose from, either importing a list or simply pasting
the information.

Device Wizard (Step 2/2)

Enroliment Options: @ Type or Paste content O Inport content

Devices: .a.: Sac, 503, BB40 STORAGE_MEDIA [}

e Device Class (Device Type) — will allow at Step 2 to add a specific right to a Device
Type. This option is intended to be used in scenarios when a very fast way to change
all device types in the system but specific device rights were granularly added to
some users or computers.

Example: For the case above, we created a Custom Class CD-ROM Allow and set Allow
access rights to devices of type CD-ROM /DVD-ROM. Let's say that CD-ROMs have Deny
access rights set on Client PC CIP0. Once the custom class CD-ROM Allow is created and
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Custom Classes is enabled, all the CD-ROMs/DVD-ROMs will have access, even if on the
Client PC CIPO they have Deny access.

5.9. Priorities for device rights

Computer Rights, Group Rights, and Global Rights form a single unit and they inherit
each-others settings. This means that changes to any one of these entities affect the other
ones.

There are three levels of hierarchy: Global Rights, Group Rights, and Computer Rights, the
latter being the deciding factor in rights management.

The device rights surpass all computer, group, and global rights.

The user rights are on the same level as the computer rights. The priority can be set from the
System Settings section.

Note: For detailed information, refer to the Department Usage chapter.

Select an option to grant access for clients based on the Department Code. You can also
view the Default Department code — defdep.

Note: For detailed information, refer to the System Departments chapter.Department Usage

Select an option to grant access for clients based on the Department Code.
You can also view the Default Department code - defdep.

Note: For detailed information, refer to the System Departments chapter.

Department Usage

(@ Restrictive - Allow Only Clients with Department Code
() Permissive - Allow Clients also without Department Code

Default Department: defdep

5.9.1. Session Settings

You can modify the following session timeout settings:
e Session Timeout — set the amount of time the user is inactive until the session
expires between 5 and 60 minutes

e Timeout counter — set the amount of time for the session timeout countdown
between 5 seconds and Session Timeout minus one minute

Example: If you define the Session Timeout to 5 minutes and the Timeout counter to 60
seconds, then after 4 minutes of inactivity you will be notified by the pop-up window that in
60 seconds you will be logged out.
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Session Settings
Session Timeout (min): 5 ®
Timeout counter (sec): 60 @
[ Save I

If you remain idle for the defined amount of time, then Endpoint Protector stops responding
and displays a message that indicates the session will expire in the predefined countdown.

You can choose to log out or continue your session, resetting the session timeout interval.

Your session is about to expire,
{ i Y You will be logged out in 58 seconds.

Endpoint Protector Rights Functionality
Endpoint Protector Rights Functionality

Example: Device X is allowed from Global Rights. If in the Computer Rights section, the same
device does not have permission to be used, the device will not be usable. Same applies
vice-versa: if the device lacks access permission globally, and has permission set per
computer, the device will be allowed. The same applies for Global Rights and Group Rights: if
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globally the device does not have permission to be used, and group permission exists, the
device will be allowed.

5.9.2.  Priorities for Device Control Policies

By default, only the Standard Device Control Rights are available. They include the Device
Types and the Already Existing Devices sections.

Custom Classes can be defined. They represent a group of devices that have particular
access right across the entire network. Custom Classes surpass the Standard rights.

If enabled, Outside Network and Outside Hours device rights can be configured. These
surpass the Custom Classes rights.

The Offline Temporary Password rights allow the creation of exceptions from applied rules.
These rights surpass all others.
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6.

Content Aware Protection

This module allows the Administrator to set up and enforce strong content filtering policies
for selected users, computers, groups, or departments and take control over the risks posed
by accidental or intentional file transfers of sensitive company data, such as:

Personal Identifiable Information (PII): social security numbers (SSN), driving license
numbers, E-mail addresses, passport numbers, phone numbers, addresses, dates,
etc.

Financial and credit card information: credit card numbers for Visa, MasterCard,
American Express, JCB, Discover Card, Diners Club, bank account numbers, etc.

Confidential files: sales and marketing reports, technical documents, accounting
documents, customer databases, etc.

Important: Endpoint Protector cannot scan encrypted files or applications that use
encryption to secure communication.

To prevent sensitive data leakage, Endpoint Protector closely monitors all activity at various
exit points:

Transfers on portable storage and other media devices (USB Drives, external HDDs,
CDs, DVDs, SD cards, etc.), either directly or through encryption software (e.g.,
Enforced Encryption)

Transfers on local networks (Network Share)

Transfers via the Internet (E-mail Clients, File Sharing Application, Web Browsers,
Instant Messaging, Social Media, etc.)

Transfers to the cloud (iCloud, Google Drive, Dropbox, Microsoft SkyDrive, etc.)
Transfers through Copy & Paste / Cut & Paste
Print screens

Printers and others
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6.1. Content Aware Protection Activation

Content Aware Protection comes as the second level of data protection available in Endpoint
Protector. The module is displayed but requires a simple activation by pressing the Enable
button. If not previously provided, the contact details of the Main Administrator will be
required.

Note: Any details provided will only be used to ensure the Live Update Server is configured
correctly and that the Content Aware Protection module was enabled successfully.

&) Dashboard

Device Control

Activate Content Aware Protection ~

[ content Aware Protection
Endpoint Protector Content Aware Protection
Ensure data transfers through various exit points such as e-malls or cloud solutions do not contain confidential Information.

[l

Deep P: Endpoint Protector Cllent version 4.3.0.0 o higher i required for Content Aware Protection
= Discovery
the latest features, fixes and additional information needed, the Endpoint Protector Server will communicate through a secure HTTPS connection to www.endpol
@ cenists ana lowists um aty =Iv T wudenul want m-uuw the Endoont Prfecr Srver o have fl st h neme,whlela the endgiiprolecorca domain and anur prs 0 nd 43 are open for cutging e,
e J etails provided will only the Live and that Module was enabled successfully.

. Enforced Encryption

Live Update Server Information
(%) offine Temporary Passward Company: & | Testcompnay v ]
aad Reports and Analysis Adminstrator; e <]

mai = [ tes " v
R res E-mal test@cososys com )

Phone: | +1z3ese70 v]
[§) Directory Services

=3 Appliance
¥ System Maintenance
{8} system Configuration
B system parameters
Q) support

Important. The Content Aware Protection module is separate from Device Control or
eDiscovery modules, and requires separate licensing.
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6.2. Dashboard

This section offers a quick overview in the form of graphics and charts related to the Content
Aware Protection module.

&) Dashboard = 2022-12-09 . 2023-02-09 -

(8] Device Control

[©  content Avare Protection Exit Points Most Active Users
Dashboard 20 16
Content Aware Polidies 18 14
Deep Packet Inspection 16 12

14

= eDiscovery 12
1.0

{88 Denyiists and Allowists

B s v “

= o
(8 offline Temporary Password 2022-12-09 2022-12-11 2022-12-13 2022-12-15 20221217 2023-02-09

aad Reports and Analysis
L Aerts

[S) Directory Services

@ vieb srowser

Top Policies Top Content Detected File Transfers

=3 Appliance
1 20

%4 System Maintenance g :
New Featur
ature 0.7
&} system jon 06
meters

05 10
B system

@) support

o o
0 2 4 6 8 10 12 14 16 AMEX DISCOVER

6.3. Content Aware Policies

Content Aware Policies are sets of rules for sensitive content detection that enforce file
transfers management on selected entities (users, computers, groups, departments).

From this section, you can create a new policy, edit or delete an existing policy or create and
apply a predefined policy.

Example: A Content Aware Policy can be set to only block Credit Cards AND Email
Addresses. In this case, a file that contains a Credit Card AND an email address will be
blocked, but if transferring a file that only contains Credit Cards, it will not be blocked.

Each company can define its sensitive content data lists as Custom Content Dictionaries
corresponding to their specific domain of activity, targeted industry, and roles.

To ease this task, the Content Aware Protection module comes with a Predefined Content
Dictionary that covers the most used sets of confidential terms and expressions.

Example: A policy can be set up for the Financial Department of the company to block Excel
reports sent via E-mail or to report all transfers of files containing personally identifiable and
financial information (e.g., credit card numbers, E-mail, phone numbers, social security
numbers etc.).

Note: Content Aware Policies also apply to File Allowlist (Device Control > File Allowlist).
This means that all files that were previously allowed will be inspected for sensitive content
detection, reported, and/or blocked, according to the defined policy.
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Exactly like Device Control policies, the Content Aware policies continue to be enforced on a
computer even after it is disconnected from the company network.

One or more Content Aware Policy can be enforced on the same computer, user, group, or
department. To avoid any conflicts between the applied rules, a prioritization of policies is
performed through a left-to-right ordering. The leftmost policy has the highest priority
(Priority 1), while the rightmost policy has the lowest priority. Changing priorities for one or
more policies can be performed by moving the policy to the right or the left with a simple
click on the left arrow for higher priority or on the right arrow for lower priority.

To manage the Content Aware Protection policies more easily, use the following options:
e switch between the Grid or Widget view options from the top-right corner

e use the Top button to assign the highest priority to a policy

e double-click on a policy from the Priority column to edit its priority

Q) Dashboard =] e are Prote olicie:
{8} Device Control
Content Aware Protection Policies Gridview | Widget view -

[©  content Avare Protection

Dashboard Filters v

Content Aware Policies

[ m— [ Select all entries
-

% eDiscovery Show| 10+ entries Bxel | POF | sV | ShowHide Columns | | Reload
{8 Denyiists and Allowists
[m] Priority 4 Top Policy Modified Modified by os Statu Acti

Enforced Encryption =
. o - —— s (@ o ] =
8 offine Temporary Password o a o o) =
aad Reports and Analysis Showing 1t02 of 2 entries Previous - Next
B Hers e
| Include:
f=3 Appliance ] =} o

o @ o oF o £ o )
Departments Grouj Computers Users
%4 System Maintenance P ps P!
[ Default Department 0] Marius

{8} system Configuration

B System Parameters

@) support
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6.3.1.  Policy Information

You can create up to 48 Content Aware policies.
To create a Content Aware Policy, provide the following information:
Note: Depending on the specific application and OS, some limitations may apply.
e OS Type - select the operating system to which the policy applies, Windows, macOS,
or Linux
e Policy Name - add a name for the policy
e Policy Description — add a description for the policy

e Policy Action - select the type of action you want the policy to perform

o Block & Report — this policy will deny all transfers of data that include
sensitive content and report the action

o Report only - this policy will allow all transfers of data that include sensitive
content and will only report the action

o Block only - this policy will deny all transfers of data that include sensitive
content but not report the action

o Block and Remediate - this policy will deny all transfers of data that include
sensitive content but allow the user to remediate the action by using a
justification

Note: Initially, we recommend using the Report only action to gain a better view of data use
across your network and not interrupt your activity.

e Policy Type - select the policy type, Standard, Outside Hours, or Outside Network

Note: To enforce the Outside Hours and Outside Network options, after you save the policy,
enable the setting on the specific device from Device Control, Global settings, Group or
Computers.

e Policy Template — select a custom notification from the drop-down list or create one
from System Parameters, Device Types and Notification, Custom Content Aware
Protection Notifications section

e Policy Status — enable to set policy status to active
e Client Notifications — enable this setting to send notifications to clients

e Global Thresholds - if disabled, the threshold can be considered a Regular Threshold

e Threat Threshold - type the number of maximum allowed content violations for a file
transfer

e File size threshold — enter the file size (in MB) starting from which the file transfer is
either blocked or reported
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Note: If a File Size Threshold is set, it will be applied to the whole policy, regardless of what
file types or custom contents are checked inside the policy. The value used in the File Size
Threshold must be a positive, whole number.

e Apply Policy if File Size Threshold is Matched — enable this setting to apply the
policy in combination with the threshold. The content selected from the Denylist will
be blocked taking into consideration the threshold.

Important: This setting does not apply for File Name and File Location.

Note: The Threshold option applies only to multiple filters, including Predefined Content,
Custom Content, and Regular Expressions. As a general rule, it is recommended that Block &
Report policies that use the Threshold should be placed with higher priority than Report Only
policies.

6.3.1.1. Regular and Global Threshold Use Cases

1. Set a Block & Report policy with 4 threats, on the transfer of Social Security Numbers
(SSN) for several Internet browsers.

The Regular Threshold set to 4 threats will block all transfers on the selected browsers
which contain four or more individual SSN numbers, but it will not block the transfers with 1,
2, 3 x SSN instances.

In contrast to the Regular Threshold which blocks 4 or more threats of the same type, the
Global Threshold blocks 4 or more threats of different types combined.

2. Set a Block & Report policy with 2 threats, on the transfer of a Social Security Number
(SSN) and a Phone number.

The 2 threats will not be blocked by a Regular Threshold policy, only by one with a Global
Threshold. On the other hand, 2 Social Security Numbers will be blocked by policies with
both types of thresholds set at 2.

Policy Information -
Details Thresholds
05 Tyoe: @ tinux O Global Threshold: [ on @]
Policy Name: Policy Name Threat Thrashold: 1 [ ]
Policy Description: Policy Dascription File size threshold: nfa [:]
Policy Action: Block & Report. v Apply Policy if File Size Threshold is [@ o~ ]
Matched:
Policy Type: Outside Hours - e
Notification Template
Policy Template: Default Template
Policy Status [ on @] Chent Notifications [ on @]
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6.3.2.

You can monitor transfers from the following exit points:

Policy Exit Points

6.3.2.1.

e Web Browsers (e.g., Internet Explorer, Chrome, Firefox, Safari, etc.)

Applications

e E-mail (e.g., Outlook, Thunderbird, Lotus Notes, etc.)

Important. Universal Windows Platform applications, including the Windows 10 Mail
application, run in an isolated environment, restraining the use of add-ons. This will prevent
Content Aware policies with Windows Mail set as Exit Point to block restricted file transfers.

¢ Instant Messaging (e.g., Skype, Pidgin, Google Talk, etc.)
e Cloud Services / File Sharing (e.g., Google Drive Client, iCloud, Dropbox, DC++, etc.)
e Social Media / Others (e.g., iTunes, Total Commander, GoToMeeting, etc.)

Note: Select Adobe Flash Player from the Web Browser category to block sites that use
Adobe Flash Active X.

Policy Exit Points -~
Applications Storage Devices Cliphoard [ Network Share € [ Print Screen € [ Printers @
) il transfers through sslected spplications from the list belo will be inspectad for sznsitive content. Depending on the Policy Actsn, they will e repsrted or reported and blscked,
Web Browser [:] E-mail [ ] [ Instant Messaging [: ] [ Cloud Services  File Sharing (i} [ social Media | Others [ ]
Chrome Outlock [ Messages O unes
Mail O skyee O TeamViewsr
rhi [ Yahoo! Messenger O aoe
] O 88 virtual Ofcs O AnyDesk
0 sdum O awscu
0 #at [0 Pogoplug Backup 0 sl
0 am [ Android File Transfer 0 cume
0 esice 0 #idrap 0 cuteFre
[ Band [0 Adobe Creative Cloud [ cyberduck
[ Daum MyPecple [0 Apple Remote Desktop [ EasyLock
Q se Q search Q Search Q search

6.3.2.2. Storage Devices

From the storage devices tab, you can select to monitor transfers:

e only to Custom Classes

e for all Storage Devices - enable the Apply policy to all storage devices setting to
enforce content policies on all storage devices, regardless of Custom Classes.

Note: For Windows, file transfers will be monitored both to and from removable media.

Important: On Linux the paste functionality only works when the default gnome session is
Xorg. On other gnome sessions the paste functionality is disabled (ex: wayland).
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Policy Exit Points ~

Applications Storage Devices Clipboard [ Network Share © [ Thin Clients @ [ print Screen @[] Printers €

|/ File transfers through storage devices will be inspected for sensitive content. The option to moniter only Custom Classes and not all storage devices should be considered carefully.

Apply policy to all storage devices: (m

[ Custom Classes [:]

Q search

Block CD/DVD Burning
This feature is only available for Windows, built-in or third-party burning features.

To restrict the user from saving sensitive content on a CD or DVD using the built-in Windows
features, follow these steps:

1. Create a Content Aware Policy;

2. From the Policy Exit Points section, on the Storage Devices tab, enable the Apply
policy to all storage devices setting;

3. From the Policy Denylist section, select the threats you want the policy to detect.

To restrict the user from saving sensitive content on a CD or DVD using third-party
applications, follow these steps:

1. Create a Content Aware Policy;

2. From the Policy Exit Points section, on the Storage Devices tab, enable the Apply
policy to all storage devices setting;

3. On the Applications tab, from the Social Media/Others options, select the following:
e CDBurnerXP
e ImgBurn CD/DVD
e InfraRecorder CD - DVD

4. From the Policy Denylist section, select the threats you want the policy to detect

Note: The feature will apply to CD/DVD burning options Like a USB flash drive and With a
CD/DVD player, using either Drag and Drop or Copy and Paste actions.

6.3.2.3. Clipboard

The Clipboard functionality enables you to monitor all content captured through Copy &
Paste or Cut & Paste operations.

Note: The Clipboard functionality applies only to confidential content that is defined inside
the Policy Denylists section for the Source Code tab, Predefined Content, Custom Content,
or Regular Expressions.
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The Clipboard functionality provides a certain degree of granularity and can be enabled:

e Clipboard - enable this setting to monitor all content from a computer, regardless of
the defined exit points.

Note: This setting only applies to Copy operations.

When performing a Copy operation, the Endpoint Protector Client will inspect the clipboard
content and if confidential information is detected, the content will be deleted. As such, the
Paste operation will not work because the clipboard content was deleted.

e Source code - enable this setting to detect the defined in the policy.
Note: This setting applies to Copy or Paste operations.

The Endpoint Protector Client will inspect the clipboard content for source codes and if
source code is detected and monitored in a Content Aware policy (e.g., C++ is selected in a
Content Aware policy, and the detected clipboard content is C++) the content will be blocked
on a Copy or Paste operation (depending if the Apply Paste restrictions to all monitored
applications settings is enabled)

e Detect Images — enable this setting to detect copying images to clipboard
The following image types will be targeted:
1. print screen type images - the content is automatically blocked

2. image files copied with CTRL+C shortcut and pasted to clipboard (this will paste the
file URL to clipboard)

Note: If multiple files are copied and the content contains at least one image, the file content

will be blocked.

Similar to code source detection, the Detect images setting applies if the file type is blocked
in Content Aware Protection policy (if the user will copy a PNG file, the file will be blocked if
the PNG file type is checked in the Content Aware Protection policy).

The Endpoint Protector notifier will save the content of an image in a temporary location,
which will be moved if shadow is enabled or deleted if not after scan.

e To inspect certain applications and set Paste restrictions, enable the Apply Paste
restrictions to all monitored applications setting

Note: This setting restricts the Paste operations for the defined Policy Exit Points.

When performing a Copy operation, the Endpoint Protector Client will inspect the clipboard
content and if confidential information is detected, the content will be allowed, instead, it will
block a Paste operation if the application is monitored in a Content Aware policy.

Important: The Paste operation is allowed when the user changes the window to other
applications.
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Example: In a Content Aware policy, Firefox is monitored, Chrome is not monitored and the
Apply Paste restrictions to all monitored applications setting is enabled. The user performs a
Copy operation from Notepad which contains confidential information, then:

o The Paste operation on Firefox is blocked
0 The Paste operation on Chrome is allowed

e To inspect extended applications and set Paste restrictions, enable the Extend Paste
restrictions to bellow applications setting

Note: This setting restricts the Paste operation for the defined applications.

Use this setting to extend the applications not listed in a Content Aware policy and block the
Paste operations.

Example: Microsoft Word is not listed in a Content Aware policy, but you can select the
application from the list to monitor the Paste operation on the Microsoft Word app.

On-demand, Endpoint Protector can add other applications.

Important: On certain Linux environments, like those utilizing Wayland protocol by default,
paste control is limited due to Wayland's lack of support for detecting the focused window.
To ensure security, content blocking occurs during the copy operation.

Policy Exit Points -~

Applications Storage Devices Clipboard [ Network share @ [ Thin Clients @ [ print Screen @ [ printers €

'_7_.' Restricts users from copy-pasting confidential information. Please ensure you enable predefined and custom content, etc

Clipboard:
Detect Source Code:
o

Detect Images:

Apply Paste restrictions to all monitored applications:

LLEL

Extend Paste restrictions to below applications:

Notepad

Microsoft Word
Microsoft Excel
Microsoft PowerPoint
Microsoft Access
Microsoft OneNote
Notepad++

[ sticky Notes

[ command Line

[] sticky Notes Legacy

OooooOood

Q search

Important: Newer Linux Ubuntu versions have 'snap-based applications installed by default,
affecting EPP Client functionality. This may result in missing file-related events in CAP
scans. The reliance on 'snap-based applications also affects file-related web browser
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activities, exacerbating this limitation. Consider non-'snap’-based applications (where
possible) as alternative configurations for optimal functionality.

1. Network Share Endpoint Protector will report all the events for Report Only policies for
macOS. For Block & Report policies the transfer from a Local Share towards the Local
Disk, Controlled Storage Device Types, and Controlled Applications are blocked.

2. Thin Clients applies to file transfers to thin clients drives.
3. Print Screen applies to the screen capture options.
4. Printers apply to both local and network shared printers.

Note: When enabled, it is recommended to enable the Advanced Printer and MTP Scanning
option in Settings (Global, Groups, Computers, etc.)

6.3.3. Content Detection Summary

The Custom Detection Summary displays all predefined content, custom content, regular
expressions, and HIPAA which were checked in the Content Aware Policy.

You can use the Content Detection Rule to define the policy by combining multiple criteria
using the operators AND, OR.
To edit a Content Detection Rule, click Edit and then, on the Define operation section, provide
the following information:

e Select operator - OR (default), AND

e Enable Threshold and type the number adjacent to each entry from 1 to 1000; this
will disable the Global Threshold setting from the Policy Information section.

e Add item and select from the drop-down a PII; before saving the operation, you can
change PlIs by selecting from the drop-down list. To delete an entry from the list,
click x adjacent to each PII.

e Add group

Use the up and down arrows or drag and drop an entry from the list to change the order
from the operation.
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Content Detection Summary -~
Content Detection Rule
Personal Identifiable Information/UK Electoral Number OR Personal Identifizble Information/VIN OR Bank Account/ABA Routing Number
Define oparation
E3 Threshoit: (R0 + Add item ©2dd ()

It Personal Identifiable Information/UK Electoral Number = 1 *

It Personal Identifiable Information/VIN = 1 *

it Bank Account/ABA Routing Number ~ 1 *
e

To Restrict Content Detection, select from the drop-down list the file types you want to apply
the Content Detection Rule to.

If no file type is set, the content defined in the content Detection Rule will be searched in all
the file types that are not blocked by this policy.

The Context Detection Rules allows you to specify the minimum or maximum number of
contexts matches for one or more threat types previously defined in the Content Detection
Rule and reducing false positive detections.

Important: You can create Context Detection Rules only if you define a Content Detection
Rule using an OR operator.

To create a new Context Detection Rules click Add, fill in the following and then Save:
e Name - add a name for the context detection rule

e Apply Contextual for Items — select from the drop-down list the predefined content
selected in the Content Detection Rule

e Proximity — add a number between 50 and 3000

e Included Context — select the AND/OR operator and then select from the drop-down
list the custom content, RegEx or HIPPA you want to be included in the rule

e Excluded Context — select the AND/OR operator and then select from the drop-down
list the custom content, RegEx or HIPPA you want to be excluded from the rule

Note: Custom content used in Content Detection rules will not be displayed in the included
and excluded context drop-down lists.

e Apply context rule for - select if you want to apply the rule to All items or At least 1
item.

Note: You can create a maximum number of 15 Context Detection Rules.
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Context Detection Rules

Show 10 w | entries

Name Ttems v Included Context Exdluded Context Proximity Scope Actions

No matching recards found

Showing 0 to 0 of 0 entries Previous  Mext

Hame: [ Rule L4 ] Induded Context:

x Credit Card/Amex v Excluded Context: [ a0 or |  Regexp/Default Regular Expression -

x Credit Card/Diners (Carte Blanche)

% Custom Content/US Driving License AR : ]

Apply Contextual for Items:

Apply context rule for: All items

Proximity: [ 51 v

Important: To address conflicts between per-policy and Global Contextual Rules, EPP clients
no longer receive Global Contextual Rules if at least one policy has its individual Contextual
Rule set. This marks the deprecation of Global Contextual Rules, emphasizing the
prioritization of individual policy configurations.

6.3.4. Policy Denylists and Allowlists

The policy denylist and allowlist specify the content to be detected - it includes file type
filtering, predefined content filtering, custom content filtering, file allowlists, regular
expressions and domain allowlists, deep packet inspection, etc.

6.3.4.1. Policy Denylists

You can use the following Denylists:

e File Type - since many files (e.g.: Programming Files) are actually .TXT files, we
recommend more precaution when selecting this file type to avoid any unexpected
effects.

Note: File type detection will not always work accurately for some very large
password-protected Microsoft Office files.

e Source Code - An N-gram based detection method is used to increase the accuracy
of these file types. However, as various source code is closely linked together (e.g.: C,
C++, etc.), these also are checked. To make things easier, Endpoint Protector
automatically marks these correlations.

When the Deep Packet Inspection is enabled an extended way to monitor Git is available. If
Git is selected from the Restricted Apps, Git-related actions (fetch, clone, push, pull) will be
blocked, regardless of the git application used. This will result in completely blocking Git.
However, Deep Packet Inspection Allowlists can be used to allow a specific Git, linked to a
specific domain (e.g.: internalgit. mydomain.com).

Note: All Git traffic is encrypted therefore, allowing a specific domain will result in any file
transfers to be allowed, regardless of content or other policy restrictions defined.
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If Git is selected from Restricted Apps, no Endpoint Protector client notifications and logs
will be generated for the Git-related actions (fetch, clone, push, pull).

e Predefined Content - the majority of the Predefined Content items are
country-specific (e.g. Australia, Canada, Germany, Korea, United Kingdom, United
States, .etc.). To avoid a large number of logs or potential false positives, only enable
the Passports that apply to your region or sensitive data.

Italian SSN and ID usage
Starting with Endpoint Protector server version 5.7.0.0, Italian SSN is added to the PII list.
Similar to Italian ID, if selected from the list of Plls, the SSN will detect the same entity.

When using Italian SSN and ID, we recommend you upgrade to the latest Endpoint Protector
agent version.

To maintain compatibility with older agent versions after the server upgrade, Italian ID will
remain under section ID and server upgrade will retain previous settings, including Italian ID.

o Use Italian SSN when deploying to agent versions xxx and later
o Use Italian ID when deploying to agent versions xxx and earlier

o Use both Italian SSN and ID for a mixed environment of new and older agent
versions

Because the Italian SSN and ID detect the same entity, do not select Italian ID to avoid
multiple reporting results.

The new Endpoint Protector agent versions will report on both Italian ID and SSN.
e Custom Content
e File Name
e File Location
e Regular Expressions
e HIPAA

e Domain and URL
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FileType  Source Code  Predefined Content  Custom Content  File Name  Regular Expression  HIPAA  Domainand URL  Applications

\/ Depending on the policy settings, if selected, the file types listed below will be automatically reported or reported and blocked.
0 select a e types

Graphic Files.

0] Select all Graphic Files types
[mp:S Oeve Oer Do
Oeve O Oeem ] COREL PHOTO-PAINT
O coreLDrAW Oowv Oers (] ADOBE TLLUSTRATOR
[ ADOBE INDESIGN Oeer Omaaz0 @ Oeso
O wesp

office Files
1 seect all Ofice Fils types

O woro O exceL [ POWERPOINT O roF
O vropaTH O outLook O pusLISHER Oosv
[ IWORK FILES ] OFFICE2003+/PASSWORD O prosecT

Archive Files

[ select all Archive Files types
Oze O zIP/PASSWORD a7z O 7z/PassworD
Orar O ace Omr Ox
O xar (0 ACE/PASSWORD O RAR/PASSWORD. [ ASIC CONTAINER ©
Osz2 Oaz

Other Files

0 Select all Other Files types
O TexT FiLES Oxm/o0 [ oRM FILES O e, svs, b
[ Fasoo FLES [0 JOURNAL FILES Oso O UNIDENTIFIED
O .Accos O eor Ocsk O oicom
Ooma ] EPP_ENCRYPTED FILES Orfou [ HUE STREAMS @
Owmst [ NASCA DRM Or2 Orce ©
O rooE O seed O seey O sewec
Oso Osso O vmok Oxa

6.3.4.2.

Any Content Aware Protection policy automatically becomes a HIPAA policy if any options
from the HIPAA tab are selected. The available options refer to FDA-approved lists and ICD
terms. These will automatically report or block transfer files containing PIl like Health
Insurance Numbers, Social Security Numbers, Addresses, and much more.

HIPAA compliance

Policy Denylists
FlleType  SourceCode  Predefined Content  Custom Content  FleName  Regular Expression  HMIPAA  DomainandURL  Applications
J Consider applying Contextual Detection Rules in HIPAA polices, encompassing essental Plls such 2 addresses, phone numbers, emails, and custom dictionaries

[ FDA recognised pharmaceutical fims (T) [ FDA recognised pharmaceutical presciiption drugs (branded) (3

[ FoA recognised pharmaceutical prescription drugs (generic) (T)

O 16010 terms )
Q1€0-9 terms ()

O 16011 tems ()

Note: For a HIPAA policy to be effective and more accurate, it is recommended to utilize
Contextual Detection Rules in conjunction with Predefined Content and Custom Content
filters. To enhance precision, users should also enable ‘Whole Word Only’ under Custom
Content.The ICD-11 dictionary focuses solely on specific terms, not insurance codes.

Note: It is advisable to set appropriate thresholds and combinations of arguments to
minimize false positives for shorter disease descriptions

6.3.4.3.

You can use the following Allowlists:

Policy Allowlists

e MIME Type

o Allowed Files
e File Location

e Network Share

e E-mail Domain
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e URL Name
e Deep Packet Inspection

Note: For detailed information on Denylists and Allowlist, refer to the Denylists and
Allowlists chapter.
Important: The Content Aware Protection Policies continue to report and/or block sensitive
data transfers from protected computers even after they are disconnected from the
company network.

Logs will be saved within the Endpoint Protector Client and will be sent to the Server once
the connection has been reestablished.

Policy Allowlists ~
MIMEType  Alowed Files  E-mail Domain Deep Packet Inspection
The MIME Types isted below wil be automatically excluded from scanning. The MIME Type Allowsts apply globally and nat per Polcy To ed Fle Types: Go to MIME Type Allwists

Graphic Files

re6 PG aF & 1o

Bp TIFe j CoRELDRAW o

s m@ow 3 COREL PHOTO-PAINT wEep.

£ ps0 Mara 3D 3 ADOBE ILLUSTRATOR

'ADOBE INDESIGN

Office Files

/0RD. & PoF
aaaaaa PUBLISHER PROECT
OFFICE2003+/PASSWORD v WORK FILES

Archive Files
w 2 ZIP/PASSWORD Gz 72/PASSWORD
AR @ ace R e
RARIPASSWORD EE J ACE/PASSWORD ASIC CONTAINER

g«

Source Code

c
c
For
sq
wm RUBY
ocamL ome use
has scaa e
ORXCTIVEC watLe VISUAL BASIC SCRIPT

Other Files
TEXT FiLES 1L/ 01D UNIDENTIFIED ORM FILES

£ B, 575, 0L JOURNAL FILES g so FASOO FILES
SGWGC accoe SGD DIcoM
s 1= PG EPP_ENCRYPTED FILES
RODE XA B0 NASCA DRM
oK L SEGY
o s 2 HUE STREANS

Media Files
[ aAMPS
\\\\\ @A my u
el j MATROSKA

6.3.5. DPI Monitored URL Categories

You can define the monitored URL categories the Deep Packet Inspection will filter. If none is
selected, Deep Packet Inspection will filter all content uploaded for any URL.

You can add, delete and edit URL Categories from the Denylists and Allowlists section.

DPI Monitored URL Categories -~

|/ DPI fitering wil be limited only to the Menftored URL Categories selected below, If none is selected, we will fiter 2l content uploaded for any URL, To add, delete and edit URL Categories: Go to URL Categories

[ categories Monitored Categories

Url CAt 1§
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6.3.6.  Policy Entities

The final step in creating a policy is selecting the entities that it will apply to from the
available ones:

e Departments

e Groups

e Computers

e Users

Note: If a Content Aware Policy was already enforced on a computer, user, group, or
department, when clicking on it, the corresponding network entities on which it was applied
will be highlighted.

You can also define a list of entities that will be excluded from the policy by selecting from
the Excluded section.

Include:
- ° ~
o @ 20 = ‘|
Departments Groups Computers Users
Default Department NRB Computer 1 User 1
[ Department 1 Computer 2 User 2
x Search x Search x Search x Search
Exclude:
" Q . ™
(I @:. O e O E.I.-'E (I ‘|
Departments Groups Computers Users
[] Default Department 1 NRB ] Computer 1 [] user 1
[ pepartment 1 ] Computer 2 [ user 2
x Search » Search x Search x Search
Save

6.3.7. Block and Remediate Policies

Block and Remediate policies are a category of Content Aware Policies. This category of
policies gives the end-user the possibility to resolve the Content Aware threats by using
justifications.
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You can create Block and Remediate Content Aware Policies from the Content Aware
Protection section, Create Content Aware Policies, Policy Action, Block and Remediate.

When detected, Content Aware threats are displayed:

e inthe Endpoint Protector notifier, the Content Aware tab
e as pop-up notifications if this option is enabled from the Settings section

To remediate the threat, the user has to follow these steps:
1. Open the Endpoint Protector notifier and go to the Content Aware Protection tab;

2. Select the file for remediation and click Self Remediate;

. Endpaint Protector Client Version 5.7.4.6 [m] X
. ENDPOINT | by CoSosys
PROTECTOR
Content Aware Protection
Search
File name Threat Application Date | Time

[ ] 3rd_png file-type Google Chr...  2022-05-16 11:11:28

® 2nd.png file-type Goaogle Chr.. 2022-05-18 11:11:21

® 1st.png file-type Goaogle Chr.. 2022-05-18 11:11:11

Ec;}\gti}g;l;e the data transfer, please Request Access from your administrator or click Self |I

3. On the Self Remediate section:
a. select a justification from the drop-down list
b. add a reason for the justification (if required)

navigate to the custom URL situated under the logo

o

add your credentials if the Require Credentials setting was enabled (click the
username icon to refresh your current username)

o

e. add the number of minutes needed to remediate the device (you can hover
over the default number to view the maximum time interval)

f. click Authorize

Note: You can manage more settings for the Self Remediate feature from System
Preferences and User Remediation sections.
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User Remediation for Content Aware Protection can remediate file transfers via web
domains.

To apply User Remediation on specific web domains, enable Deep Packet Inspection from
Global/Computers/Users/Group. This feature will then be enabled by default for Browsers
and Desktop Email applications.

For other applications, you need to manually enable Deep Packet Inspection from the

Content Aware Protection module, the Deep Packet Inspection section, on the Act
B ndpoint Protector Client Version 5.7.5.0 [u] X
B oorev oo

Device Control

Content Aware Protection

Self Remediate v

Content Threat Blocked. File i fidential information.
File Name: Web Upload
You can override this policy by selecting a justification:

I have management approval to complete this action v

Include justification reasons. (Optional)

T

Example

@ John-PC\John & Password

Override the security policy for 15 minutes.

Time interval can be set up to 30 minutes. |

ions column.

e When Deep Packet Inspection is enabled — you can apply User Remediation for files
transferred on a specific web domain.

E.g., If you upload a file on uploadsite.com and apply User Remediation, you can only
upload on uploadsite.com, not on otheruploadsite.com.

e When Deep Packet Inspection is disabled — you can only apply User Remediation for
files transferred on a specific application.

E.g., If you upload a file on Chrome and apply User Remediation, you can upload the file
on any URL from Chrome.
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&) Dashboard «B Content Aware Protection - Deep Packet Inspection
. Eaelane Deep Packet Inspection Applications ~
[© content Aware Protection )
Filters v
Dashboard
AT eI Show| 10 w |entries Excel | PDF | CSV ShowHide Columns Reload
Deep Packet Inspection
eDiscovery Name Type 4 0SType DPI Actions.
OneDrive for Business Gloud Services / File Sharing Windows Disabled =
Denylists and Allowlists
Microsaft Teams Gloud Services / File Sharing Windows Disabled i| @ EnebleDr1
[ [P — S
OneDrve Gloud Services / File Sharing Windows Disabled i
Offline Temporary Password -
Microsoft Teams Gloud Services / File Sharing Mac Disabled =
| S Microsoft Teams Cloud Senvices / File Sharing Linux Disabled i=
. Alerts OneDrive for Business Cloud Senvices / File Sharing Mac Enabled =
@ Directory Services OneDrive Cloud Services / File Sharing Mac Disabled =
& apptance Mail E-mail Mac i=
Geary E-mail Linux =
%1 system Maintenance
Tobit David E-mail Windows i=
{8} system configuration
Showing 1 to 10 of 90 entries Previous 2 3 4 s 9 Next
BB system Parameters
- [ ]

You can view the web domains used for the User Remediation in the Endpoint Protector
Client, the Content Aware Protection tab on the Web Domains column.

Endpoint Protector Client Version 2.7.0.9

ENDPOINT
PROTECTOR

Device Control Content Aware Protection Settings Troubleshooting

Q

File name Web domain Threat Application Date / Time

local group1.png fsO3u.sends... file-type Safari 2022-09-21 14:17:06
Clipboard N/A e-mail N/A 2022-09-21 14:13:53

Web Upload diptest.com file-type Safari 2022-09-21 14:12:19

Web Upload dlptest.com file-type Safari 2022-09-21 14:12:07

Request Access Self Remediate

6.3.8.  Applying multiple Content Aware Policies

Content Aware Protection is a very versatile tool, where you can perform the granular
implementation of actions regarding the report and/or block and report of files.
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A Content Aware Policy is a set of rules for reporting or blocking & reporting the selected
information. All the other options left unchecked will be considered as Ignored by Endpoint
Protector.

When applying two policies to the same PC, it is possible to block one type of file, for
example, PNG files, when they are uploaded through Mozilla Firefox, while a second policy is
to report only PNG files when they are uploaded through Internet Explorer. In the same way;, it
is possible to report only files that contain confidential words from a selected dictionary that
are sent through Skype, while the second policy is to block the same files if they are sent
through Yahoo Messenger. Similarly, it is possible to create combinations that block a file
type or a file that contains predefined content/custom content/regular expression for one
application, while letting it through reporting it only for another.

The following rules are used in the application of one or more Content Aware Policies on a
computer/user/group/department for each separately selected item (e.g., a specific file type,
predefined information, or a custom content dictionary):

Policy A with Policy B with Policy C with Priority 3 Endpoint Protector
Priority 1 Priority 2 Action
IGNORED IGNORED IGNORED Information will not be

blocked or reported.

IGNORED IGNORED REPORTED Information will be
reported.

IGNORED REPORTED REPORTED Information will be
reported.

REPORTED REPORTED REPORTED Information will be
reported.

IGNORED IGNORED BLOCKED Information will be
blocked.

IGNORED BLOCKED BLOCKED Information will be
blocked.

BLOCKED BLOCKED BLOCKED Information will be
blocked.

IGNORED REPORTED BLOCKED Information will be
reported.

IGNORED BLOCKED REPORTED Information will be
blocked.

REPORTED IGNORED BLOCKED Information will be
reported.

BLOCKED IGNORED REPORTED Information will be
blocked.
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REPORTED BLOCKED IGNORED Information will be
reported.

BLOCKED REPORTED IGNORED Information will be
blocked.

Important: The information left unchecked when creating a policy will be considered as
Ignored by Endpoint Protector and not as Allowed.

The deep packet inspection feature has been expanded to e-mail scanning based on domain
allowing.

&) Dashboard

&) oevice control

[ content aware Protection

FileType  SourceCode  Predefined Content  Custom Content  FileName  Regular Expression  HIPAA  Domain and URL

The st 1f property they PCI 0SS, GOPR and HIPAA A 100% wan positves.

O Amex ] Diners (Carte Blanche) O Diners: ] Ghia Unionpay

0 oiscover Oxe 0 Mastercara [SE0
0 Maestro v

Personal 1dentifiable Informatio
=] oswiFr Ooate OEmal
O

Address
0 consca @ 0 cotombi @ 0 Germany @ D@
0 reans @ [SERL 0] polana @ 3 united Kingdom €
0 uned states €

ssn
O Austria 0 canada O trns 0 Fronce
0 Germany 0] Greece O Hungary Qi
0 reand 1 2apan O varea 0 Lusembourg
] Wetherands 0] Polane 0 Remania 3 Pussi
O spoin 0] Sweden O Swnzenand SR
0] United Kingdom ] Uit States

®
) Abaia ] Belgium 0 bzt 0 Buigaria
Dcnie O croatia O Caoeh 0 Denmark
0] Ecuador 0] Eston 0 Finlang [0 Fronee.
O Gemany 0 Greece O eelang 3 Indonesia *
] tsnael O [ Kazakbstan O atva
0 Uthuania 0] Malaysia ] Mexico 3 Norvay
O e O Poland [ Portugal O Singapore
[0 seuth atica 0] hailang [0 Turkey. Cue
0 China Mainland O Macan O Hop Kang

Passport
[0 Austrata [ Canadin ] Finland [ Fronee.

A recommended HIPAA should be considered a Content Aware Policy that, besides the
options in the HIPAA tab, also has the below configuration:
= All the File Types recognized should be included.

= All Personal Identifiable Information should be Country Specific to the United States
(Address, Phone/Fax, and Social Security Numbers)

= Both Internet Protocol Addresses Access should be selected
= The URL and Domain Allowlists options should also be checked

HIPAA policies can be created and used on their own or in combination with regular policies,
for better control of the data inside the network. These policies are available for Windows,
Mac OS X, or Linux computers.
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Priority 1 b 4 Priority 2 » 4 Friority 3 b 4 Priority 4 b
File Type - Archive Files HIPAA - Diagnosis PCI DSS - Credit Cards Test Policy
Lexicon &PIIs
Block archive file transfers Block ICD codes, diagnosis Block credit number Test
to all destinations lexicon and personally transfers to all destingtions
identifiable information
® transfers to all destinations
on @ [ on @) on @ @ oFF ]

6.3.8.1. Example: Use Case Nr. 1

Suppose that Company X handles patient medical records that come in electronic formats
and which contain general information such as Patient Name, Address, Birthdate, Phone
number, Social Security Number, and E-Mail address. The company would like to block the
transfer of this data through all the common Windows desktop applications.

Knowing that the sensitive data comes in the format of a profile per patient, the
administrator can create a HIPAA policy like the one shown below:

&) Dashboard | it Aw; it P
@ Device Control
Policy Information -
[ content Aware Protection
Details Thresholds
05 Type: @® Windows Bl Global Threshold: @ o J
Deep P n Policy Name: Test Win et Threshalds A ™
=) eDiscovery Policy Description: Policy Srigtion File size threshold: & 0
B R
Il Denyiists and Allowists Pollcy Action: Block & Report e
Policy Type: Standard ve
. Enforced Encryption
) offine Temporary Password
= Policy Status: [ o @] Client Notifications: [ on @
aad Reports and Analysis
A Hers Policy Exit Points v
[8] Directory Services Policy Denyli N
=3 Appliance
FileType  SourceCode  Predefined Content  Custom Content  File Name  Regular Expression  HIPAA  Domain and URL
¥ System Maintenance
A HIPAA Policy should include PIIs like addresses, phone and fax numbers, emails Please i them from the: tabs.
{8} system Configuration
. System Parameters FDA recognised pharmaceutical firms. (1) FDA recognised pharmaceutical prescription drugs (branded)
FOA recognised pharmaceutical prescription drugs (generic) (1
Q) sovor
® 1CD-10 codes and diagnosis exicon (] © 1D codes and disgrosis lexicon (1)
Policy Allowlists v

This policy is set on Block & Report with a Global Threshold of 4. It scans the Controlled
Storage Device Types (which can be inspected from the System Parameters > Device Types),
the Clipboard, and the Network Share as well as all the database of applications recognized
by Endpoint Protector. This policy will ONLY block the transfer of those files which contain 4
or more of the Pll's selected inside the policy. All the files which happen to contain just 1
Address or 2 Phone Numbers or 2 E-mails will be transferred

6.3.8.2. Example: Use Case Nr. 2

Company Y has a large database of patients’ sensitive information. This information is
stored in individual office files which contain ten (10) or even more Personal Identifiable
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Information (PIl) items per patient. Other than these files, the company’s staff regularly uses
some file that contains three (3) of the same Plls per file. Company Y would like to block the
leakage of the files database from its database that contains 10 or more items yet only
report the transfer of the files containing 3 items.

You can set up a policy that will block the transfer of files containing 10 Plls by using a
Global Threshold of 10, like in the policy shown below:

Policy Information -

Details Thresholds
0 Type: @ Windows B O macos @ O tnax O Global Threshold: [ ov @]

S
-]

Policy Name: l poliey ¥ v Threat Thresholc

Policy Deseription: Folcy that blocks 10 o more Flls Fie size threshold e e

Policy Action Block & Report -

Pl Status: [ o @) Glent Noticatns: @ o=

Another HIPAA policy can be used to report the transfer of files that contain 3 items of the
same kind by using a Regular Threshold set at 3, like the below-shown example:

Policy Information ~

Details Thresholds

05 Type: ® windows B O macos & Otnx A Global Threshold: [® o ]
¥

v

w]e

File size threshold: ja e

Policy Name: Threat Threshold:

Policy Desaription;

Poiicy Acton: Report orly ~

Polcy Status: [ o @) ClintNotficatons: =

The Block & Report policy will have the priority while the Report Only policy will be the
second.

6.4. Deep Packet Inspection

The Deep Packet Inspection functionality provides a certain degree of granularity, allowing
you to fine-tune the content inspection functionality to the network specifications.

Note: Enabling Deep Packet Inspection could impact upload speed of inspected files. Use
our network extension instead of Packet Filter as a possible workaround (i.e., turn Intercept
VPN Traffic on).

Important: Newer Linux Ubuntu versions have 'snap-based applications installed by default,
affecting EPP Client functionality. This may result in missing file-related events in DPI file
resolution. The reliance on 'snap'-based applications also affects file-related web browser
activities, exacerbating this limitation. Consider non-'snap’-based applications (where
possible) as alternative configurations for optimal functionality.
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6.4.1. Deep Packet Inspection Certificate

The Deep Packet Inspection functionality uses Certificates generated from Endpoint
Protector Root Certificate Authority to intercept network traffic by Deep Packet Inspection
and for Client-Endpoint Protector Server communication.

Endpoint Protector offers the option to automatically refresh Certificates with
various scheduling alternatives. After a new Certificate is generated, it will be sent in to the
Client and replace the existing one.

To configure Deep Packet Inspection - Auto-refresh Certificate feature, please
reference the following steps:

1. Go to System Configuration, System Settings, Deep Packet Inspection -
Auto-refresh Certificate and chose Automatically option

2. Choose one of available scheduling options and Save changes.
3. New Certificate will be distributed automatically to the endpoints after it is generated.
4. Reboot of the endpoint is required to enforce a new Certificate.

a@nneEeE®

-
o
=
=)
i {]
©

6.4.2. Deep Packet Inspection Certificate on macOS

Due to the latest changes in the macOS 11.0 that affect Deep Packet Inspection, a new Root
Certificate is needed in order for the Deep Packet Inspection feature to work on the
mentioned macOS version.

Note: Deep Packet Inspection will only work on macOS 11.0 and newer if Deep Packet
Inspection Certificate is added for the Endpoint Protector Client.

This certificate can be downloaded from System Configuration, System Settings, and Deep
Packet Inspection Certificate and added manually or automatically through deployment
solutions.

To add it manually, follow these steps:

1. Go to System Configuration, System Settings, Deep Packet Inspection Certificate,
and download the CA Certificate.
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&) Dashboard = I
Device Control P Settings
Content Awore Protection Show VID, PID and Serial Number for Offine Temporary Password:
Show MAC Addeess For Offine Terporary Password: o
eDi
e Show User Domain: 8]
Denylists and Allowists WAC Address Priartys o
Enforced Encryption Vitual Daskinp Clones
™) Offline Temporary Password Virtual Desktop Clones Support: o
Reports and Analysis fo0n Fackor Inewe e
Deep Pocket Inspection Cerifcate dowriood : on
Mlerts
Download Client CA Certificate
Directory Services
Single Sign on
o Appliance
Enabie Single Sign On Login: [m]
System Maintenance
Active Directory Authentication
System Configuration
Enable Active Directory Authentication: [m]
Client Software Connection Type: @ Standard () SSL () TLS O SSUTLS
Client Software Upgrade
Domain Controller Server Name (or IP):
Client Uninstzi
Domain Controller Port:
Administrat 5 Domain Name: @
System Departments Account Suffoc: @
m Securtty user:
Password
Active Directony AGMINStrators Group: @
B system Parometers Active Directory Operations: Sync AD Administrators Test Connection
Q) swpon o ———

2. Open the Keychain Access application from your macOS and select System.

e0e® Keychain Access B @ Q search
Default Keychains All tems Passwords Secure Notes My Certificates Keys | Certificates
o login
— QA INT CoSoSys
& iCloud Corticate

Intermediate certificate authority
Expires: Friday, 17 May 2030 at 11:24:50 Eastern European Summer Time
© This certificate is marked as trusted for all users

System Keychains

(Oomen

@ System Roots Name ~ Kind Expires Keychain
B QA INT CoSoSys certificate 17 May 2030 at 11:24:50 System
B QA CA CoSoSys certificate 14 May 2040 at 11:19:17 System
2] com.apple.systemdefault certificate 24 Aug 2039 at 13:14:25 System
=] com.apple.kerberos.kdc certificate 24 Aug 2039 at 13:14:26 System
> E 18DOBF9B-7F00...8094-0F774D0QEIDA certificate 10 May 2025 at 10:00:41 System

3. Decompress the downloaded ClientCerts file.

4. Select cacert.pem file and drag and drop it on Keychain Access, System
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< ClientCerts 2 =2 » Q Keychain Access U © 2
Back/Forward View Search
ClientCerts 2 + [@Petault Keychains Allltems Passwords Secure Notes My Certificates Keys | Certificates
login
A D Modifie Siz Ki
Name ote Medllied e = 18DOBF9B-7F00-48DD-B094-0F774DO9ESDA
iCloud Certifecte 4 " .
& cacert.cer Today at17:20 1K8 o iClou Issued by: CoSoSys JSS Built-in Certificate Authority
= _' Expires: Saturday, 10 May 2025 at 10:00:41 Eastern European Summer Time
@ cacert.crt Today at 17:29 1KB  Clle tem Keychain: © This certificate is marked as trusted for all users
B cacert.pem Today at 17:29 a
¢! System
System Roots Name ~ Kind Expires
[ QAINT CoSoSys certificate 17 May 2030 at 11:24:50
[ QA CA CoSoSys certificate 14 May 2040 at 11:19:17
(5] com.apple.systemdefault certificate 24 Aug 2039 at 13:14:25
[l com.apple.kerberos.kdc certificate 24 Aug 2039 at 13:14:26
[ 192.168.15.238 certificate 4.0ct 2029 at 12:19:01
> [} 18DOBF9B-7F..94-0F774DOJEIDA certificate 10 May 2025 at 10:00:41

5. Double click the x from the newly added certificate and from the Trust section, select
Always Trust.

Keychain Access g C )

>fault Ke Allltems Passwords Secure Notes My Certificates Keys | Certificates

login
) = 192.168.15.238
iCloud et | poot certificate authority
- Expires: Thursday, 4 October 2029 at 12:19:01 Eastern European Summer Time
Keychains k © This root certificate is not trusted
System
System Roots [ ] ® 192.168.15.238 Keychain
192.168.15.238 JRatem
Root certificate authority System
Expires: Thursday, 4 October 2029 at 12:19:01 Eastern European Summer Time System
© This root certificate is not trusted System
=
System
When using this certificate:| Always Trust 2] ? 4

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust

Code Signing Always Trust

Time Stamping Always Trust

X.509 Basic Policy Always Trust

oooOOOO

Details
Subject Name
Country or Region RO
County Cluj
Organisation CoSoSys Ltd.
Organisational Unit EndPointProtector CA

6. Save the changes.

Important: Please beware, that Regenerating the Server Certificate Stack will force MacOS
users to add the new Certificate into the Keychain (on Windows it will be updated
automatically).
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6.4.3. Deep Packet Inspection Ports & Settings

From this section, you can correlate the monitored applications with the ports used in each
network, manage settings and add allowed domains for the Gmail provider.

By default, the Deep Packet Inspection functionality comes with a list of predefined ports
(80, 443, 8080, etc.). You can add ports from this section, if custom ports are used in a
specific network, particularly by one of the monitored applications defined as an Exit Point
within a Content Aware Protection Policy.

Deep Packet Inspection Ports & Settings ~
Predefined Ports Custom Ports

Fart: 80 Traffic Type: HTTP v Enable Custom Ports: m:)

Part: 443 Traffic Type: HTTPS ~ Port: Traffic Type: HTTP ~ “

Port: 8080 Traffic Type: Proxy hd

Part: 587 Traffic Type: HTTP ~

Part: 485 Traffic Type: SMTP v

Port: 25 Traffic Type: SMTE ~

In this section you can also manage the following settings:

e Text Inspection - enable this setting to monitor confidential content typed in Teams,
Skype, Slack, Mattermost or Google Spreadsheet, Facebook Post, Facebook
Comment, and Instagram Comment online applications.

Note: For comprehensive visibility while using ‘Teams over web’ in a MS Edge browser, make
sure to enable ‘Edge’ under ‘Policy Exits Points -> Applications -> Web Browser’ in the CAP

policy.
Important: In blocking mode, Instant Messaging events related to platforms such as Slack
and Google Chat might be generated multiple times. This behavior is attributed to the tools'

inherent retry mechanisms when a message is blocked. Endpoint Protector is designed to
block all such retry attempts for enhanced security.

e Detailed Slack Reporting — to access this setting, ensure Text Inspection is enabled
and use Reporting V2 from System Configuration -> System Settings. Once enabled,
you can view Destination Details for Slack on the Content Aware Report page in the
Reports and Analysis section.

Note: This setting requires an active Internet connection for the Endpoint Protector Client.

e Block unsupported protocols in New Outlook — Enable this setting to block the send
email functionality in the New Outlook without interacting with the Outlook legacy
functionality.

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



98 | Endpoint Protector 5.9.3.0 User Manual

e Monitor webmail - Enable this setting to scan the subject and body for Gmail,
Outlook and Yahoo on the browser. Attachments will be monitored regardless of this
setting.

Important: When using Yahoo, the email recipients whitelist for attachments will work only if
the attachment is uploaded after the recipients are added. If the recipients are modified after
the attachment has been added, the file will not be scanned again and validated against the
new recipients list. Inconsistent behavior may be experienced on Linux machines.

You can also use the Monitor webmail feature to detect source code for web
browsers emails in subject and body. For email applications, source code can be
detected in subject, and for the body, source code cannot be enabled for detection
without breaking other functionality.

Note: Always use Monitor webmail with Extended Source Code Detection setting enabled.

e Allowed domains for Google Business accounts - You can use this setting to allow
the users to access specific Google domains for professional usage when Deep
Packet Inspection is enabled.

To specify the allowed business accounts, type an entry on the Add allowed
Business accounts and then click +

The new entry will be displayed on the Allowed Business accounts list, from where
you can delete by clicking x.

Important: Endpoint Protector will block access to all Google domains (business and
private) used for Gmail, Google Drive, Google Docs, etc. that are not listed here. If the list
remains empty, no Google domain will be blocked.

Allowed domains for Google Business accounts
Allowed Business accounts
Add allowed e.g.: endpointprotector.cc + 6 All Google Domains are allowec
Business accounts:
Save
6.4.3.1. Monitor Webmail Json format parser usage

To use this setting, you need to be familiarized with JSON concepts and structures.

Go over the following Syntax examples considering the values used are the default values
from the Endpoint Protector Server Ul:
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e You can specify multiple paths, separated by a comma “," inside the curly brackets.
The paths will then be parsed and used, in the specified order, one by one, until the
information is successfully extracted

e [] takes all entries from the array and parses the result, and can be used with both of
the following examples

1. Subject extraction example for Yahoo:
subject={requests[:].payloadParts|[:]. payload.message.headers.subject}
e Uses named key-value pairs and arrays ([])

[:]1 Example: If the array located at the requests key has 3 elements, the path will be
expanded for each element:

e requests[0].payloadParts[:].payload.message.headers.subject

e requests[1].payloadParts[:].payload.message.headers.subject

e requests[2].payloadParts[:].payload.message.headers.subject
The process is then repeated for the payloadParts array,

0. Subject extraction example for Gmail:
subject={[1][0][0][1][1][13][0][7]}

e Uses only nested arrays

e The subject here is located at a specific path inside nested arrays without having to
go through all elements of a specific array and use []

Settings

Text Inspection: m Peer Certificate Validation: m e
Detailed Slack Reporting: m 6

DPI Bypass Traffic: m ﬁ Block unsupported protocoels in New Qutlook: @
Monitor webmail: m 3

Select Parser: Gmail

JSON format: f\Ol_ﬂi{ﬁIZZD][C][J]ZIZZBZZ'J]['_][I]P[I][E']ZE'ZZ'_][1][2]I'ZZ4ZZ'II]
iélri}f‘{][ﬂ]I'::l][I][IE]['D][Z]:=]:l:;:1]I‘::'3][11[1112::‘11[4][0]
E.E]E{]ZleZ'J][G][l]Z1::13:Z‘J]Z3J[=][1]»[11['3][5']21:1][2][0] [4]00]
I[J:E]El]{j:1:I‘::'3][l][l]:13]I'::4][!::L],:1][‘3][0]:1::1]:2]['3][4]
[oIr:ran:

Important: It is advised, that due to recent changes applied by cloud providers, to not apply
any changes in the JSON parser, unless Monitor Webmail is not working

6.4.3.2. Note on Peer Certificate Validation Usage

o If Deep Packet Inspection is ON and Peer Certificate Validation is enabled then you
cannot access unsecured websites and a certificate warning message is displayed.

o If Deep Packet Inspection is ON and Peer Certificate Validation is disabled then you can
access unsecured websites and no certificate warning messages are displayed.
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Example: Your organization uses an SSL inspection proxy or gateway. The certificates
injected by the proxy or gateway cannot be validated on the endpoint because they are either
invalid or the issuer CA certificate is not installed in the "Trusted Root Certification
Authorities" in the computer certificate store.

To allow Deep Packet Inspection to work in this case you must skip peer certificates
validation. Endpoint Protector Client assumes that in this case the peer certificate validation
is performed by the proxy or gateway so that security is not compromised.

6.4.4. Deep Packet Inspection Applications

From this section, you can enable or disable the Deep Packet Inspection functionality for
each application that is subject to this functionality.

Note: Only the applications that support Deep Packet Inspection are available in the list
below.

&) Dashboard | ontent Awa tection - T
Deep Packet Inspection Applications -~
Filters

=% eDiscovery

I Denyiists and Allowlists

Show 10w entries Excel | POF | CSV ‘Show/Hide Columns Reload

Name Type + 05 Type DPT

:

OneDrive (Skydeive) Cloud Servicos / File Sharing Mac Disabled

OneDriva for Business Cloud Services / File Sharing Windows Disabled

¥
:
g

Microsof Toams. Cloud Services / File Sharing Windows Disabled

oo

[&] Directory Services
OneDrive (Skydrive) Cloud Services | Fle Sharing Windows Disabled

b=l oplonce Mirosoft Toams Cloud Services / File Sharing Mac Disabled
¥ System Maintenance Microsoft Teams. Cloud Sarvices  Filo Sharing Uinux Disabiod
OneDrve for Business Gloud Services  Fio Sharing Mac

Outiock (Attachments) E-mail Windows

Weoueomeomeom peene g

Soahdonkey Mail E-mail Windows

oM Cliont E-mail Windows

Showing 1 to 10 of 89 entries mem’s- 2 31 4 5 9 Nedt

Important: The Deep Packet Inspection functionality needs to be first enabled from Device
Control, Settings (Global, Groups, Computers, etc.).

Note: For detailed information on, refer to the Global Settings chapter.

6.4.5. Certificate status matrix

The following table lists when Endpoint Protector Server reports specific states:

N/A N/A N/A

macOS N/A 0 N/A
N/A 1 N/A
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Linux

Windows

Note: Linux has dedicated certificate stores.

Note: On Windows, if the certificate is added, it is automatically trusted.
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/. eDiscovery

This module allows you to create policies that inspect data residing on protected Windows,
Macs, and Linux computers. The company’s data protection strategy can be enforced and
risks posed by accidental or intentional data leaks can be managed. You can mitigate
problems posed by data at rest by discovering sensitive data, such as:

e Personal Identifiable Information (PII): social security numbers (SSN), driving license
numbers, E-mail addresses, passport numbers, phone numbers, addresses, dates,
etc.

e Financial and credit card information: credit card numbers for Visa, MasterCard,
American Express, JCB, Discover Card, Diners Club, bank account numbers, etc.

e Confidential files: sales and marketing reports, technical documents, accounting
documents, customer databases, etc.

7.1. eDiscovery Activation

eDiscovery comes as the third level of data protection available in Endpoint Protector. The
module is displayed but requires a simple activation by pressing the Enable button. If not
previously provided, the contact details of the Main Administrator will be required.

Note: Any details provided will only be used to ensure the Live Update Server is configured
correctly and that the eDiscovery module was enabled successfully.

Important. The eDiscovery module is separate from Device Control or Content Aware
Protection modules, and requires separate licensing.
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Reports and Analysis
Alerts
Directory Services
b=a Appliance
%1 system Maintenance
figuration

em Parameters

Activate eDiscovery

For Windows, Endpaint Protector Clent version 4.6.4.8 or higher s required.

Endpoint Protector eDiscovery
Inspect content and manage files containing sensitive information stored on computers. Eneryp, Quarantine, User Remediation and more.

For macOs, Endpoint Protector Client version 1.5.2.3 or higher is required.

In order to receive the atest features, fixes and addtional information needed, the Endpoint Protector Server will communicate
Altenatively, i you do not want to allow the Endpoint Protector Server to have ful access to the internet, whitelst the endpointp

Any details provided will only be used to ensure the Live

HTTPS connection
rotector.com domain and ensure ports 80 and 443 are apen for outgoing traffic.
Madule was enabled successfully.

Live Update Server Information

(B roicomr

Company:

<

IL‘ Admin

4

tor
E-mail: = | test@eososys.com

LY

Phone: S| 41234567890

7.2. Dashboard

This section offers a quick overview in the form of graphics and charts related to the

eDiscovery module.

&) Dashboard =

18} Device Control

[£)| content Aware Protection Top Policies
“®  eDiscovery 1200
1000
n Results \ctions Boo
600
|Bml Denyiists and Allowiists
400
Enforced Encryptio
[ P— -
[®) offiine Temporary Password o
2021-02:21 20210222 20210223 20210224
aad Reports and Analysis
Testmacos @ Test Windows (@) Test Windows 2
4N nerts
[&) Directory Services
Most Active Computers Top Content Detected
=3 Appliance
12K 14K
System Maintenance
T s 1000 12K
{8} system Configuration 00 1000
800
B system Paremeters 600
600
@ Support 00 400
200 200
0 0
QA MacBosk.. LaRsAL PG

7.3. eDiscovery Policies and Scans

e

2021-02-25

il

il

2021-02-26

ereditcar..

2021-02-21 2021-02-26

Covered Endpoints

Total number of computers in the system: 54

\

@ Endpoints without Policies @) Endpoints with Policies

Reported vs Encrypted/Deleted

2K

0 .

QA MacBook... LARISAL

@ FieReported @ Fie Encrypted @ File Deleted

eDiscovery Policies are sets of rules for sensitive content detection for data stored on

protected computers.

An eDiscovery Policy is made up of five main elements:

e OS Type: the OS it applies to (Windows, Mac, or Linux)

e Thresholds: the number of acceptable violations
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e Policy Denylists: the content to be detected
e Policy Allowlists: the content that can be ignored

e Entities: the departments, groups, or computers it applies to
Note: Once the eDiscovery Policies are created, select the type of eDiscovery Scan.

eDiscovery Scans are sets of rules for Policies, defining when to start the data discovery.
There are several types of scans:

e Clean scan: stars a new discovery (from scratch)

¢ Incremental scan: continues the discovery (skipping the previously scanned files)

eDiscovery Automatic Scanning is also available, allowing you to set an Incremental Scan

e Onetime — a scan will run once, at the specific date and time
e Weekly — a scan will run every 7 days, from the set date and time

e Monthly — a scan will run every 30 days, from the set date and time
eDiscovery - Automatic Scanning

Only one automatic scanning can be scheduled per endpoint and it will start an Incremental Scan at the set date and
time below.

Run: Start date:
(®) One time ] 017-07-19 15:43:22
() Weekly (every 7 days)

() Monthly (every 30 days)

An eDiscovery Scan can be stopped at any time as results can also be automatically cleared.

This can be done by using:
e Stop scan: stops the scan (but does not affect the logs)
e Stop scan and clear scan: stops the scan and clears the logs

Note: Use Global Stop and Clear in situations where all the eDiscovery Scans need to be
stopped and all the Logs cleared.

7.3.1.  Creating an eDiscovery Policy and Scan

You can easily create and manage eDiscovery Policies and Scans from the eDiscovery,
Policies and Scans section.
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&) Dashboard B -
{8} Device Control
eDiscovery Policies ~
[©) content Avare Protection
% eDiscovery
bz eDiscovery Scans -

Policies and Scans
Scan Results and Actions
Filters v

) Denyists and Alowists 00 seect i entrs

. Enforced Encryption
Show | 10 w entries

8 offiine Temporary Password

Excel | PDF | CSV | | Show/Hide Columns Reload

() Computer . Policy os Scanning Type Scanning Action Scanning Status Started at Found Objects Automatic Scanning Actions
aad Reports and Analysis

O Nerts

[@) Directory Services

—p o Sorneg S e

%1 System Maintenance

No matching records found

Showing 0 to 0 of 0 entries Previous Next

{3} system Configuration

B System Parameters

©) support

To create a new policy click Create Custom Policy and to edit an available policy, double-click
it. You need to select a policy to edit, duplicate or delete a policy.

Priority 1 # 4 Priority 2 p 4 Priority 3
Tony MAC tony PC
= [ L
Me policy description Mo policy description Mo palicy description
®

When creating a new policy, select the following:

e Policy Information (OS Type, Policy name, description, action, and type)
e Policy Exit points

e Policy Denylists, Policy Allowlists

e Policy Entities (Departments, Groups, and Computers)

You can use the following thresholds:

e Limit Reporting eD
e Threat Threshold value
e File Size Threshold
You can find more details about Thresholds directly in the Endpoint Protector User Interface.

For detailed information on Denylists and Allowlist, refer to the Denylists and Allowlists
chapter.

After the eDiscovery Policy has been created, Scanning Actions can be assigned. These
include Start clean scan, Start incremental scan, Stop scan, and Clear logs.
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Note: Exactly like Content Aware Protection Policies, the eDiscovery Policies and Scans
continue to detect sensitive data stored on protected computers even after they are
disconnected from the company network. Logs will be saved within the Endpoint Protector
Client and will be sent to the Server once the connection has been reestablished.

7.4. eDiscovery Scan Result and Actions

After an eDiscovery Scan starts, you can inspect the items found and apply actions to
remediate (e.g., delete on target, encrypt on target, decrypt on target, etc.). All results are
displayed in the eDiscovery, Scan Results, and Actions section.

&) Dashboard =

{8} Device Control
Actions apply per discovered file and not per matched item. Entries associated to the discovered file(s) will also be changed.

B content Avare Prsection

eDiscovery scan results -
“®  eDiscovery

Filters v

[ select all entries:

) Denyiists and Alowists show| 10 v |entris Eucel | pOF | Csv | | Showide Coumns | | Reload

[ ee—

()  Computer Policy. Matched type Matched item Path Discovered at , Servertime Current State Last Action Action Status Actions
U Offline Temporary Password No matching records found
aad Reports and Analysis Showing 0 to 0 of 0 entries Previous  Next
LN Aerts

ok

%4 System Maintenance
{3} system Configuration
B system Parameters

@) support

You can also access the Scan Results and Actions section directly from eDiscovery >
Policies and Scans by selecting a computer from the eDiscovery Scans list and choosing the
Inspect found items action. This will automatically filter the Scan Results list and display the
items only for that specific computer.

eDiscovery Scans -
Filters v
Show| 19 v entries Search. Bwcel | PDF | CSV || Columnvisibilty =~ Reload
[ Computer v Policy 05 Type Scanning Type Scanning Action ‘Scanning Status Started at Found Objects Action:
() TestsMac mini TONY mac © macos Manual Incremental scan T T 2017-02-2108:46:57 250¢ =
¢, start dean scan
[  Marius’s MacBook Pro marius-mac © macos Manual Clean scan 2017-02-27 095303 =
- @ Startincremental scan
[  MARWUS-PC marius ©) | Windows Manual Clean scan T 2017-02-24 18:45:16 4 O stopsaan =
o cmsme Crist Threshoi mai mare © | Wdous Manual Clean'scan TN 20170225 103709 19 @ stopscan and dearlogs [

Inspect found items
Shoving 1to 4 of 4 entries Q s

7
i

7.4.1.  Viewing Scan Results and taking Actions

From this section, you can manage the scan results. A list of all the computers that were
scanned can be viewed and actions such as deleting, encrypting or decrypting files can be
taken.
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Dashboard

Device Control

Actions apply per discovered file and not per 2 (s) will
Content Aware Protection
eDiscovery scan results -
eDiscovery
Filters
Computer: Computer Policy: Policy
Denylists and Allowlists Matched type Matched type Matched em: Motched fem
Enforced Encryption Path: Puth Discovered at: Discovered at
Current State: v Last Action: v
¥ Offiine Temporary P: . A Ay
Status: Any v

Reports and Analysis

Alerts

Directory Services Show 10 w entries Excel POF oV Showy/Hide Columns Reload
Appliance
[) Computer  Policy Matched  Matched  Path Discovered _ Server Current Last Action Actions
type item at ¥ time State Action Status
System Maintenance
OX MazBock i Thel WPEG agaipey fles/_CAP._PIl JPEGIPG Gl Ll N R . =
Pro macO§ 13:23:38 13:23:54 @ ENcrypt on target
System Configuration B
OQAMacBook  Tost . . 20210226 2021-0226 Decrypt on target  §
o g JeEa imagofipog _fls/_CAP_PIl_ (DSC_1028.0PG] e i, Repoted H
System Param &) Oelete on target
QAMacBook  Tost X 2021-02-26 2021-02-26 =
O lme macog | PG ImageiPeD | iy waymagE-ssRIA D 132254 13:23.09 Ruroded na o -
Support
OAMacBook  Tost ¥ 3 20210226 20210226 1=
P macos PG 1magelPed - bos-fowsr-stock ipg 1322:54 13:23.09 Paporied h s bad
QAMacBook  Test . 20210225 20210226 1=
Pro macOS JPEG image/ipeg Msersiqa/Deskiopfest_filesAily_valley__47205.1502820677.1280.1280.pg 132254 13:23:00 Reported na nia =
OAMacBook  Tst 20210206 20210226
A ’
[m] Pro macOs JPEG image/ipeg Users/qa/Deskloples! flesfest! jpeg 1322:82 13:23.08 Reported na va

You can apply an action to each item individually or, can select multiple items and apply the
action simultaneously by using the Choose action button.
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8. Denylists and Allowlists

From this section, you can create Denylists and Allowlists that can be used in both the
Content Aware Protection and eDiscovery modules. Once defined, these lists can be enabled
for a specific policy.

Denylists and Allowlists Availability

Platform Modules

Content
Windows macOS Linux Aware eDiscovery
Protection

Custom Content
File Name
File Location

Denylists Scan Location
Regex
Domain and URL
E-mail Domain
MIME Type
Allowed Files
File Location
Network Share

Allowlists E-mail Domain

URL Name only on Internet
Explorer

Deep Packet
Inspection

URL Categories
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8.1. Denylists

8.1.1. Custom

3.0 User Manual

Content

Custom Content denylists are custom-defined lists of terms and expressions detected as
sensitive content by Endpoint Protector, available for both Content Aware Protection and
eDiscovery modules.

O Dashboard

m Device Control

@ Content Aware Protection
_.’ eDiscovery

@ Denyiists and Allowlists

Denylists
Allowlists
URL Categories

. Enforced Encryption
‘ﬁ Offline Temporary Password
-4 Reports and Analysis

Alerts
Directory Services
Appliance
System Maintenance
System Configuration

System Parameters

@ Support

Denylists

Custom Content

Shaw| 10 & entries

Hame Description

Test 1
Testz
Test3
Test4
Test5
Testd
TestT
Testd
Testa

Test 10

File Name

File Location

Shawing 1 to 10 of 15 entries 1 rowr selectzd

Scan Location

Created by

user 1

user 2

user 3

user4

userd

user 7

user 8

user 8

user 10

Regex Domain and URL

Created at

2022-04-18 12:30:08
2022-04-18 13:23:52
2022-04-18 13:27:38
2022-04-18 13:27:12
2023-04-12 13:26:30
2022-04-18 11:22:34
2022-04-18 10:38:07
2023-04-18 10:20:20
2022-04-15 16:45:04

2022-04-12 16:48:18

~
E-mail Domain

Modified by Modified at v | Actions
user1 2022-04-18 12:30:44 i=
user2 2022-D4-18 12:32:53 =
user 3 2022.04-18 13:27:30 i=
user 4 2022.04-18 12:27:14 =

er5 2022-04-18 13:26:30 i=
user& 2022-04-15 11:33:34 =
user 7 2022-04-15 10:38:52 =
user 8 2022-04-18 10:30:20 i=
user® 2022-04-15 16:45:04 =
user 10 2022-D4-13 16:42:18 =

Previous - 2| Mt
Back

From this section, you can view and add e-mail custom content denylists and from the
Actions column, you can edit, delete or export an existing denylist.

To create a new denylist, under the list of available denylists, click Add, provide a name and
description and then type or paste items at least three characters separated by a new line,
comma, or semicolon. You can import content using the sample file provided on the form
and then select the option based on the number of uploaded items.

Note: Dictionaries of under 100 items can be edited, while larger dictionaries have to be

uploaded again.

Once the denylist is created, it will be displayed on the Custom Content list and will be

available when creating or editing a Content Aware Protection or eDiscovery policy.
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MName:
Description: Description
Content Options: (_) Type or Paste content @ Import content

Download sample file: Custorn_Content_Denylist_sample.xls

Impart Custorn Content Dictionany: Choose Fle...

Custom Content Opticns: (@) Less than 100 (") Bebtwesn 100 and 50,000

|| Dictionaries with under 100 items can be editad. Larger dictionaries must be re-uploadad.

Save Cancel

8.1.2. File Name

File Name Denylists are custom-defined lists of file names detected by Endpoint Protector,
available for both Content Aware Protection and eDiscovery modules.

From this section, you can view and add filename denylists and from the Actions column,
you can edit, delete or export an existing denylist.

To create a new denylist, under the list of available denylists, click Add, provide a name and
description and then type or paste the file names separated by a new line, comma, or
semicolon. You can import content using the sample file provided on the form.

You can define the content by adding the filename and extension, or just the extension.
Examples: Matching and Non-Matching for File Names like “example.pdf”:
e Matching: example.pdf, my_example.pdf

e Non-Matching: example.txt, myexample.txt, test.pdf, example.pdf.txt,
test_example.pdf_test.zip

Examples: Matching and Non-Matching for File Extensions like “.epp”:
e Matching: test.epp, mail.epp, 123.epp
e Non-Matching: 123.epp.zip, mail.epp.txt

Once the denylist is created, it will be displayed on the File Name list and will be available
when creating or editing a Content Aware Protection or eDiscovery policy.

Important: For Content Aware Protection, the File Name Denylists work only for Block &
Report type Policies. The Case Sensitive and Whole Words Only features do not apply.
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Mame:
Description:

Content Options:

Download sample file:

Import Custom File Mame:

8.1.3.

Name
Description

(") Type or Paste content

File_Mame_Denylist_sample.xls

File Location

@ Import content

Cancel

File Location Denylists are custom-defined lists of locations identified by Endpoint Protector.
File transfers within this location are automatically blocked, regardless of the content

inspection rules or permissions defined in various Policies.

File Location Denylists are available for both Content Aware Protection and eDiscovery

modules.

Dashboard

Device Control

Content Aware Protection
eDiscovery

Denylists and Allowlists

Denylists
Allowlists
URL Categories

. Enforced Encryption

8 offine Temporary Password

Reports and Analysis
Alerts

Directory Services
Appliance

System Maintenance
System Configuration

System Parameters

@ Support

Denylists
Custom Content File Name File Location Scan Location Regex
Inelude subfolders for Fils Loestion Denylite: (I
Show| 10 v entries
Hame Description Ttems Created by Created at

Test1 user 1

Testz user 2

Shawing 1 to 2 of 2 entries

Domain and URL

20220328 13:43:55

20220328 13:43:34

E-mail Domain

Modified by Modified at +  Action
user 1 2022-02-28 13:43:65 =
user 2 2022-02-28 13:43:24 i=
o [l
Back

Enabling the option to Include subfolders for File Location Denylists will affect all other File
Location Denylists and Allowlists throughout the system. By default, the File Location
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Denylists apply to all files located in the specific folder but also to any other files located in
containing subfolders.

Note: In addition to defining the File Location Denylist, the browser or application used to
transfer files also needs to be selected from within the Content Aware Protection Policy.

From this section, you can view and add file location denylists and from the Actions column,
you can edit, delete or export an existing denylist.

To create a new denylist, under the list of available denylists, click Add, provide a name and
description, add the items separated by a new line, comma, or semicolon and then select the
groups and computers.

Important: File Location Denylist will not apply to groups of users, only to groups of
computers. File Location Denylist will only apply for the selected computer groups after 15
minutes.

o
MName: ame L]
" o o =

Description: Descripticn Groups Computers
Content: e.g.: D:\Example\Default_File_Location [i] Ot [ Computer 1
ez [ Computer 2
ez [ computer 3
[ 4 [ computer 4
Oaes [ computer &
Oee [ computer &
[ computer 7
ol — - A

[ sme ] % | sore a [ a

You can use wildcard patterns in the File Location Denylists to specify wildcard matching. To
match a desktop folder on Windows, use the pattern "?:\Users\*\Desktop\".

Wildcards | File Location | Results matched Results not matched
Type

Implicit C:\temp C:\temp\test\file2.txt

C:\temp\file.txt
C:\temp1\file.txt

C:\Windows\file.txt
C:\tempfile.txt
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C:\Windows\regedit.exe C:\Windows.old\regedit.exe

- NAp .
SR EabliTeens C:\Windows\system32\notepad.exe ~ C:\Windows.old\system32\notepad.exe

8.1.4. Scan Location

Scan Location Denylists are custom-defined lists of locations identified by the eDiscovery
module. Data at rest within this location are automatically inspected for content, depending

on the rules defined in various Policies.

O Dashboard

{§]| Device Contral

Denylists ~
@ Content Aware Protection
Custom Content File Name File Location Scan Location Regex Domain and URL E-mail Domain
g eDiscovery
) ) '/ This feature is only available for eDiscovery. If defined, the eDiscovery Scan will be performed only in specific locations, and not the entire computer.
[ Denyiists and Allowlists
Denylists
Allowlists Show 10 v | entries
URL Categories
. Err B Hame Description ITtems Created by Created at Modified by Modified at + Actions
Test i “Cillsers\Deskiop!* | root 2022-04-27 14:0523 | roat 2022-04-27 14:05:23 i=
G Offline Temporary Password
. Showing 1 to 1 of 1 entries Previous Next
aad Reports and Analysis
A s .

@ Directory Services
E Appliance

f‘ System Maintenance
@ System Configuration

- System Parameters

@ Support

From this section, you can view and add scan location denylists and from the Actions
column, you can edit or delete an existing denylist.

To create a new denylist, under the list of available denylists, click Add, provide a name and
description, add the scan locations separated by a new line, comma, or semicolon or select
from the Predefined Scan Locations and then Add to Content.

When defining a Scan Location, use these special characters to define the path:
* - to replace any word
? - to replace any character
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.

Name: flame Predefined Scan Locations

Description: Description
[ Windows Desktop {*C:\Users\*\Desktop\*)

Contant: e.g.: D:\Example\Scan_Location [i ] [ windows Downloads {*C:\Users|*\Downloads\*)
[ Windows Documents {*Cr\Users\*|My Documents|*)
[] Mac Desktop (*/Users/*/Desktop/*)
[ Mac Downloads {*/Users/*/Dawnloads/=)
[] Mac Documents (*/Users//Documents/*)

8.1.5. Regex

Regular Expressions are sequences of characters that form a search pattern, mainly for use
in pattern matching with strings.

You can create a regular expression to find a certain recurrence in the data that is transferred
across the protected network. Regex Denylists are available for both the Content Aware
Protection and eDiscovery modules.

Important: If possible, avoid using Regular Expressions, as their complexity typically
increases the resources usage. Using a large number of regular expressions as filtering
criteria typically increases CPU usage. Also, improper regular expressions or improper use
can have negative implications.

From this section, you can view and add regex expressions and from the Actions column,
you can edit or delete an existing denylist.

To create a new denylist, under the list of available denylists, click Add, provide a name and
description and then add the regex expression.

O Dashboard

Device Control

Denylists -~
Content Aware Protection
Custom Content File Name File Location Scan Location Regex Domain and URL E-mail Domain
eDiscovery
Denylists and Allowlists WARNING
Whenever possible, avoid using Regular Expressions, 2= their complexity typically increases the resources usage.
Denylists Using 3 large numbsr of ragular sxprassions s fitering criteria typically increases CPU usage. Alsc, impropsr regulsr expressions or improper use can have negative implications,

Allowlists This feature is provided "as is” and requires advanced knowledge of the Regular Expression syntax.
URL Categories The regular expressions feature is provided with no direct support and itis the ity of the admin to learn and i eqular and to thoroughly test.

. Enforced Encryption

(8 offiine Temporary Password

Shaw| 10 + | entries

Name Description Expressions Created Created Modified Modified Actions
Reports and Analysis by at by at

Default Regular Expression To Verify An E-mail [08a2AZ+ H@I00szAZ+ IMa2AZ] i =
Alerts Expression Addrass 24 =
Directory Services Showing 1 to 1 of 1 entries Previous - Next

System Maintenance
System Configuration

System Parameters

@ Support
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You can test a regular expression for accuracy using the right-side option. Add the content
and then click Test. If the Regular Expression has no errors, then the same content should
appear into the Matched content box, as shown below:

To match an E-mail: [-0-9a-zA-Z +_]+@[-0-9a-zA-Z.+_]+\.[a-zA-Z]{2,4}
To match an IP: (25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)(\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)){3}

Note: This feature is provided “as is” and requires advanced knowledge of the Regular
Expression syntax. No direct support is offered and it is the responsibility of the customers

to learn and implement regular expressions and to thoroughly test.

Name:
Description:

Expression:

8.1.6.

Name

Description

Save

Domain and URL

Domain and URL Denylists are custom-defined lists of web addresses identified by Endpoint

Cancel

Enter test
content:

Matchad
content:

Protector. Access to domains and URLs from these lists will be denied.

Note: Domain and URL Denylists are available only for the Content Aware Protection module.

Dashboard

Device Control

Content Aware Protection

eDiscovery

Denylists and Allowlists

Denylists
Allowlists
URL Categories

. Enforced Encryption

¥ offiine Temporary Password

o Reports and Analysis
Alerts
Directory Services
Appliance
System Maintenance
System Configuration

System Parameters

@ Support

From this section, you can view and add domain and URL denylists and from the Actions

Denylists

Custom Content File Name

File Location

Scan Location

Regex

Domain and URL

./ This feature is anly available for Cantent Aware Protection. Access to the Domains and URLs listed below will be denisd.

Show | 10 s  entries

Tast1

Testz

Shawing 1 to 2 of 2 entries

Description

Items

Created by

user 1

user

2

Created at

2022-04-11 11:36:48

2022-03-28 13:47:42

column, you can edit, delete or export an existing denylist.

E-mail Domain

Modified by
user 1

user2

Modified at
2022-04-11 11:44:58 =

2022-03-28 13:47:42 i=
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To create a new denylist, under the list of available denylists, click Add, provide a name and
description and then type or paste items separated by a new line, comma, or semicolon. You
can import content using the sample file provided on the form.

You can create or import up to 100 lists of dictionaries, each dictionary comprising up to
50000 web domains.

Note: Dictionaries comprising up to 100 web domains can be edited, but for more extensive
dictionaries, you will need to import them again.

You can define the content by adding the file name, file name and extension, or just the
extension - pdf, testlexample.pdf. example.endpointprotector.com, *example.com,
*example*example, https://website.com

Once the denylist is created, it will be displayed on the Domain and URL list and will be
available when creating or editing a Content Aware Protection policy.

MName: Mame
Description: Description

Content Options: Q Type or Paste contznt @ Import content

Download sample file: Domain_and_URL_Denylist_sample.xls

Import Customn Net DLP Domain: Choose Fle...

Save Cancel

8.1.7. E-mail Domain

E-mail Domain Denylists are custom-defined e-mail addresses and domains applicable to
groups and computers that block the user from sending emails.

Important: This feature blocks the user from sending emails regardless of content and type.
As the denylist applies to the computer, not the policy, it blocks emails sent from the
applications you select that have Report Only or Block and Remediate policies with no
remediation possible.

Note: This feature is only available for Content Aware Protection when Deep Packet
Inspection is enabled and only impacts applications that retrieve the email recipients and are
selected on Content Aware Protection Policy.
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Dashboard

Device Control

Content Aware Protection

»  eDiscovery

Denylists and Allowlists

Denylists

Allowlists

URL Categories

. Enforced Encryption

.) Offline Temporary Password

Reports and Analysis

Alerts

Denylists

Custom Content File Name File Location

Shaw 10 w | entries

Hame Description Ttems

Test 1

Tast2 100

Showing 1 to 2 of 2 entries

Scan Location Regex

Created by

user 1

user2

Domain and URL

Created at

2022.03-20 11:08:12

2022-03-23 14:59:22

E-mail Domain

Modified by Modified at v Actions

user 1 2022-03-28 11:08:12 i=

user2 2022-03-23 14:50:23 =
Back

Directory Services
Appliance

System Maintenance
System Configuration

System Parameters

@ Support

From this section, you can view and add e-mail domain denylists and from the Actions
column, you can edit, delete or export an existing e-mail domain denylist.

To create a new denylist, under the list of available denylists, click Add, provide a name and
description, add the items separated by a new line, comma, or semicolon and then select the
groups and computers. You can import content using the sample file provided on the form.

T Back
MName: 2
. ) o =]
Description: Groups Computers
Centent Options: @ Type or Paste content () Import cantent Ost computer 1
Content: £.0.; support@cososys.com, o Oe2 [ computer 2
endpaintprotecton.com, etc Oes [ computer 3
[ Group test
[ Growp ¢
X | Search Q ® | Search Q

This section introduces the documentation related to CLI (Command Line Interface)
commands denylists usage. CLI commands denylists empower customers with greater
control over application start events and offer the capability to scrutinize command line
arguments used to launch specific applications. This functionality enhances the precision of
CAP (Content Aware Protection) policies, enabling users to gain visibility and control over the

usage of particular applications.

Example: Consider the scenario of controlling the startup mode of an application, as

illustrated by the example below for Google Chrome:
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With CLI commands denylists, you can define criteria for command line arguments that
match specific application behaviors. This allows you to create CAP policies tailored to your
organization's needs, ensuring that the launch and behavior of applications align with your

security and compliance requirements.

Important: certain native command line utilities such as 'Is’, 'md’, ‘cd’, which are embedded
in the Operating System Core, may not be captured by CAP visibility. These commands are
integral to the functioning of the operating system and are typically excluded from CAP

policies, and are not an egress channel.
To define CLI command denylist policies, follow these steps:
1. Navigate to Denylists -> Application tab in the Endpoint Protector Console.

2. Define your criteria based on the command line arguments used by the

applications you want to control.

3. Incorporate these criteria into your CAP policies as arguments to ensure precise

control and monitoring of application usage.

Follow these steps and leverage CLI commands denylists to enhance your organization's
security posture and ensure that applications are used in compliance with your policies and
regulations.

Denylists ~

Custom Content  File Name  File Location ~ Scan Location ~ Regex  Domain and URL E-mail Domain Applications

“This feature is only available for Content Aware Protection.

Show 10 v |entries

Name Description Ttems. Created by Created at Modified by Modified at v Actions

No cata available in table

Showing 0 to 0 of 0 entries Previous Next

“This feature allows to use wikdcard asterisks. Use them in explicit way for extended visibilty.

Name: " List of Application & CLI Command:
Description:

Applcation & CLI Command:

Add to Content

Note: Currently, the EPP Client's visibility is restricted when it comes to PowerShell and
PowerShell ISE.
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Note: At the moment, we do not offer visibility for basic command line operations on MacOS
and Linux, including actions such as touch, cp, cd, mv, and mkdir.

8.2. Allowlists

8.2.1. MIME Type

The content inspection functionally within Endpoint Protector identifies multiple file types.
While some files (e.g. Word, Excel, PDFs, etc.) can contain confidential information (e.g. Plls,
SSNs, Credit Cards, etc.), other files are highly unlikely to contain such data (e.g. .dll, .exe,
.mp3, .avi, etc.).

The purpose of the MIME Type Allowlists is to eliminate the use of resources to inspect
redundant and unnecessary files for content, as well as reducing false positives due to
information detected in the metadata of files where the risk of data loss is extremely low.

Example: As songs or video files cannot contain lists of credit card numbers, there is no
need to inspect them using content filters.

MIME Type Allowlists are available for both the Content Aware Protection and eDiscovery
modules and apply to Custom Content, Predefined Content, and Regular Expressions.

Note: By default, graphic files, media files, some password-protected archive files and some
system files are automatically defined within the MIME Type Allowlists. While this can be
changed, we recommend only doing so after gaining a deeper understanding of the type of
data transferred used, or stored by the users in your system, and the subsequent logs
increase in the Endpoint Protector Server.
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Policy Allowlists

MIME Type  Allowed Files  E-mail Domain  Deep Packet Inspection

./ The MIME Types listed below wil be automatically excluded from scanning. The MIME Type Allowists apply globally and not per Policy To edit File Types: Go to MIME Type Allowlists

Graphic Files
7] PEG [1PNG ] GIF i 1co
BMP TIFE o E4 COREL PHOTO-PAINT
£PS [4 CORELDRAW £ cam MAYA 3D
ADOBE ILLUSTRATOR E4 ADOBE INDESIGN WEBP 8PF
PSD
office Files
WORD EXCEL POWERPOINT PDF
PUBLISHER INFOPATH ouTLoOK csv
OFFICE2003+/PASSWORD IWORK FILES PROJECT
Archive Files
zp [4 ZIP/PASSWORD 7z 72/PASSWORD
RAR 4 AcE TR e
XAR ACE/PASSWORD [ RAR/PASSWORD ASIC CONTAINER
4 2
Source Code
c - POWERSHELL A
C/ C++ HEADER BATCH FILE PYTHON TEX
PASCAL SHELL SCRIPT FORTRAN ASSEMBLY
MAKEFILE SWIFT ANDROID PACKAGE HTML
RUBY o ocamL omp
Lsp SCALA 105 APPLICATION HASKELL
PHP G0 OBJECTIVE-C squ
IJAVASCRIPT PERL css R
BACKUP LA VISUAL BASIC SCRIPT MATLAB
Other Files
TEXT FILES XML/ DTD UNIDENTIFIED FASOO FILES
S0 JOURNAL FILES DRM FILES [4 BXE, SYS, DLL
P12 HUE STREAMS SGWGC .ACCDB
[ sEGD [ pIcom [1so (1R
PGP EPP_ENCRYPTED FILES RODE xa
] BOF [ NASCA DRM £ DK [ FDL
sFGY st nTA ssn

8.2.2. Allowed Files

Allowed Files Allowlists are custom groups of files you exclude from Endpoint Protector
sensitive content detection, available for both Content Aware Protection and eDiscovery
modules.

O Dashboard

m Device Control

Allowlists -
@ Content Aware Protection
MIME Type Allowed File File Location Network Share E-mail Domain URL Name Deep Packet Inspection

eDiscovery
Denylists and Allowlists Show | 10w | entries
Denylists
Allowlists Mame Description Items Created by Created at Modified by Modified at + Actions
URL Categories
Default File Allowiist Default File Allowlist raot raot i

Enforced Encryption

Showing 1 to 1 of 1 entries Previous - Next

Offline Temporary Password
T
Reports and Analysis
Alerts
Directory Services
Appliance
System Maintenance
System Configuration

System Parameters

@ Support

You can add a new allowlist or edit and delete from the Actions column.
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To create a new allowlist, under the list of available allowlists, click Add, provide a name and
description and then select a file from the list or upload a new file you can use in multiple
allowlists.

Once the allowlist is created, it will be displayed on the Allowed File list and will be available
when creating or editing a Content Aware Protection or eDiscovery policy.

[ add

Name:
Description:
Cheoaose from existing files:
O File Hame Extension Size Hash Actions

O Word.docx 12 kB 855260a76248c7c22c2e3fG08a32405f @

Previous Next

Showing 1 to 1 of 1 antries

Upload file:

docx
Choose File...
]

8.2.3.  File Location

File Location Allowlists are custom-defined lists of locations identified by Endpoint Protector.
File transfers within this location are automatically allowed, regardless of the content
inspection rules or permissions defined in various Policies.

File Location Allowlists are available for both Content Aware Protection and eDiscovery
modules

Enable the Include subfolders for File Location Allowlists option to affect all other File
Location Denylists and Allowlists throughout the system. By default, the File Location
Allowlists apply to all files located in the specific folder but also to any other files located in
containing subfolders.

Important: In addition to defining the File Location Allowlist, the browser or application used
to transfer files also needs to be selected from within the Content Aware Protection Policy.

You can use wildcard patterns in the file location allow list, to specify wildcard matching.

To match a desktop folder on Windows use the pattern "?:\Users\*\Desktop\".

Wildcards | File Location Results matched Results not matched
Type
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\\file-share\public\jdoe\file.txt \\file-share\c$\file.txt

Implicit \\file-share\public
\\file-share\public\user512\file2.txt  \\file-server\public\jdoe\file.txt

\\localhost\public\payslip.xIsx

Explicit \\*\public\* \\192.168.20.2\public\Windows\syst
em32\notepad.exe

\\localhost\c$\system32\notepad.exe
C:\Windows.old\system32\notepad.exe

&)| pashboard «B Denylists and Allowlists - Allowlists

. Device Control .
Allowlists

Content Aware Protection

MIME Type Allowed File File Location Network Share E-mail Domain URL Name Deep Packet Inspection
--.' eDiscovery

Includs subfolders for File Location Allowiists: (LS00
|8l Denylists and Allowlists

Denylists

Allowlists

URL Categories

Show | 10 s  entries

Hame Description Ttems Created by Created at Modified by Modified at v Actions
- Enforced Encryption
Na data svailable in table

B Offline Temparary Password Shawing 0 to 0 of 0 entries Previous Hest

. o

aad Reports and Analysis
| Aerts

@ Directory Services
B Appliance

f‘ System Maintenance
@ System Configuration

. System Parameters

@ Support

You can add a new allowlist or edit, delete or export from the Actions column.

From this section, you can view and add file location denylists and from the Actions column,
you can edit, delete or export an existing denylist.

To create a new denylist, under the list of available denylists, click Add, provide a name and
description, add the items separated by a new line, comma, or semicolon and then select the
groups and computers.

File Location Allowlists will not apply to groups of users, only to groups of computers. File
Location Allowlists will only apply for the selected computer groups after 15 minutes.

T Back
MName: Name L]
-8 e | 2
Description: Descripticn Groups Computers
Content: e.g: D:\Example\Default_File_Location [i ] st [ computar 1
ez [ computer 2
a2 [ Computer =
e [ Computar 4
Oeas [ computer 5
[ee [ computer &
[ computer 7
— - A—
[ sae ] x | oo a % s a
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8.2.4. Network Share

Network Share Allowlists are custom-defined lists of network share addresses where
transfers of confidential information will be allowed by Endpoint Protector.

Note: Network Share Allowlists are available only for the Content Aware Protection module.

You can use wildcard patterns in the Network Share Allowlist to specify wildcard matching.
The Network Share Allowlist can perform matching the whole file name, not only on the
directory name, when wildcard patterns are used.

Important: The Network Share must be set to Allow Access and Scan Network Share must
be checked inside a Content Aware Protection Policy.

e Dashboard

Device Control ~
Allowlists ~

Content Aware Protection

MIME Type Allowed File File Location Network Share E-mail Domain URL Name Deep Packet Inspection
% eDiscovery

) ) "/ This feature is only available for Content Aware Protection.
Denylists and Allowlists

Denylists

Allowlists Show 10 w | entries

URL Categories

. Err B Name Description Items Createdby  Createdat  Modifiedby ~ Modifiedat o Actions

Default Network Share Allowlist  Default Network Share Allowiist | Default Network Share Allowdist g

[ offiine Temporary Password

Tl Reports and Anaiyss Showing 1 to 1 of 1 entries Pravious st
) nens [ ]
@ Directory Services

E Appliance

f‘ System Maintenance

@ System Configuration

- System Parameters

@ Support

You can add a new allowlist or edit, delete or export from the Actions column.

To create a new allowlist, under the list of available allowlists, click Add, provide a name and
description, add server name or IP address to define a network share path separated by a
new line, comma, or semicolon and then select the groups and computers.

Network Share Allowlists will not apply to groups of users, only to groups of computers.
Network Share Allowlists will only apply for the selected computer groups after 15 minutes.

Important: Do not type the network share path with backslashes (\\)
192.168.0.1\public\users\test; fileserver\documents\example
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T T
hw—a: Mo L]
- o O =
Dasorigtion Groups Computers
Conte-t: ..t fileserver\share\programs | 051 [ Computer 1
Osz 0 Computer 3
Os [ tomeutar 3
e [ Cerngube: &
Oias [ cemsutas &
Ooe [ comgute: &
[ Somputer 7
-_— : & (& a

8.2.5. E-mail Domain

E-mail Domain Allowlists are custom-defined e-mail addresses to which sending of
confidential information will be allowed by Endpoint Protector.

Note: E-mail Domain Allowlists are available only for the Content Aware Protection module.

Dashboard

Device Control

Allowlists A
Content Aware Protection

MIME Type Allowed File File Location Network Share E-mail Domain URL Name Deep Packet Inspection
eDiscovery

‘This feature is only available for Content Aware Protection. For the monitored E-mail applications, file transfers to the E-mail Domains listed below will be allowed.

Denylists and Allowlists

Denylists

Allowlists Show 10 w entries
URL Categories
. Enforced Encryption Name Description Items Created by Created at Modified by Modified at + Actions
— Default Domain Allowlist Delault Domain Allowlist 2 root - root - s
") Offiine Temporary Password
Showing 1 to 1 of 1 entries Previous - Next

Reports and Analysis
Alerts [ g ] B
Directory Services

sl Appliance
System Maintenance
System Configuration

System Parameters

@ Support

You can add a new allowlist or edit, delete or export from the Actions column.

To create a new allowlist, under the list of available allowlists, click Add, provide a name and
description and then type or paste items at least three characters separated by a new line,
comma, or semicolon. You can import content using the sample file provided on the form.

Once the allowlist is created, it will be displayed on the E-mail Domain list and will be
available when creating or editing a Content Aware Protection policy.
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Mame: Mame
Description: Description

Content Options: (@) Type or Paste contant (") Import content

g E.:::':E—::E:E.:’::" endpointp rotecoor oo, 80 ﬂ

Content:

You can use wildcard patterns in the e-mail domain to specify wildcard matching as
displayed in the following example.

E-mail Domain
name

Results matched Results not matched

robert@epp.com
@epp.com jdoe@epp.com
james@epp.com.ca

sara@epp.com
jeff@ccs.com

8.2.6. Deep Packet Inspection

Available only for the Content Aware Protection module, Deep Packet Inspection Allowlists
are custom-defined lists or dictionaries with web domains Endpoint Protector will allow
confidential information uploads.
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Dashboard

Device Control .
Allowlists ~

= Content Aware Protection

MIME Type Allowed File File Location Network Share E-mail Domain URL Name Deep Packet Inspection
% | eDiscovery

. . |/ This feature is only available for Cantent Aware Protection. File transfers to the Domains and URLs listed below will be allowsd.
Denylists and Allowlists

Denylists
Allowlists Show | 10 & | entries
URL Categories
. Enforced Encryption Name Description Ttems Created Created st Hodified Modified at Actions
by by N

) offline Temporary Password Default OF1 Required for users to 3dd account o the defaut mail sgent, acoess iCloud, | " 2010-10-07 . 2018-10-07 0=
== List eto. o 00:00:00 e 00:00:00 =

Reports and Analysis
Showing 1 to 1 of 1 entries Previous - Next

Alerts
T

Directory Services

5 Appliance

System Maintenance
System Configuration

System Parameters

@ Support

You can add a new allowlist or edit, delete or export from the Actions column.

You can create or import up to 100 lists of dictionaries, each dictionary comprising up to
50000 web domains.

Note: Dictionaries comprising up to 100 web domains can be edited, but for more extensive
dictionaries, you will need to import them again.

To create a new allowlist, under the list of available allowlists, click Add, provide a name and
description and then type or paste items at least three characters separated by a new line,
comma, or semicolon. You can import content using the sample file provided on the form.

Example: example.endpointprotector, *example.com, *example*, https://website.com, etc.
Important: “?” cannot be used to replace a character.
Note: Due to Gmail usage, take the following into consideration:

e You need to allow mail.google.com for adding e-mail attachments or files using the
drag and drop option

e You need to allow doc.google.com to add images in the email body

Once the allowlist is created, it will be displayed on the Deep Packet Inspection list and will
be available when creating or editing a Content Aware Protection policy.
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Mame: Name

Description: Description

Content Options: (@ Type or Paste content () Import content
Content: 2.g.: *endpointprotector.com, *endpointprotector®,

https: //endpointprotectorcom, hitp:/fendpointprotecton.com atc.

Save Cancel
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Domain name Results matched Results not matched

Sub.box.com
box.com box.com

box1.com
* box.com
box.*.com
* Box.com.co Sub.box.com.us
box.com.
box.com.us box1.com.us

https://cisco.com/drives/downloads/ https://sub.cisco.com/drives/download
https://cisco.com | hitp://cisco.com/drives/downloads/ s/

ftp://cisco.com/drives/downloads/ https://cisco.com.ca/downloads/

https://cisco.com* | https://cisco.com.ca/downloads/ https://sub.cisco.com.ca/downloads/
http://cisco.com.ca/downloads/ https://bad.cisco.com/downloads/

Note: Using wildcards will search for domain names, not URLs.

8.3. URL Categories

URL Categories are custom-defined lists of web domains that can be set on Content Aware
Policies to limit the Deep Packet Inspection monitoring of the web traffic. If no Deep Packet
Inspection Monitored URL Category is set on a policy, the Endpoint Protector Client will
monitor all web domains by default.

Important: URL Categories only apply when the Deep Packet Inspection feature is active.

Blocking content based on URL categories can lead to data loss if not used correctly
because it will restrict a policy to a few domain names. Policies must be constantly updated
as new URLs need to be added to the categories lists.
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Q) Dashboard =

) Device Control

URL Categories

| content Aware Protection

This feature is only avaitable for Content Aware Protection.

=% ediscovery

[ Denyiists and Alowtsts Show 10 v enies Bxcel  POF  CSV Showiide Columns: Reload

Name: Description Ttems Created by Created at Modified by Modified at v Actions

. Enforoed Encryption Showing 0 to0 of 0 entries. Prevous

[

[® offine Temporary Password
aad Reports and Analysis

0 Aerts

[8] Directory Services

f=d Appliance

¥} system Maintenance

{© system Conniguration

B system paremeters

Q) swwpot

You can add a new URL category or edit, delete or export from the Actions column.

To create a new URL category, under the list of available URL categories, click Add, provide a
name and description and then type or paste items at least three characters separated by a
new line, comma, or semicolon. You can import content using the sample file provided on

the form and then select the option based on the number of uploaded items.

Once the URL category is created, it will be displayed on the URL category list and will be

available when creating or editing a Content Aware Protection policy.

Name: Name

Description: Description

Content Options: @ Type or Paste content (O Import content

Content; E.g.: http://domain.com domain.com - monitors the main domain including all its subdomains

*.domain.com - monitors only subdomains, excluding the main domain www.domain.com
subdomainl.domain.com - monitors the subdomainl and any of its subdomains like
subdomain2.subdomain1.domain.com

so
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9. Enforced Encryption

9.1. Enforced Encryption’

Enforced Encryption is a cross-platform solution that protects data with
government-approved 256 bit AES CBC-mode encryption. For USB devices, it needs to be
deployed on the root of the device. With the intuitive Drag & Drop interface, files can be
quickly copied to and from the device.

i-j- Dashboard

Yevice Control

Deployment -
“ontent Aware Protection
Manual deployment €
= Diccovery To manually deploy EasyLack and utilize the Enforced Encryption feature, follow the steps below:
(1) Select 2 USB storage devics. (3) Follow the simple setup procedurs and s=t 3 password,
| Denyiists and Allowiists () Download or Copy the Easylock package directly to the root of the selected USE (&) Copy & Pasta or Drag & Drop files to encrypt and protect them through Easylock.

storage device.
88| Enforced Encryption

Easylock Select devies: Select device - Selact operating system: Select operating system
o S —

Reports and Analysis Automatic deployment €

To sutsmatially deploy Easylock on all supported daviess o anly on spacific anes, ansur the "Allow Access f davics is Trusted Davics Leval 1+ is sslected for USB Storage Davicas. When USB Storage Devices will be plugged in to
Alerts computers where Endpoint Protector Clients are deployed, EasyLock will be automatically pushed on the devices.

Directory Services

Settings A

5 Appliance

Update EasylLock €
System Maintenance

Autematically: on @)
System Configuration
T Master Password Settings User Password Settings
Enforce Complex Password: (@ o ] Enforce Complex Passward: (@ o ]

Support

Define Master Password

0Old Master Password: ) 0ld Master Password

Master Password: ) Master Password Confirm Master Password: ] Confirm Master Password
Save

File Tracing

Fils Tracing: (@ o ] Offine Fils Tracing: (@ o ]

Note: For detailed information on Enforced Encryption, refer to the Enforced Encryption User
Manual.

Used in combination with Endpoint Protector, Enforced Encryption allows USB storage
devices to be identified as Trusted Device™ Level 1. This can ensure that USB Enforced
Encryption is used on protected computers. Accessing data stored on the device can be
done via the password the user configured or via a Master Password set by the Endpoint

" Formerly known as Easylock
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Protector administrator. The encrypted data can be opened by any user only after it is
decrypted, therefore requiring the user to copy the information out of Enforced Encryption.

Important: Enforced Encryption is not compatible with devices that have a write-protection
mechanism in place, preventing the modification or deletion of data. The write-protection
mechanism can be enforced using a hardware component (for example a switch on the USB
device) or a software component.

Note: While Endpoint Protector can detect any Enforced Encryption USB encrypted device as
a Trusted Device™ Level 1, to use the Enforced Encryption feature, a specific Enforced
Encryption version must be used. This is available for the Endpoint Protector User Interface.

Enforced Encryption works on read-only mode if the device was formatted on Windows, the
Enforced Encryption configured on Windows or some files were encrypted on Windows. On
macOS, these files can be decrypted, except for NTFS due to incompatibility with Enforced
Encryption.

9.1.1. Enforced Encryption Deployment
Enforced Encryption is supported for both Mac and Windows computers.

Deployment ~

Manual deployment €

To manualy deploy Easylock and utiize feature, follow

(D) selecta UsB storage device. (3) Follow the simple setup procedure and set a password,

(2) Download or Copy the Easyock package drectly to the root of the selected USB storage device () Copy &Paste or Drag &Drop files to encrypt and protect them through EasyLock.

Select device: Select device - Select operating system: Select operating system

Automatic deployment €

To automatically deploy EasyLock on all supported devices or only on specific anes, ensure the “Allow Access if device is Trusted Device Level 1+7is selected for USB Storage Devices. When USB Storage Devices will be plugged in to computers where Endpoint Protector Cents are deployed, EasyLock wil be automatically pushed on
the devices,

Deployment can be done automatically if Allow Access if Trusted Device™ Level 1+ is
selected for the USB Storage Devices. This can be done by going to Device Control, Global
Rights section, or using the quick links provided, as per the image above.

Manual deployment is also available. Download links for both Windows and Mac are
available in this section. The downloaded Enforced Encryption file must be copied onto the
USB storage device and executed from the root of the device. Due to extended security
features for manual deployment, Enforced Encryption will have to be redownloaded from the
Endpoint Protector interface each time it will be used to encrypt a new USB storage device.

Note: Starting with Endpoint Protector 5.2.0.0, manual deployment can also be made by the
user if the device is set on Allow Access, by pressing the small USB icon- Encrypt Device with
Enforced Encryption.

Both Enforced Encryption deployments are straightforward and require the user only to
configure a password.
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Note: On Macs, USB storage devices with multiple partitions are not supported by Enforced
Encryption and Trusted Device™ Level 1.

9.1.2. Enforced Encryption Settings

This section allows you to remotely manage Enforced Encryption encrypted devices. Before
being able to take advantage of these features, you must configure a Master Password.

Settings ~
Update EasylLock &

Automatically: m

Master Password Settings User Password Settings

Enforce Complex Password: Cm Enforce Complex Password: CEE

Define Master Password

Old Master Password a Old Master Password

Master Password: @ | Master Password Confirm Master Password: & | Confirm Master Password
Save

File Tracing

File Tracing: Cm Offline File Tracing: (m

Languages

Language: English -
Save

In the Settings section, the Master Password can be configured, the Enforced Encryption File
Tracing enabled, as well as defining the installation and execution of Enforced Encryption
only on computers where the Endpoint Protector Client is present.

For both the Master Password and the User Password, complex rules can be enforced. If
these are enabled, the password lengths, minimum characters, validity, history, and other
settings can be set.

Master Password Settings User Password Settings
Enforce Complex Password: [ ov @] Enforce Complex Passviord [ ov @
Minimum password length: 6 Minimum password length: 6
Minimum password upper case 0 Minimum password upper case 0
characters: characters:
Minimum password lower case 0 Minimum password lower case 0
characters: characters:
Minimum password numbers: 0 Minimum password numbers: 0
Minimum password special 0 Minimum password special 0
characters: characters:
Consecutive and ascending Consecutive and ascending characters cannot Consecutive and ascending Consecutive and ascending characters canbe  +
characters: ot characters:
Password Validity: Never expires v Password Validity: Never expires ~
Password History: 1 v Fassword History: 1 ~
Password Retries: 10
Save Save

Endpoint Protector allows tracing of files copied and encrypted on portable devices using
Enforced Encryption. This option can be activated from inside the Settings windows located
under the Enforced Encryption tab.
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File Tracing

Fie Trachg: (@ o Offne Fie Trachg: (@ o

By checking the File Tracing option, all data transferred to and from devices using Enforced
Encryption is recorded and logged for later auditing. The logged information is automatically
sent to the Endpoint Protector Server if the Endpoint Protector Client is present on that
computer. This action takes place regardless of the File Tracing option being enabled or not
for that specific computer through the Device Control module.

In case the Endpoint Protector Client is not present, the information is stored locally in an
encrypted format on the device and it will be sent at a later time from any other computer
with the Endpoint Protector Client installed.

The additional Offline File Tracing option is an extension to the first option, offering the
possibility to store information directly on the device, before being sent to the Endpoint
Protector Server. The list of copied files is sent only the next time the device is plugged in
and only if the Endpoint Protector Client is present and communicates with the Endpoint
Protector Server.

Additionally, Easy Lock performs File Shadowing for the files that are transferred if the
Endpoint Protector Client is present and the File Shadowing option is enabled on the
computer on which the events occur — through the Device Control module. This is a real-time
event and no shadowing information is stored on the device at any given time.

Note: Enabling global File Tracing will not automatically activate the File Tracing option on
Enforced Encryption Trusted Device™ and vice versa.

9.1.3. Enforced Encryption Clients

In the Clients list section, all Enforced Encryption enforced devices are listed. By selecting
the Manage Client Action a list of Actions History is displayed, as well as the option to
manage them by sending a message, changing the user’'s password, resetting the device,
resending the master password, and more.

Clients list ~
Filters v
L] Select all entries
Show 10 + | entries Excel PDF csv. Show/Hide Columns Reload
O Name Device Description Serial Number Last User Last Computer Last Seen v Department Last Main IP Actions
0o = ae am - -n [ C i - ssns ¥ - -sma . =
Showing 1 to 1 of 1 entries. Previous Next
Send Messages | Resend Master Password | Change User Password | Update Department
Cancel all pending actions

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



134 | Endpoint Protector 5.9.3.0 User Manual

9.1.4. Trusted Device™

Protecting Data in Transit is essential to ensure no third party has access to data in case a
device is lost or stolen. The Enforced Encryption solution gives administrators the possibility
to protect confidential data on portable devices in case of loss or theft. Ensuring only
encrypted devices can be used on computers where Endpoint Protector is present can be
done by utilizing Trusted Device™. Trusted Device™ must receive authorization from the
Endpoint Protector Server, otherwise, they will be unusable. There are four levels of security
for Trusted Device™:

» Level 1 - Minimum security for office and personal use with a focus on
software-based encryption for data security. Any USB Flash Drive and most other
portable storage devices can be turned into a Trusted Device™ Level 1. It does not
require any specific hardware but it does need an encryption solution such as
Enforced Encryption
http://www.endpointprotector.com/en/index.php/products/easylock

» Level 2 - Medium security level with biometric data protection or advanced
software-based data encryption. It requires special hardware that includes security
software and has been tested for Trusted Device™ Level 2.

= Level 3 - High-security level with strong hardware-based encryption that is mandatory
for regulatory compliance such as SOX, HIPAA, GBLA, PIPED, Basel I, DPA, or PCI
95/46/EC. It requires special hardware that includes advanced security software and
hardware-based encryption that has been tested for Trusted Device™ Level 3.

= Level 4 - Maximum security for military and government use. Level 4 Trusted Device™
include strong hardware-based encryption for data protection and are independently
certified (e.g., FIPS 140). These devices have successfully undergone rigorous
testing for software and hardware. It requires special hardware that is available
primarily through security-focused resellers.

= Level 1+ - Derived from Level 1, it will ensure that Enforced Encryption 2 with Master
Password will be automatically deployed on USB storage devices plugged into
computers where the Endpoint Protector Client is present.

Note: If a Trusted Device™ Level 1 right is enabled and a Trusted Device™ level 2, 3 or 4 is
connected, the right will apply accordingly.

The table below provides a list of Trusted Device™:

Device Names Trusted Device™ Level
Enforced Encryption Encrypted devices 1
AT1177 2
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uT169 2
uT176 2
Trek ThumbDrive 2
BitLocker Encrypted devices 3
FileVault Encrypted devices 3
Buffalo Secure Lock 3
CTWO SafeXs 3
Integral Crypto 3
Integral Crypto Dual 3
Integral Courier Dual 3
IronKey Secure Drive 3
iStorage datAshur 3
Kanguru Bio Drive 3
Kanguru Defender 3
Kanguru Elite (30, 200 & 300) 3
Kanguru Defender Elite 3
Kingston DataTraveler Locker+ 3
Lexar 1 (Locked | Device) 3
Lexar Gemalto 3
SaferZone Token 3
ScanDisk Enterprise 3
Verbatim Professional 3
Verbatim Secure Data 3
Verbatim V-Secure 3
iStorage datAshur Pro 4
Kanguru Defender (2000 & 3000) 4
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SafeStick BE 4

Stealth MXP Bio 4
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10. Offline Temporary Password

In this section, you can generate Offline Temporary Passwords (or OTPs) and grant
temporary access rights. In addition to situations when only temporary access is needed, it
can also be used when there is no network connection between the protected computers
and the Endpoint Protector Server.

The Offline Temporary Password can be generated for the below entities:

e Device (a specific device)
e Computer and User (all devices)
e Computer and User (all file transfers)

A password is linked to a time period and is unique for a certain device and computer. This
means the same password cannot be used for a different device or computer. It also cannot
be used twice (except for Universal Offline Temporary Password).

The time intervals available are 15 minutes, 30 minutes, 1 hour, 2 hours, 4 hours, 8 hours, 1
day, 2 days, 5 days, 14 days, and 30 days or Custom.

The Offline Temporary Password Duration offers a customized option, allowing the
generation of time-based OTP Codes, with a Start Date/Time and an End Date/Time.

For large companies or multinationals that have the Endpoint Protector Server and the
protected endpoints in different time zones, taking into consideration how the Server Time
and Client Time work is essential.

Example: The Endpoint Protector Server is located in Germany, making the Server Time
UTC+01:00.
The protected endpoints are located in Romania, making the Client Time UTC+02:00.

When generating an OTP Code that should take effect tomorrow, from 16:00 on the endpoint
time, it should actually be generated for tomorrow, from 15:00 (to adjust for the 1h difference
in the time zone).

For the predefined duration, the above adjustment is not necessary. The OTP Code will be
valid for that specific amount of time, starting with the moment it was redeemed. The only
thing to consider is that the OTP Code needs to be redeemed the same day it was generated.
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Note: The Universal Offline Temporary Password feature can also be turned on. If enabled, it
can be used by any user, on any computer, for any device or file transfers — it eliminates
security restrictions for one hour. It can be used multiple times, by any user that knows it.

The Universal Offline Temporary Password can be made visible only for Super
Administrators. If this setting is enabled, Normal and Offline Temporary Password
Administrators will not be able to see and use it. Enable this setting from System
Configuration, System Settings, and Custom settings.

You have the option to add a justification, mentioning the reason why the password was
created. This can later be used for a better overview or various audit purposes.

Once an Offline Temporary Password has been authorized, any other rights and settings
saved afterwards on the Endpoint Protector Server will not take immediate effect. The Offline
Temporary Password has to expire and the connection with the Server re-established.

Note: The Transfer Limit Reset Offline Temporary Password is only available if the feature is
enabled. The main purpose of this type of Offline Temporary Password is to re-establish the
Server-Client communication before the Transfer Limit Reset Time Interval has expired.

10.1.Generating the Offline Temporary Password

Depending on the options selected from the drop-down menus, the Offline Temporary
Password (or OTP) can be generated for an exact device, all devices, or all file transfers.

To take all functionaites, the minsmum Endpoint Protecter Client 17:3.5 for Windaws, 1.5:5.8 for Mac and 1.3.1.2 for Linux.

Universal Offline Temporary Password -~
The Universal Offine Temporary Password can be used by any user, on any computes, for any device or file transfer - it eliminates security restrictions for an haur.

Universal Offine Temporary Password. [® o ]

‘Offline Temporary Password Information -

The Offie Temporary what a user requests if for, 15 minutes to-30 days. & custor timefrae is also available.
Details

Offine Temporasy Password for: Davice (3 specific device) | Device Control

Duration:

Device Name or Code:

Computer Name or Usermame:

Justifcation:

When generating an Offline Temporary Password for a Device, you can either introduce the
Device Code communicated by the user or search the Endpoint Protector database for an
existing device. Alternatively, you can generate an Offline Temporary Password directly from
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the Device Control, Computers section, by selecting the Offline Temporary Password option
from the Actions column.

When generating an OTP Code for a device, either the Device Code or the Device Name has
to be entered (one of them will automatically fill in the other field).

The Computer Name and the Username fields do not need to be both filled in. The OTP Code
is perfectly valid if only one of them is provided. However, if the OTP Code needs to be valid

for an exact device, on an exact computer, for an exact user, all of the relevant fields need to
be filled in.

Once the OTP Code has been generated, it will be displayed on the right side of the image
above.

As it needs to be provided to the person that made the request, Endpoint Protector offers
two quick ways of doing this, either by sending a direct e-mail or by printing it out.

Note: You can edit the Administrator contact information that is displayed to a user from
System Configuration, System Settings, as the Main Administrator Contact Details.

Similar to generating an Offline Temporary Password for a specific device, when generating
one for all devices or all file transfers, the Computer Name and the Username fields are not
both mandatory. The OTP Code is perfectly valid if only one of them is provided. However, if
the OTP Code needs to be valid for an exact computer and an exact user, all of the relevant
fields need to be filled in.
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11. Reports and Analysis

This section offers an overview of the System Logs, Device Control Logs and Shadows,
Content Aware Logs and Shadows, Admin Actions, Statistics, and other helpful information.

Details regarding eDiscovery Scans and Enforced Encryption can be viewed in their specific
sections and not in the Reports and Analysis section.

As an additional security measure, this section may be protected by an additional password
set by the Super Administrator, from System Configuration, System Security.

For detailed information on System Security, refer to the System Security chapter.

11.1.Logs Report

From this section, you can view, sort, and export the main logs in the system. There are
several event types such as User Login, User Logout, AD Import, AD Synchronization,
Uninstall Attempt, etc., included in this section. Additionally, the main Device Control logs
can be viewed in this section.

Show 10 v entries Excel | PDF | CSV | ShowjHide Columns Reload

Event Computer Username Device Type Device Date/Time(Server) + Date/Time(Client)
Filo Writa QA MacBiook Fro a USB Storage Davice UraTC 20210216 09,5320 20210216 09:59:16
Filo Delote QA MacBook Pro 9 USB Storage Device UiraTC 2021:02-1609:53:20 20210216 09:89:16
File Copy QA MacBook Pro 9 USB Storage Device uiraTC 2021-02-16.00:53:20 2021-02-16 09:53:16
File Copy QA MacBook Pro 9 USB Storage Device Utra TG 2021-02-16.09:53:18 2021-02-16 09:53:11

. IEIEIE[EIE

Disconnacted QA MacBook Pro qa USB Storage Device UtraTC 20210216 09:52:48 2021.02-16 09:52:31
Gonnocted QAMacBOOK Pro q USB Slarage Dovice. unra TG 20210216 09:52:48 2021-02-16 09.52.34
Unblocked QA MacBoak Pro q USB Slorage Device umra TG 20210216 09:52:49 2021-02-16 09.52.4
Disconnacted QA MacBoak Pro 9 USB Siorage Device Cruzer Giide 20210216 09:52:39 20210216 09.52:28
Connected QA MacBook Pro % USB Siorage Device Cruzer Giide 2021-02-16.09:52:39 20210216 09.52:30
Unblogked QA MacBiook Pra @ USB Siorage Device Cruzer Giide 2021-02-16 09.52.30 20210216 00:8230

Showing 110 10 of 138 entries mv»uv-z 3 4 s 14 Next

Create Export

Note: Use the Filters option to view and sort different log types and then export the result
list.
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11.2.File Tracing

This section offers an overview of trace files that have been transferred from a protected
computer to a portable device or another computer on the network, and vice versa.

A special mention is given here to the “File Hash” column. Endpoint Protector computes an
MD5 hash for most of the files to which the File Tracing feature applies to. This way,
mitigating threats coming from changing the file content is ensured.

You can export the search results (as an Excel, PDF, or CSV) or Create and Export containing
the entire log report as a .CSV file.

Show 10 v | entres Bl | POF | CSV | ShowiedeColmns | | Reioad

Event  Computer Usernamse  Device Type Davica File Narse

i

Data/Time(server) , DatefTime(Client)  Actions.

Fie Dolats @ Cnazer Gido 17528 009 20210226 125754 20210226 135738

Fie Copy @ Cruzer Gido 2021.02:20 105744 20210226 135729

Foa Dalots @ Cnazer Gado 2021.00.26 1285744 2010226 125738

Coseor Gido

15.10.05.png 2021.02.26 135734 20210228 135722

Crszer Gide 13231 png 2021-00:26 135734 20010228 138728

Coseer Gido 2021.02:26 135734

1524170

20210226 195734

Cnazer Gido 16.11.10p0

MiServanshol 2020-05-21 o 11.45.55.prg 2021.02:26 135734

Coseer Gido

Cater Gide 2021.00.26 195734

1800 16.01.14.90g

23333333 k3 1

i
g
3

Curer Gido

17823805

Showing 110 10 of 17 entres

Create Export

11.2.1. File Tracing Events by Direction

The "File Tracing Events Matrix by Direction" table is a valuable reference for understanding
how Endpoint Protector categorizes file tracing events based on data transfer directions. It
offers insight into event handling and helps users customize data protection policies
effectively. Whether tracking local transfers or interactions with removable devices and
network shares, this table provides a clear overview. It's an essential resource for configuring
data protection policies in the Endpoint Protector environment, ensuring strong security and
compliance.

Note: This matrix refers to clients from the 5.9.0.0 release and higher.

Please see the table below for a detailed view of the events.
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File Tracing Events Matrix by Direction

Direction
Local -> Local (Partition 0)
Local -> Removable

Local -> Network share

Local -> Partition 1

Removable -> Local (Partition 0)
Removable -> Removable
Removable -> Network share
Removable -> Partition 1
Network share -> Local (Partition
)

Network share -> Removable
Network share -> Network share
Network share -> Partition 1
Partition 1 -> Local (Partition 0)
Partition 1 -> Removable
Partition 1 -> Network share
Partition 1 -> Partition 0

Legend:
° Partition 0 -> Boot Partition (0S)

Windows
N/A
Src & Dest

Src & Dest
Src & Dest
Src & Dest
Src & Dest
Src & Dest
Src & Dest
Src & Dest

Src & Dest
Src & Dest
Src & Dest
N/A
Src & Dest
Src & Dest
N/A

e  Partition 1->2nd Partition (e.g., 2nd OS or Data Partition)

11.3.Content Aware Report

macOS
N/A
Src & Dest

Src & Dest
N/A
Src & Dest
Dest
Dest
Src & Dest
Src & Dest

Dest
Dest
Src & Dest
N/A
Src & Dest
Src & Dest
N/A

Linux
N/A
Src & Dest

N/A
N/A
Src & Dest
Src & Dest
N/A
Src & Dest
N/A

N/A
N/A
N/A
N/A
Src & Dest
N/A
N/A

From this section, you can view Content Aware Logs in the system and detect data incidents
corresponding to the Content Aware Policies applied.

) Dashboard
Device Control
Content Aware Report

) content Aware Protection
Filters v
eDiscovery

Show 10 w | entries
Denylists and Allowists

[® offiine Temporary Password

Date/Time(Client) _ Computer
v

~ 2021010115257  MacBookAlr  User 1

v 2021010114028 | MacBookAn  User
aid Reports and Analysis
Logs Report v 2221010114028 MacBookAir  User 1
File Tracing
File Shadowing v 2022-10-10 11:4028 MacBook Air  User 1
Content Aware Report
Lttt s SR v 2221010114028 MacBookAir  User 1
Admin Adtions
Online Computers "
Online Users

2022-10-10 11:4026 | MacBookAir  User 1

Online Devices
Statistics

~  202210-1011:4028  MacBookAlr | User1

~ -10-
o 2022-10-10 11:4026 | MacBookAir  User 1

- o y
DReci Jeaee 2022-10-10 11:4028 | MacBookAir  User 1

B sppionce ~  202210-1011:4025  MacBookAlr  User 1

System Maintenance Showing 1 to 10 of 200 entries

Create Export View Export List

System Configuration

B system Parameters

Source

IUsersiUser/Deskiopisamples/7. Tax IDftaxid_spain. b

MsersiUsert/Downloadsiaudit_logs_2022_10_10-10_20_13 tar*
llegs_1665390013/logs/cflog2__1665390013.c54]

IsersiUsert/Downloadsiaudi_logs_2022_10_10-10_20_13.tar*
llogs_1665390013/logsicfiog2__1665390013.csu]

IsersiUsert/Dovmloadsiaudit_logs_2022_10_10-10_20_13.tar*
[logs_1665300013/logs/efiog2_1665390013.c51]

sersiUsert/Downio:
llogs_16653900

logs_2022_10_10-10_20_13.tar*
1665380013.c51]

MsersiUsert/D
[lags_16653000

logs_2022_10_10-10_20_13.tar*
1665390013.051]

IUsersiUsert/Dovnloadsiaudi_logs_2022_10_10-10_20_13.tar"

llogs_1665380013/logsicllog2__1665390013.csv]

MsersiUsert/Davlo:
[logs_1665390013/l

udit_logs_2022_10_10-10_20_13.4ar*
i0g2_ 16653900 13.05v]

MUsersiUsert/Downloadsiaudi_logs_2022_10_10-10_20_13 tar*
llogs_1665380013/logsicllog2__1665390013.csv]

IUsersiUsert/Dovnloadsiaudt_logs_2022_10_10-10_20_13.tar"
[logs_1665390013/logs/ciog2__1885390013.5]

Destination  Destination

Type
Safari Vileb Browser
Safar \ieb Browser
Safari \iieb Browser
Safar \ieb Browser
Safari \iieb Browser
Safar \ieb Browser
Safari Wb Browser
Safar \ieb Browser
Safari Vileb Browser
Safar \ieb Browser

File
size

100008

1859 MB

12,89 MB

1859 MB

12,89 MB

1859 MB

1289 MB

1859 MB

1259 MB

1859 MB

Justification  Actions

A

N

NA

N

NA

A

When using the latest Endpoint Protector client, you can view log details structured per file

scanned.
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Expand each entry from the log report list to view the Log Details expanded section, providing the
following information:

e Policy — select an active policy from the drop-down list
e Policy name - the name of the selected policy

e Policy type - the type of the selected policy

e Items type — the Policy Denylist category selected

e Matched type - the Policy Denylist type selected

e Matched items - click the link to view a pop-up window with the list of matched items

Matched Items

A58818501
A58813501
A58818501
A58813501
A58818501
A58813501
A58818501
A58813501
AS58618501

A58813501

Cancel

e Count — the number of matched items

Content Aware Report ~
Filters v

Show 10 + | entries

Date/Time(Client)  Computer  Username _ Source Destination  Destination File Justification _ Actions
v Type Size
A 20221010 15257  MacBookAir  Userd JUsers/User/Desktop/samples/7. Tax IDAaxid_spain it Safar Web Browser 100008 MA
Log Details

Select Policies:

Show| 10 w |entries

Policy Name Policy Type ftems Type v Matched Type Maiched ltems Count

tax id spain Standard Predefined Confent tax-idles 458515501 10

Showing 11o 1 of 1 entries Previous - Hext

Jusers/Userl/Downloads/audit_logs_2022
logs_1665390013/logs/cflog2__ 1665390

)_10-10_20_13 tar*

& 2022-10-10 11:40:28 MacBook Air  User 1 sl

Safari Web Browser 18.89 MB NiA

/Users/User/Downloads/audit_logs_:
logs_1665380013/l0gs/cllog2__166

)_10-10_20_13 tar*

~  2022-10-10 11:40:28 MacBook Air ~ User 1 osv] Safari Web Browser 18.89 MB NiA

Msers/Userl/Downloads/audit_logs_202: )_10-10_20_13.tar*
¥ 2022-10-10 11:40:28  MacBook Air  User 1 o - Safan Web Browser 18.89MB  NIA
- - - [logs_1685390013/10gs/cllog2__1865390013.csv] :

MUsers/Userl/Downloadsfaudit_logs_202:
Mnaz 1AR53A0013/ eflnn?  1RAS3AN

)_10-10_20_13 tar*

~  2022-10-10 114028 MacBook Air  User 1 Safari Web Browser 1839 MB  NIA
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From the Filters section, check the Include old logs prior to 5.7 upgrade option from the filter
section to include all logs in your searches. If the option is not selected, the filters will apply only
to the new structure of logs.

Content Aware Report ~
Filters »
Computer: Computer Source IP-address: Source IP-address
Username: Username Source: Source
Destination: Destination Destination Type: Destination Type
Include old logs prier 5.7 upgrade
Policy Name: Policy Name Item Type: Item Type
Matched Type: Matched Type Matched Item: Matched Item
as: os VID: vID
FID: PID Serial Number: Serial Number
Event: Any - Shadows: Any -
Date/Time(Server) From: = Date/Tima{Server) To: =
Date/Time(Client) From: = Date/Time{Client) To: =
FT ST

Note: For Mac users, when the DPI (Deep Packet Inspection) feature is enabled on the EPP
agent for Mac, there might be certain scenarios where the agent does not provide full
destination details for files being transferred from a network share through monitored
applications, such as browsers. In such cases, the destination information may not be fully
captured in the monitoring process

Note: For Linux users, it's important to note that the EPP agent does not currently support
network share visibility, except in situations where files are being transferred from a network
share through DPI monitored applications, like browsers. In other scenarios, network share
visibility might not be available.

11.3.1. Export Content Aware Reports

You can export Content Aware Logs as an Excel, PDF, or CSV or create and export the entire log
report as a CSV or XLSX file.

e Excel/PDF/CSV - situated above the Content Aware Reports list, this will export only the
default columns

Excel PDF Csv Show/Hide Columns Reload
pe File Size Justification Actions
0.00B Nk -
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e Create Export — situated below the Content Aware Reports list, this will create an export
containing all data, including the expanded Logs Details section with columns Policy
Type, Policy Name, Item type, Matched type, Matched items and Count.

ENELT W I 1T PR, [

[logs_1665390013/logsfcflog2__ 1665390013.csv]

UszersMserl/Downloads/audit_logs_2022_10_10-10_20_13.tar*

v 2022-10-10 114028 MacBookAir  User 1
4| MaehookAir ) User llogs_1665390013/lags/cflog?__1665390013.c5]

Showing 1 to 10 of 200 entries

Create Export View Export List

After the message that is displayed that A new export has been made and is available on
Export List, click View Export List to open the list of Reports, where you can download or
delete a report.

e N Y N TV PR e

[logs_1663390013ogs/cflog2_ 1665390013.csv]

MUsers/Useri/Downloads/audit_logs_2022_10_10-10_20_13 far*

~  2022-10-10 11:4026  MacBook Air | User 1
§ | MachookAIr ) Meer flogs_1665390013/agsicflog?__1665390013.csv]

Showing 1 to 10 of 200 entries

Create Export | View Export List

Results
D All Name Description Created at v From Date To Date Actions
O export_cap_logs 2022 10_10-12_13 51 10-Oct-2022 12:14:41 H®
O export_cap_logs_2022_10_10-12_13_48 10-0ct-2022 12:13:51 H®
O export_cap_logs_2022_10_10-12_09_29 10-0ct-2022 12:10:20 BH®
O export_cap_logs_2022_10_10-12_08_48 10-0ct-2022 12:09:29 EH®

dresults [ S0 «~ per page]

LN Back ® Delete

11.4.Admin Actions

This section offers an overview of every important action performed in the interface. From
the Action column, you can view additional information.
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&) Dashboard

Admin Actions -
Filters
Mmiistrator Ay v Ul Section: Ay v
Acthiny: Any v Operston: Ay v
Created at: L] L]
) Ofine Temporary Password [ o |

Reports and Analysis
Lo t Show| 10 v | entries Bxcel | POF | CSV | ShowbideComns | | Reloed
Administrator Ul Section Activity Operation Created at Actions
oot Contant Awana Poscios CHANGE STATUS Edted 2021-09-26 14:09.20 ®
root Filo Snagows Repository ENABLE/DISABLE Eated 2021-02-26 14:05:29 ]
roat Content Aware Policies CHANGE STATUS Editod 20210226 1357:16 =
oot Content Aware Policies CHANGE STATUS Edited 202102:26 135713 £
oot Content Avware Poscios CHANGE STATUS Edted 2021.02:26 1357:11 ®
root Contant Awara Poicies CHANGE STATUS Edted 2021-02-26 13:67:00 ]
Directory oot Computer Rights EDIT Edted 20210226 138614 =
- o0t Computsr Fights €I Eted 2021.02.26 135633 @
o0t ‘sDisoovery Soans APPLY - Glan scan Eated 2021.02.26 13:47:58 ®

System Maintenance
o0t aDiscavary Poloy eor Edted 20210026 134747 ®

RTE— = BRDDNEr

11.5.0nline Computers

This section offers an overview of computers registered on the system which have an
established connection with the server.

If the Refresh Interval for computer X is 1 minute, then computer X was communicating with
the server in the last 1 minute.

Dashboard =
Device Control ) .
List of Online Computers -~
©  Content Aware Protection
Filters a
eDiscovery
Computer Name: Computer Name Usemame: Username
Denylists and Allowlists
wiain 17 Main 1P 1P List: TP List
Enforced Encryption
D MAC Address: MAC Address Domain: Domain
Offline Temporary Password Workgroup: Workgroup Location Location
Reports and Analysis os: os
File Tracing
File Shadowing
T BlEE Show| 10 v |entries Excel | POF | G5V | | Showide Columns | | Reload
Content Aware File Shadowing
Admin Actions
Oniine Compute Computer Name “ Username Hain TP MAC Address Domain Workgroup Actions
Oniine L MacBook A User 1 192.000.000.2 00-00.00.00-4-82 WORKGROUP =
Oniine Devices
Statistics Computer-LP2 User 1 0000:258:0000:5300:0000:¢b:0000 00-00-00-00-46-41 WORKGROUP i=
Alerts
s Showing 1 to 2 of 2 entries Previous - Hext
Directory Services
o Appliance
System Maintenance
System Configuration

B system parameters

11.6.0nline Users

This section offers an overview of users registered on the system which have an established
connection with the server.
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&) oashboard

B oevce o

List of Online Users ~
[ content Aware Protection
Filters »

(%) offine Temporary Password F—
R
Show 10 v entres EBcel | POF SV | | ShowndeCoumns | | Relosd

Username  First Name Last Name Computer Name Main TP Connected Devices

il i g

Showing 1 to 10 of 54 entries WW-Z 34 5 6 et

Back

11.7.0nline Devices

This section provides an overview of devices registered on the system which have an
established connection with the server.

PID: ) Sertal Number:

Show | 10 ¥ entries Excel | PDF | CSV | | Show/Mide Columns | Reload

Computer Name * Username Device Name Device Type Device Code

B system Parmeters

@) support

R T T T T T T T TR T %

Shoing 110 10 0 15 entries Previus 2 Ne

11.8.Statistics

The Statistics module allows you to view system activity regarding data traffic and device
connections. The integrated filter makes generating reports easy and fast. Simply select the
field of interest and click Apply Filter.
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Dashboard
Device Control

Content Aware Protection

and Allowlists

Enforced Encryption

Offine Temporary Password

agpaeEas®

Reports and Analysis

14

Menance

System Configuration

B system Parameters

@ support
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12. Alerts

From this section, you can define E-mail Alerts for the main events detected by Endpoint
Protector: System Alerts, Device Control Alerts, Content Aware Alerts, and Enforced
Encryption Alerts.

Note: Before creating alerts, make sure the Endpoint Protector E-mail Server Settings have
been configured from the System Configuration, System Settings section. You also have the
option to verify these settings by sending a test E-mail.

For each Administrator to appear in the list of recipients for the Alerts, this has to be
provided under the Administrator details from the System Configuration, System
Administrators section.

E-mail Server Settings

*Mote: The test e-mail will be sent to T

Hostname: smtp.gmail.com Example: smtp.cososys. com
SMTF Part: 465 Example: 25 (Gmail uses port 465 for S5L and 587 for TLS/STARTTLS)
Require SMTP Authentication: I~
Username: e Example: Your full email address (induding @cososys.com).
Password: sesssnneEn Your SMTP password.
Encryption Type: S5L [+ Example: Mone, S5L or TLS/STARTTLS.
Send test e-mail to my account: I~
Proxy Server Settings
IF: B

Username: -

12.1.System Alerts

From this section, you can create system alerts, including APNS certificate expiry, updates
and support expiry, endpoint licenses used, etc.
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Q)| Dashboard

{8)] Device Control

List of Alerts ~

[©) content Avare Protection

| cDiscovery

{88 Denyiists and Alowiists

[ select all entries

Show| 10 v | entries Excel | POF | CSV Show/Hide Columns Reload

[ O et & Hertame Actons

) offine Temporary Password

No data avalable in table

Showing 0 to 0 of 0 entries Previous | Next

aad Reports and Analysis

O\ Nerts

System Alerts

TS ST ST =

Device Control Alerts

Content Aware.

e Alerts

Easylock Alerts

[®) Directory Services

[=3 Appliance

%4 System Maintenance

{8} system Conf

iguration

B system Parameters

©) support

12.1.1
To add

. Creating a System Alert

a new Alert, click Create, provide the required information and then click Save.

1. Event - select the type of event that generates the alert

Updates and Support — set an alert regarding each module’s maintenance status
(Device Control, Content Aware Protection, and eDiscovery);

Note: You can disable the Update and Support system alert from General Dashboard, System

Status.

Endpoint Licenses — set an alert to be notified of the percentage of used Endpoint
Licenses and eliminate the risks of having unprotected endpoints as each network is
constantly growing. Define alerts when the percentage of used Endpoint Licenses
reaches 70%, 80%, or 90%.

Client Uninstall — set an alert each time an Endpoint Protector Client is uninstalled
for better management of an extensive network. This is particularly helpful when
there are several assigned Administrators.

Server Disk Space - set an alert to be notified of the Server Disk Space status and
ensure Server Disk Space remains available for logs to be stored and policies are
correctly applied.

Define alerts when disk space reaches 70%, 80%, or 90% and then select the
monitored partitions from the available root, epp and boot.

Device Control — Logs Amount — set an alert each time the Number of Device Control
Logs Stored reaches a specific amount. Select from the available intervals or define a
custom value.

Content Aware — Logs Amount —set an alert each time the Number of Content Aware
Logs Stored reaches a specific amount. Select from the available intervals or define a
custom value.
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« Password Expiration — set an alert to be notified when a password is about to expire.
Define the alert using the 10, 5, or 1 day options.

* Not Seen Online - set an alert each time a protected endpoint has not been seen
online in the specific timeframe. Select an option from the available intervals or
define a custom interval. This alert can also identify computers where the Endpoint
Protector Client might have been uninstalled.

+ Unplanned Client Termination — set an alert to identify when a user tries to terminate
the Endpoint Protector process.

2. Alert Name — add a name for the alert

3. Options — based on the type of alert you selected, define the alert using the additional
options

4. Administrators - select the Administrators that will receive the alerts.

&) Dashboard

{8) Device Control

Alert Information ~
[© content Aware Protection

Details

-

eDiscovery Event: Endpoint Licenses < v o v

[} L}
@ Denyiists and Allowiists Alert Name: Nar Administrators

. Enforced Encryption Alert Description: Percentage of already used Endpoint Licenses e root
Cuser 1

- : X80% || x 70% || x 90% v
(8 offine Temporary Password Options; =

aad Reports and Analysis

L\ Nerts

System Alerts
Device Control Alerts

e e
Easylock Alerts.

[S]| Directory Services

f=3 Appliance
%} System Maintenance

{8} system Configuration

12.1.2. System Alerts History

From this section, you can view a history of the System Alerts. Alerts that are no longer
needed for auditing purposes can later be deleted.

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



152 | Endpoint Protector 5.9.3.0 User Manual

List of System Alerts History ~
Filters ~
Evert - et Name
Event Option:
T
Show | 10 v | entres Eel | POF  CSV | | SwownieCoumns | | Relood
) event “ Alert Nama Option Created at Actions
O Enspoint Loonses Dot Sysern AloA Davice Conrol 2021-02.26 08 0089 =
(=] Enapoint Licensas Dotault System Alen Content Aware Pratecton for Windows 20210226 08 0003 1 ]
[m} Endpoint Licenses. Detault System Alent Content Aware Pratecton for Mac OS X 2021-02-26 08,0003 in
O  Endpoint Licenses Detaul System Alert Conisnt Aware Proisction for Limux 2021-02-26 08.00:03 =
O Endpoint Lioenses Datauit System Alet aDiscovarytoe Wndomws 2021.02:26 08 0003 i=
O Encpoint Licenses staun System alon aDiscovary for Mac 0 X 2021.02:26 080003 i=
O EnspointLicensas Ootat Sysiom Alet iscovaryforLinix 20210226 08,0003 i=
PR .
[ ]

12.2.Device Control Alerts

From this section, you can create Device Control alerts, for events such as Connected, File
Read, File Write, Enforced Encryption — successfully deployed, etc.

Q)| Dashboard =
(8] Device Control

List of Alerts S
[©) content Avare Protection

[ Select 2l entries
| cDiscovery
Show| 10 v entries Excel PDF [ ‘Show/Hide Columns Reload

{88 Denyiists and Allowiists
. ErmERET O Event & Alert Name Device Type Devices Groups Computers Users Action:
") 5 [m] — - t
) offine Temporary Password

o - -]
aad Reports and Analysis

0 - =
O ANerts

o - - i=

System Alerts

O | e X . - - =
[S] Directory Services

Voo Bk

=3 Appliance

%4 System Maintenance

{8} system Configuration

B system Parameters

@) support

12.2.1. Creating a Device Control Alert
To add a new Alert, click Create, provide the required information, and then click Save.
1. Event - select the event type that generates the alert;
Alerts Name — add a name for the alert;
Device Type — select the device type from the drop-down list of available devices;
Devices — select the specific device already available in the system;

Monitored Entities — select the Groups, Computers, or Users that generate the event;

o g~ w DN

Administrators - select the Administrators that will receive the alerts.
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Dashboard =
Device Control )
Alert Information ~
Content Aware Pratection
Details
eDiscovery Event: Unplanned Client Termination X L ] ~ v
[m] -1
Denylists and Allowlists Alert Name: Name Administrators
Enforced Encryption Alert Description: Unplanned Client Termination a root
[ user 1
Options: Options
Offline Temporary Password
Reports and Analysis
Alerts ® | Search Q
System Alerts
Device Control Alerts
Content Aware Alerts Monitored Entities ~
Easylock Alerts
Directory Services O ] O B o )
Groups Computers Users
g Appliance
[ User [ user
System Maintenance [ user_t [Juser1
[ user_2 [ user 2
System Configuration
System Parameters
) Support ® | Search Q xR | Search Q xR | Search Q

e

12.2.2. Device Control Alerts History

From this section, you can view a history of the Device Control Alerts. Alerts that are no
longer needed for auditing purposes can later be deleted.

Dashboard

List of Device Alerts History ~
Filters »
Event Ay Computer.
B Denyiists and Allowlsts
Device Type: Ld User:
. Enforced Encryption
Device:
) o emporary Password
' o Temparary passwond S . [ ———— .
aad Reports and Analysi DateTime{Cllnt) From: L) Date/Time{Client) To L]

a TS T

Show | 10 v entries EBxcel | POF | €SV ShowMideCoumns | Reload
Event Device Type Device Camputer User , Alerts Generated
Connected USB Siorage Device Cruzer Gida QA MacBook Pro - 20210228 148900 2021-02:28 145847 1
Gonnected USB Sisrage Device uraTe QAMacBook Pro o 20210226 145900 20210226 145842 1

System Maintenance Gonnectsa S Siorage Device Gruzer Gida QA MacBook Pro - 20210226 145719 221.02:26 145708 ' i=

B system coniguration Gonnected S Siorage Devico Ut Tc QA MacBook Pro ™ 20210220 145719 2021-02-20 145708 ' i
Gonrecied USB Storage Device DY microDuo 3.0 A MacBook Pro - 20210228 145649 2021.02.26 145547 ' =

B sistem Parameters
Gonnected USB Storage Device DT microDuo 3.0 QA MacBook Pro o 2021-02-26 14:56:49 2021-02-26 145548 1 i ]

@ suwvort
Gonrected U8B Storage Device OF microDuo 3.0 QA MacBook Pro - 20210228 1486:49 2021.02-20 145650 ' i=
Connected S S10rage Device unte QA MacBook Pro a 20210220 148640 2021-02-20 1485.50 ' is
Gonnwcted USB Siorage Daviss O microbuo 3.0 A MacBook Pro @ 2021-02-26 1456:09 2021-02-26 145548 1 i
Shoving 1109 of 9 envis prevcus Nt

12.3.Content Aware Alerts

From this section, you can create Content Aware alerts, for events such as Content Threat
Detected or Content Threat Blocked.
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&) Dashboard

(8] Device Control

List of Alerts

[©) content Avare Protection
[ Select all entries
= Discovery
Show| 10 v entries Excel POF csv Show/Hide Columns Reload
{88 Denyiists and Allowists
@ ot revpion O Jevent ] lert Hame Content paicy croups Computers Users actions
{®  offine Temporary Password =) ——— i=
B Revort= o A= Showing 1o 1 of 1 entres Previous Next

O ANerts
T ST ST

12.3.1. Creating a Content Aware Alert

To add a new Alert, click Create, provide the information required and then click Save.

1. Event - the event type that generates the alert (Content Threat Detected or Content
Threat Blocked)
+ Content Threat DetectedDPI bypasswhitelist
+ Content Threat Blocked
+ Content Remediation Session Active
+ Content Remediation Request Canceled by User
« DPI Bypassed Traffic

2. Alerts Name — add a name for the alert

3. Content Policy - select a policy to apply the alert (this field is not available if you
select DPI Bypass Traffic event)

4. Administrators - select the Administrators that will receive the alerts.
5. Monitored Entities — select the Groups, Computers, or Users that generate the event
The alert sent on the email will also include a CSV file with a report of the threats found.

Note: Before creating the alert, ensure the selected Content Aware Policy is enabled on the
chosen Computer, User, Group, or Department.
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PROTECTOR

ENDPOINT ) :
. Protecting data where it matters most

Hi User,

This is a Content Aware alert from Endpoint Protector. You are a registered Endpoint

Protector customer with the following information:

Company Name: Company

Main Administrator Name: User

Main Administrator Email: user@company.com
Server IP: 192.000.00.000

1465 threats were detected as per Content Threat Blocked

For more information, please see the attached file.

For additional information, please login to Endpoint Protector.

To stop receiving alert e-mails regarding the selected event, please delete the predefined
alert from Alerts section within the Endpoint Protector main menu.

Have a safe week!

Your Endpoint Protector Team.

&) Dashboard

| ——

£) Content Aware Protection
B cont Protct
overy

BB Denyiists and Allowiists

. Enforced Encryption Ay

S— s ] o o)

Groups Computers
o Appliance
O Fospaenig

[ soQmmcvGUm

[0 osukrAzawe

O afa0n)ss

[ ane3s2sewmc

[0 g0NLOELIV

[0 HL3srCIThN
a % | soren

12.3.2. Content Aware Alerts History

O roat.
0] Testagminstator
0] Adminisrator

o

[0 vadsshwMek
[0 wocqumh7
1 IZQuFsH
[ Eotssexpio
[ MSGPABCWS
[ ImZickGSp
[0 raspinatio

~

a
Administrators

Users

From this section, you can view a history of the Content Aware Alerts. Alerts that are no

longer needed for auditing purposes can later be deleted.
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O Dashboard

@ Device Control

List of Alerts PN
@ Content Aware Protection

[ select all entries
--

eDiscovery
5 . Shew 10 + entries Excel PDF v Showy/Hide Columns Reload
i Denylists and Allowlists d
. Enforced Encryption =] Event 4 Alert Name Content Policy Groups Computers Users Actions
@ Offline Temporary Password O content Threat Detected Qaz Test B=
aad Reports and Analysis Showing 1 to 1 of 1 entries Previous Next
A\ Aerts
System Alerts

Device Control Alerts
Content Aware Alerts
Easylock Alerts

12.4.Enforced Encryption Alert

From this section, you can create Enforced Encryption alerts, for events such as password
changes, messages sent, etc.

&) Dashboard =

(8] Device Control
List of Alerts ~

[ content Aware Protection

[0 Select all entries

B occovery

Show| 10 v entries Excel POF csv Show/Hide Columns Reload
{88 Denyiists and Allowists

[ O b + Hrttame ctons

- No data availabe in table
() offine Temporary Password

‘Showing 0 to 0 of 0 entries Previous  Next

T BT ST

[8) Directory Services
(=3 Appliance

%4 System Maintenance

{8} system Configuration

B system Parameters

@) support

12.4.1. Creating an Enforced Encryption Alert
To add a new Alert click Create, provide the required information and then click Save.
1. Event - select the type of event that generates the alert
* Send Message
+ Change Master Password
* Change User’s Password
* Reset Device
* Change Settings - Installation and Execution
* Re-deploy Client

* Master Password Login Success
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+ Password Login Failure
* Password Login Exceeded
2. Alerts Name — add a name for the alert

3. Administrators - select the Administrators that will receive the alerts.

~
o
Administrators

Qoo
() TestAdministrator
0 At

12.4.2. Enforced Encryption Alert History

From this section, you can view the history of the Enforced Encryption Alerts. Alerts that are
no longer needed for auditing purposes can later be deleted.

&) Dashboard
List of EasyLock Alerts History a
Filters
Event: Ay - pevee:
Device VID: Dece PD:
Deice Sl urmber Ientfcation
Computer: user
Show | 10 v | entres eet | POF | SV | ShowndeCoumns | | Reload
O event 4 Device Identification Computer User Craated at Actions
0 Change Mastor Paseword Cruzer Gide [y A MacBaok Fro - 20210228 15:1008 =
- o [l e
o) =
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13. Directory Services

From this section, you can import and synchronize the entities (Users, Computers, and
Groups) from the company’s Active Directories.

)| Dashboard

Device Control

New Connection v
ontent Aware Protection
Name: Synchronization Narme: Description: Synchronization Description
eDiscovery
Connection Type: Standard - Server: e.0.: WServer2018 or 192.168.0.2
Denylists and Allawlists
W Port: eg.: 389 Base Search Path: ©.9.: OU=Deployed,DC=cososys, DC=com (i ]
Enforced Encryption Username: Username Password: Password

®  Offiine Temporary Password

Reports and Analysis

Synchronizations v
Directory Services
U Filters +
Show 10 w entries Excel PDF csv Show/Hide Columns Reload
% Appliance
O Name  Description Connection Type Server Port Base Search Path Username Last Sync Actions

Sys intenanc i
System Maintenance Na data available in table

System Configuration Showing 0110 0 of 0 entries: revions | et

o]

System Parameters

Support

13.1.Microsoft Active Directory

You can create and manage connections from the Directory Services, Microsoft Active
Directory section. The required information includes the Connection Type, Server, Port,
Username, and Password.

New Connection v
ame: Synchronization Name Description: Synchronization Description

Connection Type: Standard ~ Server: e.q.: WServer2018 or 192.168.0.2

Port: e.g.389 Base Search Path: e.0.: OU=Deployed,DC=cososys,DC=com (5}
Username: Username Password: Password

Note: When having to import a very large number of entities, we recommend using the Base
Search Path to get only the relevant information displayed. Due to browser limitations,
importing the whole AD structure may impede the display of the import tree if it contains a
very large number of entities.
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To ensure the information is correct, click Test to test the new connection.

Once a new connection has been created, it is available in the synchronization list and can
be further edited, to include the required entities.

For the defined connections, several synchronization options are available. From this section,
the connection credentials and synchronization interval can also be changed.

&) Dashboard 1=
{8} Device Control
c Details & Options. -
£ content Aware Protection
Details
°F eoscovery Name: Test Description: Synchronization Description
i Denylists and Allowlists Connection Type: Standard - Server:
. Enforced Encryption fort 389 Base Search Path: 3 e
= Username: Current Password:
%) offiine Temporary Password
New Password: New Password Confim Password:
aad Reports and Analysis
Synchronization Interval 6 hours.
AN Aerts
&) i Advanced Groups Filter
Group Filter: @ o ]
f=3 Appliance
%4 System Maintenance
{8} system Configuration Directory Browser &
B svstem Paremeters
seard Entity Details
@ support Name:
4] 8000
id AD sync Type:
Te
L] A Synclest -
L Admingpp
L] ADSyne Filters
L] Buitin

Description:

] CN=RightsManagementServices

The Advanced Groups Filter can be used to import and synchronize only specific groups,
ignoring all other entities.

From the Directory Browser section, you can select the entities that need to be synced.

Note: You can view only Organizational units (OU) and Groups in the Directory Browser.

Directory Browser A
~ Entity Details
Name: LostAndFound
2 suitn
& Computers Type Contaner

@ Domain Controllers
[] g Foreignseawinyrincosts
& wows
& Infrastructure
e Description:
W g} Lostandround
@ Managed Service Accounts
@ NTDS Quatas
& ou
. Pou
[ & ProgramData

£ sysen
-

Path: €N =LostAndF ound,DC =gaepp,DC =com

Defauit container for orphaned objects

Once the entities have been selected, they can be saved to sync.
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Synchronizations v
Filters v
[ select 31l entries
Show 10 v entries Excel PO CSV Show/Hide Columns Reload
O Name  Description Connection Type Server Port Base Search Path Username Last Sync Progress Actions
No data available in table

Showing 0 to 0 of 0 entries Previous | Next

o]

13.2.Azure Active Directory

You can create and manage connections from the Directory Services, Azure Active Directory.
From this section, Groups from the Azure Active Directory will have their users synchronized
with the Endpoint Protector Server. Group membership will be retrieved recursively by the API
platform itself.
Example

e Group 1-User 1, User 2, User 3;

e Group 2 - Group 1, User 4;

e Group 3 - Group 2, User 5;

If Group 3 is selected for the synchronization operation, only Group 3 will be imported and
created in the Endpoint Protector Server. User 5 will also be imported and will be added as a
member of Group 3. Group 2 and all subsequent groups will be parsed and only the Users
will be retrieved and the actual groups will not be added to the server.

After the synchronization is done, it will look like that on the Endpoint Protector server:

e Group 3 - User 5, User 4, User 3, User 2, User 1;
13.2.1. Configure Azure Active Directory

13.2.1.1.  Create the Application on Azure Active Directory

1. Loginto Azure Portal.
2. Go to Azure Active Directory.

3. Click App Registrations from the Manage section on the Active Directory menu on
the left side, then on New Registration.
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Home > Default Directory

Default Directory | App registrations = - X

Azure Active Directory

n | @ Endpoints  /® Troubleshooting (D Refresh L Download (il Preview features < Got feedback?
O Overview

BB Preview features x
@ Try out the new App registrations search preview! Click to enable the preview, =»
X Diagnose and solve problems

Manage

" @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL} and Azure AD Graph. We will continue to provide technical support and security updates but we will no
A Users longer provide feature updates, Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more.
2 Groups

AE Extemnal [dentities All applications ~ Owned applications  Deleted applications (Preview)

&, Roles and administrators 0 Start typing a name or Application ID ta filter these results
& Administrative units

H Enterprise applications This account isn't listed as an owner of any applications in this directary.

CH Devices View all applications in the directory
pp registrations

Identity Governance

1>

m

Application proxy

Licenses

Ee

\ 4

Azure AD Connect

‘Custom domain names

@

Mability (MDM and MAM)
Password reset

1Ml Company branding

4. On the Registration page enter your Name
5. Onthe Supported account type select Default Directory
Important: Do not fill in the Redirect URI field!

6. Click Register.

Home > Default Directory >

Register an application - X

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?

(8) Accounts i this organizational directory only (Default Directory only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Mulitenant)
(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this new is optional and it can be
changed later, but a value is required for most authentication scenarios.

web | [ eg. nttpsy/example com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications,

By proceeding, you agree to the Micrasoft Platform Policies.

7. Onthe Essentials section save the following information:

e Application (client) ID will be needed for adding it in the Application (client) ID
field on the Endpoint Protector Server.

e Directory (tenant) ID will be needed for adding it in the Tenant ID field on the
Endpoint Protector Server.
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Home > Default Directory >

= Test Application =

[0 search (cmd+n ] « [i] Delete @ Endpoints [F Preview features
B Overview @ Got a second? We would love your feedback an Microsaft identity platform (previously Azure AD for developer). —
& Quickstart
' Integration assistant A Essentials
Manage Display name : Test Application
i i : - cO2c-4ef4-bBE1-

— [Appication (clienty 1D beta7ate-coc-seta-bes1-67a4aptsects |
3 Object ID 4861fb5-fdf3-4ab2-ba34-3a6906c2a901
2 Authentication

[Dumm (tenant) ID ¢ 1def8742-8c49-497a-a304-1019540da191 |

Certificates & secrets

& APl permissions

Supported account types : My organization only

Token configuration

@ Expose an AP|

B App roles

&8 Owners

&, Roles and administrators | Preview

i Manifest

Support + Troubleshooting
£ Troubleshooting

& New support request

13.2.1.2.

Client credentials
Redirect URIs
Application ID URI

Managed application in |

@ Welcome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? Learn more

: Add a centificate or secret

: Add a Redirect URI

Add an Application 1D URI

Test Application

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we wil
no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Get Started  Documentation

e ® m" = i Y

Create a secret ID for the Application

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, epen-source libraries, and application management tools. You can create modern,
standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more(!

N -

The secret ID will be used as an authentication method to gain access to the application via

Graph API.

1. Click Certificates & Secrets on the side menu from the Manage section.

Home > Default Directory »

L

Test Application =

P Search (Cmd+/) « li] Delete @ Endpoints [ Preview features

L (s @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
& Quickstart

# " Integration assistant A Essentials

Manage Display name Test Application

= Branding Application (client) I : bela7afc-co2c-4ef4-b861-67844813ec19

Object ID : 4861ffbS-fdf3-4ab2-ba34-3a6906¢2a901

D Authentication

Supported account types : My organization only

il! Token configuration

APl permissions

Directory (tenant) ID 1def8742-8c49-497a-2304-1019540da191

@ Expose an API

s Qwners

&, Roles and administrators | Preview

El Manifest

Suppart + Troubleshooting

&2 Troubleshoating

2

Client credentials
Redirect URIs
Application ID URI

Managed application in I...

@ Welcome ta the new and improved App registrations. Looking to learn haw it's changed from App registrations (Legacy)? Learn more

: Add a certificate o secret

Add a Redirect URI

: Add an Application ID URI

: Test Application

x
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will
. will g pgraded to Microsoft i ™

na langer provide feature upd

Get Started  Documentation

Library (MSAL) and Microsoft Graph. Lear mor

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management tasls. You can create madern,

standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more’

& New support request

*® m'"

2. Click New client secret on the Certificates & secrets page.

N -
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Home > Default Directory > Test Application

o Test Application | Certificates & secrets #

P Search (Cmd+/) «

B Overview
& Quickstart

#" Integration assistant

Manage

= Branding

D Authentication
Certificates & secrets

il Token configuration

API permissions.

Expose an API

&, Roles and administrators | Preview
Il Manifest

Support + Troubleshooting

& Troubleshooting

2 New support request

 Got feedback?

Credentials enable to identify th Ives to the service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of  client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Alsa can be referred to as publ

T Upload certificate

Thumbprint Start date Expires Certificate ID

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Value Secret ID

Description

Expires

Mo client secrets have been created for this application.

3. Enter a Description for the secret ID.

Home > Default Directory

o Test Application | Certificates & secrets #

£ Search (Cmd+/) «
B Overview
& Quickstart

# Integration assistant

Manage

B Branding

D Authentication
Certificates & secrets

JI! Token configuration
APl permissions

s
@ Expose an APl

]

App roles

&

Owners

Roles and administrators | Preview

B Manifest
Support + Troubleshooting
& Troubleshooting

& New support request

Test Application

Add a client secret

Deseription

< Got feedback?
Expires

[Enter a description for this client secret

( & months

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Centificates can be used as secrets to prove the application’s identity when requesting a taken, Also can be referred to as public

T Upload certificate
Thumbprint Start date

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application pas

+ New client secret

Description Expires Value Sect

No client secrets have been created for this application.

Cancel

4. Click Add and Add a client secret section.
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Home > Default Directory > Test Application Add a client secret
o Test Application | Certificates & secrets = -
: Description [ client secret Description
O Search (Cmd+, « Got feedback?
(psomhren ]« © s | p—
B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart
# Integration assistant
Certificates
Manage
Centificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public
B Branding
D Authentication T Upload certificate
T A e Thumbprint Start date Expires ce
m
Il Token configuration No certificates have been added for this application.
= API permissions.
& Expose an APl
H. App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application pas

&, Roles and administrators | Preview

+ New client secret
 Manifest

Description Expires Value Sear
Support + Troubleshooting
2 Troubleshooting No client secrets have been created for this application.

& New support request

5. Take note of the Secret ID value and make sure to copy it to the clipboard and also to

store it safely because it will be needed further on.

Note: Notice that when navigating back, the secret ID will be hidden.

Home > Default Directory > Test Application
o Test Application | Certificates & secrets =

O Search (Cmd+/) « P Got feedback?

B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

& Quickstart
5 Integration assistant »
Certificates
Manage § o .
Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.
B Branding

D Authentication T Upload certificate

Certiicates & secrets. Thumbprint Start date Expires Certificate 1D

11 Tok

ificates have been added for this application.

9 API permissions

& Expose an API
BL App roles Client secrets
& Owners A secret string that the appiication uses to prove its identity when requesting a token. Also can be referred to as application password.

& Roles and administrators | Preview
+ New client secret

I Manifest

Description Expires. Value Secret ID
Support + Troubleshooting

Client Secret Description /2212022 3yAk-je7EnvxaV.GmINA3VB1hgp6ADI [ |6441f38a-bB2e-4873-9a6d-e9b4315dfa0 1 [i]
&2 Troubleshooting

B New support request

13.2.1.3. Create Users/Groups using Graph API

1. Click Home and then Azure Active Directory.
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Test Application

est Application | Certificates & secrets =

]

|11 Search (Cmd+/)  Got feedback?

] «

ations to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS.

Certificate ID

Secret 1D

B Overview Credentials enable confidential apy

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
& Quickstart
# Integration assistant

Certificates
Manage

Certificates can be used as secrets to prove the application’s identity when requesting a token. Alse can be referred to as public keys.
= Branding
D Authentication T Upload centificate

U Centificates & secrets Thumbprint Start date
Il Token configuration No certificates have been added for this application
- API permissions
& Expose an APl
EL App roles Client secrets.
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
&. Roles and administrators | Preview
+ New client secret
M Manifest
Description Expires Value
Support + Troubleshooting
Client Secret Description 1/22/2022 JyArtesssstisiianion

&2 Troubleshooting

& New support request

Welcome to Azure!

Don't have a subscription? Check out the following options.

+.

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

Azure services

+

Create a
resource

&
Azure Active
Directory

Navigate

Subscriptions

Wi

Manage Azure Active Directory

with Azure Active Directory.

@

App Services

%4

Azure Cosmos
o8

All resources.

[» ] Resource groups

Manage access, set smart policies, and enhance security

#

Quickstart
Center

All resources

6441f382-bB20-4873-9a6d-e9b43f5dffa0 [y [

»

Access student benefits
Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

[

— =
B = -
Virtual Storage SQL databases More services
machines accounts
B4l Dashboard

2. Click Add from the Default Directory| Overview page
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Home >

0 Default Directory | Overview

Azure Active Directory

Manage tenants What's new 5 Preview features

0 Overview
User
Preview features rumriais

Group

A Got feedback? v

X Diagnose and solve problems

Enterprise application

Manage
App registration

& Users
2 Groups Name Default Directory Users 49471
%7 Extemal Identities Tenant ID 1def8742-8c49-4972-2304-1019540da191 [ Groups 122
& Roles and administrators

Primary domain as
& Administrative units
§ License Azure AD Free Devices 0
i Enterprise applications
Gl Devices My feed

B App registrations
Iulia Stoica
928bdadf-b139-467e-8029-c513dced3e96 [

Global administrator and 5 other roles
More info

(& Identity Govemance °
£ Application proxy
w Licenses

® Azure AD Connect

&) Custom demain names
Azure AD Connect

Enabled

4

@ Mobility (MDM and MAM)
Password reset Last sync was more than 1 day ago

il Company branding

3. Click Add User.

Home >

o Default Directory | Overview

Azure Active Directory

“ + Add ~ |83 Manage tenants What's new

@ Overview

u .
= Tutorials

B Preview features
Group

2 Preview features

TLS 1.0, 1.1 and 3DES deprecation
Upcoming TLS 1.0, 1.1 and 3DES deprecation for
Azure AD. Please enable support for TLS 12 on
clients(applications/platiorm) to avoid any service
impact.

A7 Got feedback?

K Diagnose and solve problems

Enterprise application

Manage
App registration

& Users
& Groups Name Default Directary Users 49,471
45 Edernal Identities Tenant ID 1def8742-8c49-4972-a304-1019540da191 ) Groups 122
& Roles and administrators

Primary domain licat 45
& Administrative units
License Aaure AD Free Devices Ll
i Enterprise applications
[l Devices My feed

App registrations
lulia Stoica
928bdadf-139-467¢-8029-c513dced3eds [

Global administrator and 5 other roles
More info

(B) Identity Governance °
EL Application proxy

% Licenses

® Azure AD Connect

&/ Custom domain names
Azure AD Connect

@ Mobility (MDM and MAM) A Enabled

Password reset Last sync was more than 1 day ago

1l Company branding

e Select Create User

A

TLS 1.0, 1.1 and 3DES deprecation

Upcoming TLS 1.0, 1.1 and 3DES deprecation for
Azure AD. Please enable support for TLS 1.2 on
clients(applications/platform) to avoid any service
impact

e Enter the Username and select the Domain

e Enter the Name

¥

b 4

Secure Score for Identity
385%

Secure score updates can take up to 48 hours.

Secure Score for Identity
3.85%

Secure score updates can take up to 48 hours.

e Either click Auto-generate password or create one on your own

e Add the Department

e Click Create
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Home > Default Directory >

New user

Default Directory

£ Got feedback?

(@) Create user O Invite user
Create a new user in your organization. Invite a new guest user ta
have a user name like collaborate with your organization.
alice@testazuregaendpointprotecto.ont The user will be emailed an
| want to create users in bulk invitation they can accept in order

to begin collaborating.
| want ta invite guest users in bulk

Help me decide

Identity
User name * @ [(user e[ intprot..~ |

The domain name | need isn't shown here
Name * [ Test -]
First name [[user <]
Last name [
Password

(O Auto-generate password

4. Repeat Steps 1 and 2, then click Group.
e Select group type security
e Enter a name for the group
e Click No members selected to add membership

e Search for the newly created user and click Select

Home > Default Directory >

New Group

Group type * ©
[ security v

Group name * @

[(sroup -]

Group deseription

[ description -]

Membership type O

Assigned

Owners

No owners selected

Members

No members selected

13.2.1.4.  Add Permissions to the Application
Permission to be added to our application:

e Directory.Read.All
e Group.Read.All
e User.Read.All

Make sure the created application is open then:
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1. Click APl Permissions.

Home > Default Directory >

Test Application =

O Bearch (Cmd-+/) « [i] Delete @ Endpoints Preview features

B Overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
#" Integration assistant A Essentials
Manage Display name  Test Application Client credentials + Add a certificate or secret
= sranding Application (cient) ID  : f8935dbb-e249-4bdf-98a0-2ab2419126e1 Redirect URIs  Add a Redirect URI
Object ID : 851a8df0-907d-4193-9d90-950201b7c214 Application 10 URI : Add an Application ID URI
D Authentication
Directory (tenant) ID 1def8742-8c49-497a-2304-1019540da191 Managed application in I... : Test Application

Centificates & secrets §
Supported account types : My erganization only

11 Token configuration
API permissions @ ‘starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we wil
no longer provide feature updates. Applications wil need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn mare

@ Expose an API

B2 App roles Get Started  Documentation
& Owners
s Roles and administrators | Preview Build your application with the Microsoft identity platform
I Manifest
The Microsoft identity platform is an authentication service, open-source libraries, and application management tools, You can create modern,
Support + Troubleshaoting standards-based authentication solutions, access and protect APls, and add sign-in for your users and customers. Learn more

& Troubleshooting

& Newsupport request a @ o F =
A o. @

o

%N

2. Click Add a Permission

Home > Default irectory > Test Application

- Test Application | API permissions %

5 Search (Cmd+/) « () Refresh < Got feedback?

B Overview
& Quickstart
@ The "Admin consent required” column shows the defauit value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in

o Integration assistant arganizations where this app will be used. Leam more
Manage ) .

Configured permissions
B Branding " . . N " ;

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of canfigured permissions should include
D Authentication all the permissions the application needs. Learn more about permissions and cansent

Centificates & secrets + Add a perr n |+ Grant admin conse fault Directory

Token configuration API / Permissions name Type Description Admin consent requ... Status

“® APl permissions
5 No permissions added

& Expose an API

App roles

To view and manage permissions and user consent, try Enterprise applications.
& Owners

&. Roles and administrators | Preview

H Manifest

Support + Troubleshooting

& Troubleshooting

& New support request

3. Click Microsoft Graph.

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



169 | Endpoint

Home > Default Directory > Test Application
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Request APl permissions

o Test Application | AP| permissions =

P Search (Cmd+/)

B Overview
& Quickstart

# Integration assistant

Manage
=2 Branding

2 Authentication
Centificates & secrets
Token configuration
@ APl permissions

@ Expose an API

App roles

Owners

Manifest

&
4. Roles and administrators | Preview
m

Select an AP

| « O reesh | Got feedback?

Microsoft APIs

Commonly used Microsoft APIs

APIs my organization uses

My APIs

@ The "Admin consent required” column shaws the default value for an organizati

ganis ns where this will b . Learn more.
organizations where this app wil be used. Microsatt Graph

o\
Configured permissions gh’ single endpoint
Applications are authorized to call APls when they are granted permissions by us

all the permissions the application needs. Learn more about permissions and cor

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

Grant admin consent for Default Directory

| Add a permission

"

Programmatic access ta much of the
functionality available through
theAzure portal

API / Permissions name Type Description

No permissions added

To view and manage permissions and user consent, try Enterprise applications.

l] Office 365 Management APis

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity

Support + Troubleshooting logs.

& Troubleshooting

& New support request

4.

Home > Default Directory > Test Application

More Microsoft APls

= -

Schedule large-scale parallel and HPC
applications in the cloud

Click Application Permissions.

- Test Application | APl permissions

0 Search (Cmdi+/) «

B Overview
& Quickstart

3 Integration assistant

Manage
= Branding

2D Authentication

Centificates & secrets
11! Token configuration

= APl permissions

@ Expose an API

App roles

& owners

< All APIs

O Refresh | O Got feedback? @ Microsoft Graph

= L

% Dynamics 365 Business
Central

Secure, iy bject and
data lake storage for unstructured and
semi-structured data

Q SharePoint

Interact remotely with SharePoint data

4L, Awre Cosmos DB

Fast NoSQL database with open APIs
for any scale.

Request API permissions

https:/graph microsoftcom/ Docs o7

What type of permissions does your application require?

The "Admin consent required" calumn shows the default value for an organizati
organizations where this app will be used. Leam more

Delegated permissions

Configured permissions
Applications are authorized to call APIs when they are granted permissions by us

all the permissions the application needs. Learn more about permissions and cor

~+ Add a permission ~/ Grant admin <o

for Default Directory

API / Permissions name Type Description

No permissions added

To view and manage permissions and user consent, try Enterprise applications.

&, Roles and administrators | Preview

i Manifest

Support + Troubleshooting

£* Troubleshooting

& New support request

5. Search for the permissions mentioned above and check each of the permissions.

Add permissions Discard

(Directory.Read.All, Group.Read.All, User.Read.All)

Your application needs to access the API as the signed-in user

access to data and
functionality in Dynamics 365 Business
Central

a Skype for Business

Integrate real-time presence, secure
messaging, calling, and conference
s

[ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and

Application permissians

Your application runs s a background service or daemon without a
signed-in user.
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Home > Default Directory > Test Application Request API permissions ®
- Test Application | API permissions  #
< All APIS
O Search (Cmd+/) « () Refresh | < Got feedback? O Microsoft Graph
https//graphmicrosoft.com/ Docs o'
Overview
» What type of permissions does your application require?
& Quickstart
@ The “Admin consent required” column shows the default value for an crganizati Delegated permissions Application permissions.
izations where this il be used. L
' Integration assistant crganizations whara this app will be used. Leam more Your application needs to access the APl as the signedin user. Your application runs as a background service or daemon without a
signed-in user.
Manage Py
e Configured permissions
W Bandng Applications are authorized to call APIs when they are granted byus Select i spandall
2D Authentication all the permissions the application needs. Leam more about and cor I | i
5 direc X
1 Certificates & secrets + Add a permission /' Grant admin consent for Default Directory Permission Admin consent required
"
Il Token configuration API / Permissions name Type Description
/ Directory (1)
2 APl issi
permsons No permissions added
@ Expose an API g Dreceokedd © ves
- Read directory data
i App roles
hep To view and manage permissions and user consent, try Enterprise = Al ®
Yes
& Owners Read and write directory data

&, Roles and administrators | Preview
W Manifest

Support + Troubleshooting

& Troubleshaoting

& New support request

> RoleManagement

6. Click Add Permissions.

Home > Default Directory > Test Application Request AP permissions %
- Test Application | API permissions %
CAll APIs
O Search (Cmd«+/) « () Refresh < Got feedback? O Microsoft Graph
https//graph.microsoftcom/ Docs '

Overview
» What type of permissions does your application require?
& Quickstart

@ The “Admin consent required” column shows the default value for an organizati Delegated permissions Application permissions.
' Integration assistant B Your application needs to access the API a5 the signed-in user. Your application runs as 8 background service or daemon without a
signed-in user.
Manage .
"o Configured permissions
= Brnding Applications are authorized to call APIs when they are granted permissions by us  Select permissions epand all
D Authentication all the permissions the application needs. Learn more about ions and cor I Ga |
jrec x
¥ Conificates & sacrats + Add a permission /' Grant admin consent for Default Directory Permission ‘Adwin consent required
m .
1l Token configuration API / Permissions name Type Description _
@ APl issions  Directory (1)
permi No permissions added

@ Expose an API O Directory Read All © ves
- Read directory data
HL App roles

s To view and manage permissions and user consent, try Enterprise = Al ©

Yes

& Owners Read and write directory data

&, Roles and administrators | Preview

I Manifest

Support + Troubleshooting
&2 Troubleshooting

B New support request

> RoleManagement

] o |

7. Click Grant admin consent for Default Directory from the APl Permission page.
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Home > Default Directory > Test Application

- Test Application | APl permissions  #

O Search (Cmd+/) ] « () Refresh P Got feedback?
B Overview A\ You are editing permission(s) to your application, users wil have to consent even if they've already done so previously.
& Quickstart

#" Integration assistant

Manage @ The “Admin quired” for i However, user cansent can be customized per permission, user, or app. This column may not reflect the value in your organization, orin
organizations where this app will be used. Learn more
=1 Branding
D Authentication Configured permissions
Certificates & secrets Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

{Il Token configuration

i v i for Default Dir
& APl permissions -t Add a permission Grant admin consent for Default Directory

@ Expose an API AP1 / Permissions name Type Description Admin consent requ... Status

HL App roles  Microsoft Graph (3)

& Owners DirectoryRead Al Application  Read and write directory data Yes A\ Not granted for Default
&, Roles and administrators | Preview Group Read All Application  Read and write all groups Yes A\ Not granted for Default
m Maifest User Read All Application  Read and wite all users' full profiles Yes A\ Not granted for Default

Support + Treubleshooting

To view and manage permissions and user consent, try Enterprise applications.
& Troubleshooting ge pe . try Enterprise appl

& New support request

13.2.1.5. Add Graph Application to Endpoint Protector Server

1. Go to Endpoint Protector Server, Directory Services, Azure Active Directory.

2. Click Add to add an API Consumer - One APl Consumer can be used for multiple

synchronization jobs.

&) Dashboard

@ Device Control

API Consumers -~
Content Aware Protection
—— Show 10 v entres Bl POF | CSV | Show/HideCoumns = Reload
B Denyiists ana Aowtsts Neeme Y p— Tenant 1o ot 10
. Enforced Encryption No data available in table
Showing 010 0 of 0 entries Previous  Next

[ offine Temporary Password

and Reports and Anslyss

S werts

[®] Directory Services Desarigtion:

Name: Name

Tenant ID:

Application (Client) ID:

Cient Secret Vaiue: Client Secret

© 2004 - 2021 CoS0Sys Ltd. All rights reserved.

3. Provide the following details:
e Name
e Description
e Directory (tenant) ID saved earlier on the Tenant ID field
e Application (client) ID saved earlier on the Application (Client) ID field

e Secret ID saved earlier in the Client Secret Value field
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&) Dashboard
o

Content Aware Protection

Show 10 v entres Ewel  POF | CSV | | ShowHdeCoumns  Reload
B Deryists and Alowisis Name Description Tenant 10 Client 1D Actions
. Enforced Encryption (it i T
- Showing 010 of 0 entres Prevous | Next
[ offine Temporary Password
Alerts
- - = -]
[E) Directory Services Desarptn: Deseripton
Tenant ID: [ 2dete742-8c45-4870-a308- 101554000151 |
Application (Cient) ID: I belaZafc-cORc-4ef-b861 67844819 v ]
Clent Secret Value: [ 3yAscojerEmaav.cmina3ve1Lngosa0H <]
Synchronization jobs ~
@) suwpot Filters v
Show 10 Vv entries Excel POF oV Show/Hide Cokumns. Retoad
© 2004 - 2021 CoSoSys Ltd. All rights reserved. Version 5.4.0.0
8 i
&) Dashboard
o
Access token received successfully. Please save your changes.
[ content Aware Protection
API Consumers ~
eDiscovery
B Denyiists and Allowtists . Excel | POF | CSV | Show/HdeComns  Rekoad
P
Name v Description Tenant ID Client ID Actions
® offine Temporary Password No data avallabie in table
aad Reports and Analysis Showing 0t 0 of 0 entres —

- - Lo ] =

[] Directory Services

Name [Crest ]
Description: Descripuon
L Tensot ID: [ 2dete742-5cs9-4975 3308 01553000191 v
¥4 System Maintenance Application (Chent) ID: l bela7afc-coc-def4-b61-6784481dec19 v J
{S) system Configuration Client Secret Value: [ 3yakcsyerEmuxavGmrvaven ngosaor <]
P -
B swpor O .

© 2004 - 2021 CoSoSys Lid. All rights reserved. Version 5.4.0.0

13.2.1.6. Create a Synchronization Job on the Endpoint Protector Server
1. Click Create Sync Job.
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&) Dashbosrd
m C
fi

B Denyiists and Allowlsts

. Enforced Encryption

) offiine Temporary Password

Show 10 v envies

Name v Deseription

Test

Showing 1101 of 1 entries:

+ API Consumer

Showing 0100 of 0 entries.

Create Sync Job Delete

2. Provide Synchronization information:

e Name

e Description

e Select the created APl Consumer

e Select Sync Interval

e Click Save

Synchronization Options

Details

Name: Name

API Consumer:

Map on-premises users: 0

API Consumer

Tenant ID

Client ID

‘Synchronization Interval

No data available in table

Description:

Synchrorization Interval:

The "Map on-premises users" switch in the Azure Active Directory connector controls
how Endpoint Protector (EPP) retrieves user names in hybrid environments with both a
local Active Directory and Azure Active Directory (Azure AD). This switch has two states:

e Unmarked (feature disabled): EPP uses the "userPrincipalName" Azure AD attribute

to retrieve user names. This attribute is the primary source for user identification and
account mapping.

e Marked (feature enabled): EPP uses the "onPremisesSamAccountName" Azure AD
attribute to retrieve user names, ensuring accurate synchronization between the local
Active Directory and Azure AD.

By utilizing this feature, EPP ensures seamless synchronization of user names, preventing
duplicate usernames. Enable or disable the "Map on-premises users" feature based on your
specific hybrid environment setup and requirements.
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14. Appliance

14.1.Server Information

From this section you can view general information about the Server, the System Fail/Over
status, information on Disk Space usage and Database, and the Server Uptime.

System Fail/ Over Status
System FaijOver Status: NIA
Disk Space Info Disk Space
— 3,96 9% from 506 Piease cansider taking one of the following actions in System Maintenance tab f you have used up 95% of the storage:
respurces avallable on the appance:
Dick Space EPP Server: 246 - 1% from 258G 1. Backeup & Save old or unneeded logs by going to File Maintenance and selecting the suitable option.
Logs on Disk: 40K stored in jvar/eppfiesfiogs 2. Remove old or unneeded lags by going to Fle Maintenance and selecting the suiable opton.
Altarnatively, 9o to System Configuration > System Policles and:
adows on Disk: M stored in Nvarfeppfies/shadows
Shadons on Bk ; frre 3, Disable or Change the granularty of your poliies, Actiating File Tracing / Shadowing under Giobal Setings wil greaty affect
your Server performance. It i recon ‘activate File Tracing / Fle Shadowing for specific Computers.
4. Enable the Automaic Log Cleanup feature and Set the HOD Disk Space percentage at which the process wil begin
Database Disk Space accupied
Database Disk Space occupied: 32 stored in fvarfibjmysqlfeppdatabase
Number of Logs In Database: 209
Number of Fles Traced: 5
Number of Fes Shadowed: 2
System
Uptme: 07:50:02 up 1 day, 16:18, 0 users, load average: 1,31, 0.86, 0.82 - 1, 5 and 15 minutes ago
Unux Distribution: Ubuntu 18,043 LTS
System Information Update: 2021-Feb-26 07:50:02

14.2.Server Maintenance

In this section, you can set up a preferential time zone and NTP synchronization server,
configure the IP and DNS, register the client certificate, set up a self-signing certificate,
perform routine operations and manage the SSH access.
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Q) Dashboard =Jiz
8] Device Control pr—
[© content Avare protection Please select your timezone Europe v Berln v
— NTP Server pooLatp.org Example : pool.ntp.org
% eDiscovery
How often to synchronize Once a week v
[ venyiists and Alowiists Current server time 2022.03:31 09:52:44
Automatic NTP Synchronization Disabled O Enabled ®
[
save Synchronize Time Refresh Curent Time
(8 offine Temporary Password
1P Configuration
ad Reports and Analysis
1 Address 192.168.15.21
W rers Gateway: 192.168.14.1
Netmask: 255.255.254.0
[8) Diectory Services “Note: Modiying Network Configuraton could stop communiction btween EPP Chents and Serve,
=3 Appliance DNS Configuration
Server Information
o 1: 192.168.0.1
Server Maintenance
SIEM Integration ons 2
*Note: At least one DNS should be configured. Endpoint Protector Appliance requires a functional DNS for sending e-mail alerts and for live update mechanism.
¥} System Maintenance
Save.
{3} system Configuration
Client Registration Certificate

B system Parameters

@) support

No e chosen

14.2.1. Time Zone

In this section you can set a preferential time zone and/or sync the appliance to an NTP
source.

e Time zone - select from the drop-down lists the zone and location

e NTP Server - type the server or go with the default entry

e How often to synchronize — select from the drop-down a time interval when to
synchronize of go with the default selection

Note: The appliances are prefigured to sync once a week with pool.ntp.org.
e Current server time — the field displays the current server time

e Automatic NTP Synchronization — opt in or out to trigger the NTP synchronization
automatically

e Click Save to keep all modifications without triggering the synchronization process.

e Click Synchronize Time to trigger the synchronization, which will occur in the next 5
minutes. The Alerts and Logs will be reported after the 5 minutes in a format of your
choice.

e Click Refresh Current Time to update the Current server time field.

Time Zone
Please select your timezone Europe  w  Berlin ~
NTP Server pool.ntp.org Example : pool.ntp.org
How often te synchronize Once a week v
Current server time 2022-03-31 09:52:44
Automatic NTP Synchronization Diszbled )  Enabled @
Save Synchronize Time Refresh Current Time
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14.2.2. |IP Configuration

In this section you can change the network settings for the appliance to communicate
correctly in your network.

Important: Once you change the IP address, close and open again the Internet browser and
then access the Endpoint Protector Administration and Reporting Tool with the new IP
address.

IP Configuration
IP Address: 192.168.15.21
Gateway: 192.168.14.1
MNetmask: 255.255.254.0

*Note: Mcdifying Network Configuration could stop communication between EPP Clients and Server.

14.2.3. DNS Configuration

In this section you can modify or add a DNS server address and then Save your changes.

DNS Configuration

DNS 1: 192.168.0.1
DNS 2:

*Note: At least one DNS should be configurad. Endpoint Protector Appliance requires a functional DNS for sending e-mail alerts and for live
update mechanism.

Save

14.2.4. Client Registration Certificate

From this section, you can register and then verify the Endpoint Protector Client certificate
signature. The client registration certificate is an additional security measure enabling
certificate-based authentication.

Important: The Client Registration Certificate feature is not available for Linux!

1. Enable the custom certificate setting and then upload the certificate chain, Root CA
and Intermediate;

When the custom certificate is enabled then:

e Endpoint Protector Server will validate the client certificate at the
registration phase
e Endpoint Protector Client will not validate the server certificate

When the custom certificate is disabled then:

e Endpoint Protector Server will not validate the client certificate at the
registration phase
e Endpoint Protector Client will not validate the server certificate

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



177 | Endpoint Protector 5.9.3.0 User Manual

2. Enable the test certificate setting and then upload a certificate signed by root CA just
for testing the signature (for example the Endpoint Protector Client certificate);

3. Click Save and allow 2 minutes for the information to be validated. You will view a
successful message confirming the custom certificate was added and the test
certificate is valid.

Important: The client registration authentication certificate and the Endpoint Protector server
certificate must be issued by the same CA.

For this feature to work, there must be cryptographic identities signed by the root CA
deployed on the endpoints.

e On macOS these identities should be added to System Keychain in the "My
Certificates" section.

e On Windows they should be placed in the Certificate Manager's Local
Computer\Certificates\Personal section.

Client Registration Certificate

Enable custom certificate:

On
Upload Certificate Mo file chosen
Test certificate:

On
Upload Test Certificate No file chosen

Save

14.2.5. Server Certificate

In this section you can set up a custom certificate.

To do so, copy and paste the content from the .pem certificate in the body and key text
boxes and then Save your modifications.

Server Certificate

-/ Paste the certificate body into the following text box. ./ Paste the certificate key info the following text bax.

Save

14.2.6. Server Certificate Validation

From this section, you can configure Server Certificate Validation, which ensures that
certificates used for all communication requests on EPP clients are validated. This feature is
crucial for maintaining secure communication between various Endpoint Protector (EPP)
products.
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Note: All certificate validation statuses will be reported to the EPP Server and stored for
debugging purposes in EPP Client logs.

Important. Please use this feature responsibly, as improper certificate usage with

certification validation might disrupt EPP Client to EPP Server communication.

Important: Starting from the 5.9.0.0 release (for Windows: 6.0.x.x; for MacOS: 2.8.3.x; for
Linux: 2.2.0.x) or higher, enabling this option activates EPP Server Certificate Validation for
all communication requests on EPP clients. This enhances the security of your EPP
environment by ensuring that certificates used for communication are valid and trusted.

14.2.7. Appliance Operations
In this section you can perform appliance operations such as Reboot or Shutdown.
Appliance Operations

Reboot the Hardware Appliance: Reboot

Shutdown the Hardware Appliance: Shutdown

14.2.8. SSH Server

In this section you can manage user access to the Appliance through the SSH protocol.

Note: We recommended you set this option to Enable before requesting Support access.

55H Server
Enable: O]
Disable: @)

Save
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14.3.SIEM Integration

SIEM are a third-party security information and event management tools that allow logging
and analyzing logs generated by network devices and software. The integration with SIEM
technology enables Endpoint Protector to transfer activity events to a SIEM server for
analysis and reporting.

In this section, you can add, edit or delete an existing SIEM Server integration. To edit or
delete a SIEM Server you need to select an available SIEM server integration.

Important: You can configure a maximum number of 4 SIEM Server integrations.

aad Reports and Analysis

To create a SIEM Server click Add New and provide the following information:

e SIEM Status - toggle switch to enable/disable the SIEM server

e Disable Logging — toggle switch to enable/disable logging
Note: If you disable logging, logs will be stored on the Endpoint Protector Server or on
the SIEM Server when SIEM is enabled.

e Server Name - add a server name

e Server Description — add a description

e Server IP or DNS - add the IP or DNS

e Server Protocol — select the UDP or TCP server protocol

Note: Based on the protocol you select you can enable SIEM Encryption.

e Server Port — add a port
e Exclude Headers - toggle switch to enable/disable log headers

Note: If you disable log headers, you will only export data to SIEM.
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e Log Types — select from the available options the logs to send to the SIEM Server

Server Information -~

Server Status Server Logging €

SIEM Status: [ on @] Disable Logging: (@ o~ ]
Server Settings
Server Name: Server Name Server Protocol: l e -
Server Description: Server Description Server Fart: Server Port
Server IP or DNS: Server IP or DNS Exclude Headers: [ on @] (i ]
Enable Encryption: [ o @]
Add Cartificats:
Choase Fila | No file chosen
Log Types -~
\/ Selact the Log Types to ba sent to the SIEM Sarver.
[ pevice Control [ cContent Aware Protection [ eDiscovery [ Other SIEM Logs.
[ Blocked [ Content Remediation Request Cancelled by User [ File Reported [ AD Synchronization
[] Connected [] Content Remediation Session Active [] Admin Actions
[ pevica not TD [ content Threzt Blocked [ APHS certificats
ancalled by Usar [ Content Threat Datacted [ Cliant Info Update
[ Client Integrity Fail
[ client Uninstall
[0 content Aware - Logs Amount

wice TD [ Delete
[ pisabled [ Device Contral - Logs Amount
[ pisconnactad [ endpeint Licenses

[ EasyLock - deployment Failed

[ Extemal Repository Upload

Important: Please be aware that the SIEM integration feature in Endpoint Protector comes
with certain limitations. To make use of the latest features of this SIEM integration, your
environment must meet specific criteria. It should have been installed from image version
5.6.0.0 or a more recent version, and maintain an active HTTPS connection. Please note that
SIEM integration is only accessible in environments that meet these stringent prerequisites.

14.3.1. SIEM Encryption

When using the TCP protocol, you have the option to encrypt communication to each SIEM
server. In order to do so, enable the Encryption setting and then Upload the root CA that was
used to sign the server certificate for the SIEM server in .pem format.

Important: The certificate used on the SIEM server must be signed by the same CA as the
one uploaded to the EPP Server. Endpoint Protector will check the following:

e the SIEM certificate is signed by the CA, and the CN or SAN matches the name for
the SIEM machine

e the Root CA has the Basic Constraint CA set to true

When validating a certificate, the entire certificate chain must be valid, including the CA
certificate; if any certificate of the chain is invalid, the connection will be rejected.

Make sure you update the certificate files when they expire.

Note: If you applied the latest patch using the Live Update option, and cannot view the SIEM
encryption setting, please contact Customer Support.
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15. System Maintenance

15.1.File Maintenance

This module allows you to retrieve, organize and clean-up files used by the Endpoint
Protector Server.

Usa this feature to retrieve/crganize and clean-up thes fles.

Shadow Files
Lag Backup Files

You have the following options:

+ Shadow Files: allows archiving and deleting shadowed files from a selected client
computer

+ Log Backup Files: allows archiving and deleting previously backed up log files

To archive a previously selected set of files click Save as Zip and to permanently remove a
set of files from the Endpoint Protector Server click Delete.

15.2.Exported Entities

From this section, you can view the list of exported entities, download or delete them, and
view the scheduled export in the system and reschedule them accordingly.
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&) Dashboard =

(8] Device Control
Exported Entities s

[©) content Avare Protection

== Listof exports  Scheduled exports  Settings exports

eDiscovery
Filters v
{88 Denyiists and Allowists
[ select all entries

[ —

(™ offline Temporary Password show| 10 v |entries Excel = PDF | CSV Show/Hide Columns Reload
Reports and Analysis ()  ExportName Export Type Export Entities Export Recurrence Created at  Actions
Alerts o Np—— . - - - =
Directory Services o =

o =

o Appliance

Showing 1 to 3 of 3 entries

System Maintenance

o [l
File Maintenance
Exored ees

System Snapshots
Audit Log Backup
External Storage:
System Backup

System Backup v2

File Shadows Repository

System Configuration

You can initiate the manual generation of the scheduled export from the Device Control, List
of Devices / List of Computers / List of Users / List of Groups sections.

&) Dashboard E

{8 Device control

List of Devices A
Dashboard
Filters v
Show | 10 v entries Excel  POF  CSV | Show/HideColumns | Reload
) Device Name . Device Description VID  PID  Serial Number Device  Last Last LastSeen  Actions
Type Code User Computer
O Buetooth Device Bluetooth Bluetooth Devica/Broadeom =
[© content Aware Protection -
O Bustooth Device Biuatoath Bluetooth Device/Broadcom =
- -
% eDiscovery [ CommuncaionsPot o o Communications. Port (COMJ{(Standard =
(comn) port types) i=
[ Denyiists and Allowists ) CommumcstonsPet (L Commumcaions Por (COMTMSunne =
(comn) part typss) E
Enforced Encryption o i
. O CnzeGide UCE RS Cruzer Glide/SanDisk i=
Device
Offline Temporary Password -
= [0 DATATRAVELER 30 :i‘i:‘""“ DATATRAVELER_3 6/KINGSTON =
Reports and Analysis S T |- —
O DT micobwao USB SIo2e 1 microDuo 3 0kingston NS
Device
Alerts % =
O FLasHDIsK USB SIorae ) agi_DISKIGENERIC * =
Device
R O [Esscehement: etk s BoetSevint Srnterl o =
Frinter Fri H
B coionce sl TIMMS 5 Export List of Devices
C Ganeni PostSaript Networt 2% =
O o Pt (@ Schede Export st fart =

¥4 system Maintenance [E] export Devices (150N)

Showing 1 to 10 of 19 entries. [E] import Devices (150N) Previous - 2 Newt

{8} system Configuration

@ Refresh Device Codes

B srem parameters
@) support

Device Control - Schedule Export

The list of endpaints will be scheduled for export according to the set date and time below. Automatic emails will
alsa be sent to the Administrators that chass to reczive them,

Run: Start date:
© Daily {every day) B 201910417 14:58:44
(@) Weekly (svery 7 days)

) Manthly (=very 30 days)

The scheduled exports can be sent automatically via e-mail to all the Administrators that
have the Scheduled Export Alert setting enabled.

The Scheduled Exports are reoccurring (Daily / Weekly or Monthly), and, as such, will
continuously take up more and more storage on the Endpoint Protector Server.
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To maintain performance and, since these exports can also be sent automatically via e-mail
to specific Administrators, the Scheduled Exports already generated are automatically
deleted from the Server after 14 days.

For performance reasons, the Scheduled Exports and Disable Logging option allows you to
also keep the logs on the Endpoint Protector Server or only have them in the SIEM Server.

15.3.System Snapshots

The System Snapshots module allows you to save all device control rights and settings in
the system and restore them later if needed.

Important: After installing the Endpoint Protector Server, we strongly recommend that you
create a System Snapshot before modifying anything. In this case, you can revert back to the
original settings if you configure the server incorrectly.

To create a System Snapshot, go to System Configuration and click Make Snapshot.

Croatod ai + Craatod by Actions

26 Fabruary 2021 7:30 root
26 February 2021 7:38 rost

Enter a name for the snapshot and a description. Select the items to store in the snapshot,
Only Rights, Only Settings, or Both and then click Save.

The snapshot will appear in the list of System Snapshots.

To restore a previously created snapshot, click Restore next to the snapshot, and then
confirm your action.
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Settings for 2 groups. The for System uses both user and computer rights, prioity for computer right.

© Onlyrights () Only settings. @ Both

15.4.Audit Log Backup

Similar to the Log Backup and Content Aware Log Backup, this section allows old logs to be
saved and exported. The options to select the number of logs to be exported, period and file
size are available, as well as the option to view a Backup List or set a Backup Scheduler.

Both the Audit Log Backup and Audit Backup Scheduler offer several options like what type
of logs to backup, how old should the included logs be, to keep or delete them from the
server, to include file shadows or not, etc.

&) Dashboard =

(8] Device Control
‘This section allows management of old logs. Choose which logs you want to backup and export or delete from the database.

[© content Aware Protection

Make Backu -
| cDiscovery D

Choose what type of backup to create

@8 Denyiists and Allowists
Audit Log Backup Audit Content Aware Log Backup Audit eDiscovery Log Backup

[ -
Keep or delete logs from server when creating the backup
(8 offiine Temporary Password Keep backed up logs Keep backed up shadows

Reports and Analysis
it o/ Leaving the above options unchecked will delete old logs from the server and improve performance.

& Aerts ) Large file shadows willaffect the export procedure and the server performance. This should be managed separately prior to export.

[8) Directory Services Choose what logs to backup Average number of logs in one pack

f=d Appliance Al - 1,000,000

¥} System Maintenance

Choose backup export format
File Maintenance:
Exported Entities.
System Snapshots
Auit Log Backup Choose what File Shadows to include

@® osv

External Storage @ Do not include file shadows O Include all file shadows regardless of size © Include file shadows smaller than [__| M8
System Backup

System Backup v2

File Shadows Repasitory Start

{8} system Configuration

An Audit Log Backup is currently scheduled!

However, the main difference comes from the fact that the exported logs come in an
improved visual model, making things easier to audit or to create reports for executives.

The Backup export CSV file will differ based on the Endpoint Protector Server version used:
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e For Endpoint Protector 5.6.0.0 or older, the CSV file reports a file for each threat

discovered

e For Endpoint Protector 5.7.0.0, reports, only one file containing all threats discovered,
separated by an underscore

ENDPOINT
PROTECTOR

Logs | Filetrace | Shadows |

Collection Shadow 2016-01-28 17

Logs Report

3 - 2016-01-28 17:23:07 v

Show 25 = entries Search
Username * Machine Name machine Ip Filename Filehash Filesize(Kb) Filetype Event Time Log Action

ANDREIP-WIN10 192.168.15.34 1~ Copy (10) - Copy - Copy - Copy - CoPY ~ COPY ~ y5530fp1a715e1760e2205be14b6f71a  0.01 20160128 1 3701560558433075842 =

ANDREIP-WIN10 192.168.15.34 1- Copy (10) - Copy - Copy - Copy - Copy - Copy:txt  15530fb1a715e1760e2205be14b8f71a  0.01 2016-01-28 1 3701560558433075843 =]

ANDREIP-WIN10 192.168.15.34 1~ Copy (10) - Copy - Copy - Copy - Copy.txt 15530fb1715¢1760¢2205be14b871a  0.01 2016-01-28 1 3701560558433075844 a8

ANDREIP-WINIO 192.168.15.3¢ 1- Copy (10) - Copy - Copy.txt 15530fb1a715e176062205be14b871a  0.01 2016-01-28 17:22:14. 3701560556433075846 =]

ANDREIP-WIN1O 192.168.15.34 1- Copy (10) - Copy.txt 15530fb1a715€1760e220Sbe14b8f71a  0.01 2016-01-28 1 3701560558433075847 =]

ANDREIP-WIN10 192.168.15.34 1 - Copy (100) - Copy - Copy - Copy - Copy - 15530fb1a7151760e2205be14b871a  0.01 2016-01-28 17: 3701560558433075850 =]

ANDREIP-WIN10 192.168.15.34 1+ Copy (100) - Copy - Copy - Copy - Copy.txt 15530fb1a715¢1760e2205be14b871a  0.01 2016-01-28 1 3701560558433075851 =]

ANDREIP-WIN1O 192.168.15.3¢ 1 - Copy (100) - Copy - Copy - Copy.txt 15530fb1a715€17606220Sbe14b8f71a  0.01 2016-01-28 17: 3701560558433075852 a

ANDREIP-WIN10 192.168.15.34 Capeopy (100) - Copy - Copy - Copy - CopY - COPY 3 5530M1a715e1760e2205be14bef1a  0.01 20160128 1 3701560558433075849 =]

ANDREIP-WIN10 192.168.15.34 1 - Copy (100) - Copy - Copy.txt 15530fb1a715e1760e2205be14b371a  0.01 2016-01-28 1 3701560558433075853 a8

ANDREIP-WINIO 192.168.15.3¢ 1- Copy (10).b¢t 15530fb1a715e176062205be14b871a  0.01 20160128 1 3701560558433075848 =]

ANDREIP-WIN1O 192.168.15.34 1.- Copy (10) - Copy - Copy - Copy.txt 15530fb1a715€1760e220Sbe14b8f713  0.01 2016-01-28 17+ 3701560558433075845 =]

ANDREIP-WIN1O 192.168.15.34 1 - Copy (100) - Copy.txt 15530fb1a715e176062205be14b871a  0.01 2016-01-28 17:22:14. 3701560558433075854 a

ANDREIP-WIN10 192.168.15.34 Capecpy (10000 = Copy - Copy - Copy - Copy - 15530 1a715¢176062205be14b8F7 12 0.01 2016-01-28 17 3701560558433075855 8

ANDREIP-WIN10 192.168.15.34 1- Copy (1000) - Copy - Copy - Copy - Copy.txt 15530fb1a715e1760e2205be14b671a  0.01 2016-01-28 1 3701560558433075856 a

ANDREIP-WINIO 192.168.15.3¢ 1 - Copy (1000) - Copy - Copy - Copy-txt 15530fb1a715e176062205be14b871a  0.01 2016-01-28 17+ 3701560558433075857 8

ANDREIP-WIN1O 192.168.15.34 1 - Copy (1000) - Copy - Copy.txt 15530fb1a715€1760e220Sbe 14b8f71a  0.01 2016-01-28 17:22114 3701560558433075858 =]

ANDREIP-WIN10 192.168.15.34 1- Copy (1001) - Copy - Copy - Copy - Copy.tt 15530fb1a715176062205be14b871a  0.01 2016-01-28 1 3701560558433075860 =]

ANDREIP-WIN1O 192.168.15.3¢ 1 - Copy (1001) - Copy - Copy - Copy.txt 15530fb1a715€17606220Sbe14b8f713  0.01 20160128 1 3701560558433075861 =]

ANDREIP-WIN10 192.168.15.34 1- Copy (1002) - Copy - Copy - Copy - Copy.txt 15530fb1a715e1760e2205be14b671a  0.01 2016-01-28 1 3701560558433075864 a

ANDREIP-WINIO 192.168.15.3¢ 1 - Copy (1002) - Copy - Copy - Copy-txt 15530fb1a715e176062205be14b871a  0.01 2016-01-28 17:22:15 3701560558433075865 =]

ANGREIP-WINIO 192.160.15.36 L Copy (1002) - Copy - Copy - Copy - Copy - 1s530fb1a71561760e2205be14b871a 0,01 oteorzezants  woissossssmorssss

ANDREIP-WINIO 192.168.15.3¢ 1- Copy (1002) - Copy - Copy.txt 15530fb1a715e176062205be14b871a  0.01 20160128 1 3701560558433075866 =]

ANDREIP-WIN1O 192.168.15.34 1 - Copy (1001) - Copy - Copy.tt 15530fb1a715€1760e220Sbe14b8f71a  0.01 2016-01-28 1 3701560558433075862 =]

ANDREIP-WIN10 192.168.15.34 =Gy () =Gy =y =Ciyy == 15530fb1a715€1760e2205be14b8 712 0.01 2016-01-28 1; 3701560558433075859 =]

Search Username Search Machine Name machine Ip lehash Search FileSize(Kb) Search Filetype Search Event Time arch Log

Showing 1 to 25 of 828 entries Previous 2 3 4 s 34 Next

15.4.1. Audit Log Backup Scheduler

While the Audit Log Backup starts the backup instantly, the Audit Log Backup Scheduler
provides the option to set the procedure for a specific time and the frequency of the backup
(every day, every week, every month, every year, etc.).
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Schedule Backup

Choose what type of backup to create

[ Schedule Audit Log Backup [ Schedule Audit Content Aware Log Backup

Choose the frequency for the backup

Every month -

Keep or delete logs from server when creating the backup

[ Keep backed up logs [] ¥eep backed up shadows

\ ,/ Leaving the above options unchecked will delete old logs from the server and improve performance.

\ ’/ Large file shadows will affect the export procedure and the server performance. This should be managed separately prior to export.
‘Choose what logs to backup

Older than 1 month -
Choose backup export format

@ csv

Choose what File Shadows to include

@ Do not include file shadows

(O Include all file shadows regardless of size

Schedule Audit eDiscovery Log Backup

Average number of logs in one pack

1,000,000 -

O Indude file shadows smaller than Ij MB

15.5.External Storage

From this section, you can externalize files generated by Endpoint Protector to a particular
storage disk from the network. Files such as Shadows, Audit Log Backups and System
Backups can be saved to an FTP, SFTP or Samba / Network Share server.

You can enable the option to keep a copy of the files on the Endpoint Protector Server for all

External Storage Types.

Before testing the connection, it is required to save the current setings to the database.

B content vare protection

Endpoint Protector Server - External Storage Settings

-

eDiscovery
I Denyiists and Allowiists Extermal Storage:
Enable Storage: <D
Exemolze files: [ " snogows | x auot Log Backup
* System Backups N
Domain or Workgroup: e.g.: Ca808YS.com or WORKGROUP o

Usemame: username
a Appliance

System Maintenance

@) support

Extemal Storage Type: Samba / Network Share
Keep copy on EPP Server: "o @)
Authentication Security: Oefault

Mount Poirt: 1/182.168.14.20/hornes/userriame/

Protocol Version: Default

Password:
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15.5.1. FTP Server

To configure an FTP Server, provide the following information:
e Externalize Files - the Endpoint Protector files: Shadows, Audit Log Backup or
System Backups
e Server IP Address - the IP of the external server
e Remote Directory — a specific location on the external directory
e Username - the username of the external server
e Password - the associated password
e Enable Storage
e Server Port
e Passive Connection

e Anonymous Login

&) Dashboard tenar

@ Device Control

Before testing the connection, It s required to save the cUTent settings t the database.
[ content Aware Protection

p— _ Endpoint Protector Server - External Storage Settings ~
*® ebiscovery

I oenyiists and Allowiists Exteral Storage: ©D Extemal Storage Type: FTP Server
. Enforced Encryption

Enable Storage: [ o @] Keep copy on EPP Server: (@ o ]
) offine Temporary Password
aad Reports and Analysis x System Backups
N Alerts Remote Directory Jepp/fies/ (i} Server Port: 2
[8] Directory Services Passive Connection: (@ o Anonymous Login: (@ o J
B Avpiance Usemame: sern Password;
¥} system Maintenance

{2} system Configuration

B system parameters

Q) support

15.5.2. SFTP Server

To configure an SFTP Server, provide the following information:
e Externalize Files - the Endpoint Protector files: Shadows, Audit Log Backups or
System Backups
e Server IP Address - the IP of the external server
e Remote Directory — a specific location on the external directory
e Server Port - the port of the external storage server
e Username - the username of the external server

e Password - the associated password
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e Enable storage

&) Dashboard | 1

(8] Device control
Before testing the connection, it s required to save the current settings to the database.

[ content Aware Protection

C— Endpoint Protector Server - External Storage Settings ~
ery

B Denyiists and Allowists Extemal Storage: [ o @] Extemal Storage Type: SFTP Server
. Enforced Encryption

= Enable Storage: o @) Keep copy on EPP Server: (@ o )

) offine Temporary Password

aad Reports and Analysis

A Aens

Username: epproot Password: e

[®) Directory Services
= Appliance

¥} system Maintenance

{&) system Configuration

B system parameters

@) suoeort

15.5.3. Samba / Network Share Server

To configure a Samba / Network Share Server, provide the following information:

e Enable Storage

e Keep copy on EPP Server — enable this setting to create; a backup of the storage on
the Endpoint Protector Server

e Externalize Files — select the Endpoint Protector files: Shadows, Audit Log Backup or
System Backups

e Authentication Security — select the security protocol: Default, NTLM, NTLMv2,
NTLMSSP

e Domain or Workgroup — only where applicable

e Mount Point

e Remote Directory — a specific location on the external directory
e Protocol Version

e Username - the username of the external server

e Password - the associated password
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Content Aware Protection

eDiscovery

Denylists and Allowlists

E Encryption

Offline Temporary P

Reports and Analysis

Alerts

Directory Se

Appliance

System Maintenance

Befare testing the connection, It is required ta save the current settings to the database.

Endpoint Protector Server - External Storage Settings

Extemal Storage:

Enable Storage:

Externalize Fles:

Domain or Workgroup:
Remote Directory:

Usemame:

T aETE.

o 8]

x Shadows | | x Audit Log Backup
x System Backups

1 or WORKGROUP e

[ )@

username

Extemal Storage Type:

Keep copy on EPP Server:

Authentication Security:

Mount Poirt
Protocol Version:

Password:

Samba / Network Share

[ ov @]

Default

1/192.168.14.20/nomes/usermame

Default
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15.6.System Backup

15.6.1. From the Web Interface

This module allows you to make complete system backups.
&) Dashboard

@ Device Control

List of System Backups =
[ Content Aware Protection
Filters »
= cDiscovery
Show| 10 w | entries Excel | POF | CSv | Show/de Cowmns | Reload
Il Denyiists and Allowiists
[m] Backup Name Description Server Version File Name File Hash File Size Created at v Status Actions
No data available in table
Showing 0 t0 0 of 0 entries Previous  Next

aad Reports and Analysis

5 erts Import and Restore (Migrate) Back

[8) Directory Services

f=al Appliance

¥} system Maintenance

File Mal

{8} system configuration

B svstem parameters

Q) support

To view the list of current backups, go to System Maintenance, System Backup v2.

To restore the system to an earlier state, click Restore next to the entry and then confirm
your action.

Important: Once deleted, a backup cannot be recovered.

The Download button will prompt you to save the .eppb backup file on the local drive. It is
recommended to keep a good record of where these files are saved.

Important: When using the Restore Backup feature, we recommend requesting assistance

from support@endpointprotector.com.

Create System Backup

Backup Details
Mame: Backup 12122014
Description: Just your regular badkwup.
Database Content: The entire database content will be saved ®
Application Sources: The entire application sources will be saved @
g Save T+ Back

On the Make Backup section, you have the following options:
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= Save the Database content - the backup file will contain all the devices, rights, logs,
settings and policies present on the EPP server at the making of the backup.

= Save the Application sources - the backup will contain files such as the EPP clients
and others related to the proper functioning of the server.

Note: The System Backup will not contain nor preserve the IP Address, File Shadowing
copies or the Temporary Logs Files.

The second section, Status, returns the state of the system. If a backup creation is in
progress, it will be reported as seen below.

System Backup Status

System Backup Status

Creating system backup 30% done

g:: Refresh +_ Back

If the system is idle, the button will return the last known status, which by default is set at
100% done.

The next menu, Upload, allows you to populate the backup list with .eppb files from the local
filesystem. This functionality is useful in cases of server migration or crash recovery.

Important: Endpoint Protector Backup Files (.eppb) larger than 200 MB can only be uploaded
from the console of the appliance. We recommend that you contact Support when a created
.eppb file exceeds this 200 MB limit.

Upload System Backup

Upload System Backup

Choose System Backup File: Mo file selected,

* Note: Please use a valid .eppb file.

& Upload fe Back

From this section, you can schedule an automatic backup routine by setting a trigger
condition, the System Backup time interval. The routine can be set to run daily, weekly,
monthly and so forth.
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The Scheduler will also prompt the administrator with the Last Automatic System Backup
reminder.

Note: A scheduled routine is recommended in order to prevent unwanted loss.

List of Available Backups

6 Backup scheduled successfully

System Backup Scheduler

This option allows you to schedule an automatic system backup routine.
Backup Trigger conditions:

System Backup time interval:  every 2 weeksE

Last Automatic System Backup: 10-0ct-2014 (13:39:02)

(& Save o Back
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Endpoint Protector offers the option to revert the system to a previous state from the
administrative console on which the initial configuration occurs.

Endpoint Protector Appliance — www.EndpointProtector.com

CoSo3ys Ltd. - Endpoint Protector fAppliance

Your current appliance IP is 192.168.7.151

Please access your appliance through this address
http=:54192.168.7.151 from your web-browser

After accessing the appliance interface through your web-browser
you will see a certificate error. Please ignore it.

Your current setup IP is 111.33.33.111

Please select option [1 - 4] or press <{Exit> to exit

System Backup

Reboot
Shutdoun
Exit to Shell

(Ep - A [ ]

The #2 menu presents you with the following options:

1. System Restore — can be performed if a system backup has been performed prior to
the event, using the web interface

2. Import — can be performed if a .eppb file has been downloaded and saved on an FTP
server

3. Export —can be performed in order to save existing backups on an existent FTP
server

To either import or export the .eppb files, an administrator will need to provide the system a
valid FTP IP address and the path inside its filesystem to the .eppb file.

An example is shown below:

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



194 | Endpoint Protector 5.9.3.0 User Manual

192.168.0.3

Backup=s-test.eppb

15.7.System Backup v2

From this section, you can migrate the database (entities, rights, settings, policies,
configurations, etc.) from an older Endpoint Protector Server to a newer one.

Note: This feature is not intended as a replacement for the System Backup functionality but
rather as a migration tool from older Endpoint Protector images to the ones starting with
version 5.2.0.6.

The version of the old Server and the new Server will have to be the same. Before starting the
migration process, make sure both Servers have the same version (e.g.: update the old
server to 5206, aligning it with the new server that is about to be deployed).

It does not include logs, Audits or System Backups. If needed, these should be downloaded
before proceeding.

Example

The initial Endpoint Protector deployed was version 4.4.0.7. Over time, updates were applied
though the Live Update section, bringing the appliance to Endpoint Protector version 5.2.0.6.
While these constantly included patches and security updates, they did not include a full
rollout of a new core OS version (e.g.: the appliance is still running on Ubuntu 14.04 LTS).

As Ubuntu 14.04 no longer receives security patches since 2019, those that want to migrate
to a Server running on the latest Ubuntu LTS version should take advantage of this
functionality.
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&) Dashboard
(&) Device Control
List of System Backups ~
[ content Aware Protection
Filters v
-® Discovery
Show 10 w entries Excel POF csv Show/Hide Columns Reload
I Denyiists and Allowists
. En ncryption () Backup Name Description Server Version File Name File Hash File Size Created at . status Actions
No data avaiable n lable
(% offine Temporary Password
Showing 0 ta 0 of 0 entries Previous  Next

Reports and Analysis

ers T —— Back

Directory Services
f=a Appliance

System Maintenance

@ sr figuration

B system parameters

@) support

15.7.1. Creating a System Backup v2 (Migration)

You can create a new migration backup from the System Maintenance, System Backup v2
section.

Details
Backup Name: Backup Name Description: Description
Server Version: 5206 Identification: 7164873712
Sove

Note: For security purposes, the System Backup Key will not be stored by the Endpoint
Protector. Before proceeding, make sure it is properly saved.

[~
System Backup - Backup Test just created
The System Backup will be created shortly and it will not include logs. Please save the below Backup Key as it will be

required when restoring this System Backup. This key will not be saved by Endpoint Protector and therefore cannot
be recovered later. Continue?

System Backup Key: B1VOVIAEIS00KWO4

Yes, I saved the System Backup Key

15.7.2. Importing and Restore (Migrate)

A backup can be restored on the same Endpoint Protector Server. However, the main use
case would be to import and restore the backup on a newer Endpoint Protector Server (e.g.:
version higher than 5.2.0.6).

The migration process of a System Backup requires the backup file and System Backup Key.
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Note: If needed, previous System Backups or Audit Log Backups should be downloaded prior
to this step, as they will not be kept in process.

After the Import and Restore (Migration) has been made to the new Appliance, the old
Appliance should be turned off. Its IP would then have to be reassigned to the new Appliance
in order for the deployed Endpoint Protector Clients to start communicating with the new
Appliance.

System Backup - Import and Restore

| This is intended as a migration tool to a newer Endpoint Protector Appliance

If needed, make sure to use the Audit Log Backup before proceeding as Logs will not be kept. Previcus System
Backups should also be downloaded beforehand as only the System Backup you are about to import and restore will
remain.

Import: Choose File...

System Backup Key: System Backup Key

o —

15.8.File Shadow Repository

From this section, you can enable the Endpoint Protector Client to send File Shadows directly
and at a global level to an externalized location, the File Shadows Repositories.

You can create multiple File Shadow Repositories and define how each endpoint manages
the File Shadows based on department and repository type.

Note: In Endpoint Protector, the Department defines a collection of entities with the same
attributes. It should not be confused with the department from an organizational chart.

Starting with Endpoint Protector Server version 5.8.0.0, file shadowing was made more
reliable on macOS and Linux by first relying on OS features to transfer the files.

1. on Mac/Linux:

e primary: LDAP (as-is)
e fallback: curl (as-is)

2. on Windows:

e primary: LDAP
e fallback: curl

To create a File Shadow Repository, click Add and then provide the following information:
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e Department - assign one or more departments to the File Shadow Repository

e Repository Type - select the type of repository, FTP, Samba (smbv1), Azure File
Storage and Samba (smbv?2) or S3 Bucket

Note: If you select S3 Bucket type, the information required to create a File Shadow
Repository will differ. Read more on S3 Buckets File Shadow Repository in the following
section.

Note: The minimum permissions required for Samba shares is 750 (case owner has full
access and the Group has only Read and Execute).

e Repository IP Address — add the File Shadow Repository IP address
e Port — add the port used by the File Shadow Repository

Note: You are not required to define the port for Samba (smbv1) or Azure File Storage and
Samba (smbv2) repositories.

e Folder Path — add the folder path where File Shadows will be saved
e Username and Password — add the repository credentials

&) Dashboard

{#)| Device Control
File Shadows Repository ~

(£ content Aware Protection
\J This feature applies 3t a global level and relates to the Endpoint Protector Client sending the File Shadows directly to the defined Repositories,

=% eDiscovery
Denylists and Allowlists Externalize File Shadows: [on @) “

. Enforced Enaryption

File Shadows Repository A

5 of porar
® ine Temy Password
= i Department: % Default Department - @ Repository Type: [ Aaure File (S2mba) v~ ]

[ Rerorts and Analysts Repository 1P Address: [ 172.000.0.0 v ]ﬂ port: eg:2l o

A Alerts Folder Path: [ Jexamplefhere/ v ]0

@ Directory Services Username: : [ User v ] Password:

[=3 Appliance

¥} System Maintenance

File Maintenance
Exported Entities
System Snapshots
Audit Log Backup
Extemal Storage:
System Badup

System Backup v2

File Shadows Repository

{5% _custer Confiauration

15.8.1. Test Connection

The "Test" button facilitates the verification process for FTP and S3 bucket repositories
(Indirect artifact retrieval). This functionality enables you to authenticate and execute a
dummy file upload using the provided credentials.

1. FTP Repository: The "Test" button verifies authentication and file upload.

2. S3 Bucket Repository (Indirect Artefact Retrieval): The "Test" button checks key,
secret_key, and validates bucket region and name if authentication response was
successful.
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Note: The Test Connection for S3 Bucket (Direct Artefact Retrieval), Samba v1,
Samba v2, and Azure File Storage Repository is not supported due to additional 3rd
Party requirements, such as IP Whitelisting, smbclient, etc..

This enhancement aims to make the testing process more transparent and efficient for FTP
and S3 bucket repositories while considering the specific requirements of each repository

type.

15.8.2. S3 Bucket File Shadow Repository

The Amazon S3 bucket is a public cloud object storage resource available from Amazon
Web Services (AWS) Simple Storage Service (S3).

S3 Bucket type File Shadow Repository supports large files up to 5TB (AWS specification).

To create an S3 Bucket type File Shadow Repository on Endpoint Protector, provide the
following information:

e Repository Type - select S3 Bucket as the type of repository

e Department — assign one or more departments to the File Shadow Repository

e S3 Bucket Region - depending on the artifacts retrieval method, select one of the
options from the drop-down list or add a bucket region corresponding with the AWS
S3 Bucket settings

e S3 Bucket Name — add a name for the bucket repository corresponding with the AWS
S3 Bucket settings

e S3 Location — add a specific sub-folder location in the AWS S3 Bucket

e Access Key ID — add the Key for S3 Bucket corresponding with the AWS S3 Bucket
settings

e Secret Access Key — add the Token Key generated for a user corresponding with the
AWS S3 Bucket settings

Select the artifacts retrieval method:

1. Indirect Artefact retrieval - this is the recommended and most secure option to
retrieve artifacts via the Endpoint Protector Server.

In this approach, when the download button is pressed, a request is sent to AWS to verify the
file's presence in the bucket. If the file is not found, the EPP server responds with a message:
"The object object_name does not exist in the S3 Bucket Repository.' In the case of the file's
existence, a subsequent request to AWS is made to obtain a pre-assigned URL for the
shadow, which is then used to initiate the shadow download.

Note: The EPP server does not acquire a copy of the shadow at any point during this
transaction. It only receives confirmation that the shadow exists in the S3 Bucket repository.
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Users then download the shadows directly from the S3 bucket using a preassigned URL
provided by AWS.

You can download or delete an object using SDK, which limits the regions available to the
following:

e us-  west1 - Northern California

e us-west2 - Oregon

e eu-west1 - EU (Ireland)

e ap-southeast-1 - Asia Pacific (Singapore)

e ap-southeast-2 - Asia Pacific (Sydney)

e ap-northeast-1 - Asia Pacific (Japan)

e sa-east-1- South America (Sdo Paulo)

e us-govl1-west-1 - United States GovCloud

e fips-us-gov-west-1 - United States GovCloud FIPS 140-2

2. Direct artifact retrieval - this option is dedicated to globally distributed Endpoint

Protector deployment. This method will establish a direct connection from the

system administrator’'s computer to the S3 Bucket Repository and initiate direct
artifact download.

Important: To set up the S3 bucket repository using both the Direct and Indirect methods,
administrators are required to specify the 'Bucket Name' and generate the 'Access Key ID'
and 'Secret Access Key' through AWS administration.

Note: To use the direct artifact retrieval method, add the Endpoint Protector Server IP in the
S3 Bucket whitelist as detailed below.

You can download or delete file shadows from the Reports and Analysis section, the Logs
Report page, and the Content Aware Report page using the Actions column.

When a file is uploaded, an External Repository Upload log will be displayed.

Important: File shadows contained in the S3 Bucket (File Shadow Repository) will not be
included in the Audit.

File Shadows Repository a

Department: Select Department - 0 Repositary Type: 53 Bucket v -

53 Bucket Name: Bucket Name 53 Bucket. Region: Select a region

53 Bucket Location:

Access Key ID: Access Key ID Secret Access Key:

irect artefact retrieval irect ar retrieval
Indirect artefact il i ] Di rtefact retrieval o
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Note: In the scenario where there may be an unreliable network, the Client will attempt to
upload the artifact 10 times before the guard-rail will stop upload attempts. This will delete
the File Shadow from the queue to ensure endpoint performance, disk space utilization, and
mobile transfer limits are not affected.

15.8.2.1.  Domain whitelisting
To add the Endpoint Protector Server IP to the S3 Bucket whitelist, follow these steps:

1. Loginto AWS;
2. Click on an entry from the S3 Bucket list;

B 4 @ ocoav

Amazon §3 X Amazonss 3 Buckets

Buckets ¥ Account snapshot View Storage Lens dashboard

Access Foints Last updated: Feb 1, 2023 by Starage Lens. Metrics are generated every 24 hours. Learn more [}

Object Lambda Access Paints

Multi-Reglon Access Points Total storage Object count Average object size You can enable advanced metrics in the
119.9M8 755k 17k8 "default-account-dashboard” configuration.
Batch Operations
1AM Access Analyzer for 53
Bucets ) [e] [ e
Block Public Access settings for Buckets are co d in 53, L ore [
this account
Q. Find buckets by name 1 @
 Storage Lens
Dashboards Name v AWSRegion ¥ Access v Creatlon date v
AWS Organizations settings D EU (Frankfurt) eu-central-1 Bucket and objects not public February 3, 2023, 12:38557 (UTC+02:00)
EU (Frankfurt) eu-central-1 Bucket and objects not public May 6, 2022, 09:19:54 (UTC+05:00)
Feature spotlight -o- US East (N. Virginia) us-east=1 Bucket and objects not public May 4, 2022, 11:16:59 (UTC+03:00)

b AWS Marketplace for 53

© 2023, Amazan Wek

3. On the S3 Bucket, select the Permission tab, scroll down to the Bucket policy section,
and then click Edit;

Amazon 53 X bucket ..

Buckes Objecs | propertes Wewrs | Managemens | Aceess pots

Object Lambda Access Points

Multi-Region Access Points Permissions overview
Batch Operations

1AM Access Analyzer for 53 Access

Bucket and objects not public

Block Public Access settings for
this account

Block public access (bucket settings)

¥ Storage Lens and objects s blocked,

Dashboards

AWS Organizations settings

Edit

Feature spotlight Block all public access
®@on

¥ Individual Black Public Access settings for this bucket

Bucket policy E Delete
The bucket palicy, written in JSON, provides access to the abjects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn mare [7]

@ Public access Is blocked because Block Public Access settings are turned on for this bucket
To determine which settings are turned on, check your Block Public Access settings for this bucket. Learn more about using Amazon 53 Block Public Access [

» AWS Marketplace for S3

« Copy
“Version™ "2012-10-17", 4
"Id": "Policy1675427593129",

“Statement": [

©2023, Amazon Web Services, Inc.or fts affilates.  Privacy  Terms  Cookie preferences
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4. On the Bucket Policy, add the following IPs:
e Static IP address of the Administrator endpoint for download
e EPP External Server IP address to delete

5. Use the Policy generator from the top-right corner to help you edit or create a new
Bucket policy - this will open a new page with the AWS Policy Generator.

Amazon 53 x Amazon 53 Buckets } de t-bucket-alex > Edit bucket policy

Edit bucket policy ..

Bucket policy Policy examples [

=]

Policy

1.
2 Edit statement

On the AWS Policy Generator, provide the following information:
e Select Type of Policy — S3 Bucket Policy
e Effect — select to Allow
e Principal — add *
e Actions — select DeleteObject and GetObject
e Amazon Resource Name (ARN) - add the ARN name

e Click Add Conditions and then select from the drop-down lists IpAddress as
the Condition, aws:Sourcelp as the Key and add the two IPs separated by a
comma to the Value field.

Add the Statement, click Generate Policy, and then use the Bucket Policy.

Note: For more information on this procedure, read the AWS documentation.
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AWS Policy Generator
The AWS Pelicy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products and resources.
For more information about creating policies, see key concepts in Using AWS Identity and Access Management. Here are sample policies.

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an S3 Bucket Policy, an SNS Topic Policy, a
VPC Endpoint Policy, and an SQS Queue Policy.

Select Type of Policy [s3 Bucket Policy v

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements.
Effect @ Allow O Deny
principal [
Usa a comma to separate multiple values.

AWS Service amazon S3 v All Services (™)

Use multiple statements to add permissions for more than one service.
Actions | 2 Action(s) Selected s [JAll Actions (=)

Amazon Resource Name (ARN)

ARN should follow the following format: arnsawsis3:::§{BucketName}/§ {KeyName}.
Usa 3 comma to separate multiple values.

Add Conditions (Optional) Hide

Conditions are any restrictions or details about the statement.(More Details).

Condition IpAddress [
Key |aws:Source e

value [
(A¢a consition)

Condition Keys

IpAddress * aws:Sourcelp: "IP"

Example: S3 Bucket Policy (JSON)

{
"Version": "2012-10-17",
"Id": "S3Policyld1",
"Statement":

"Effect": "Allow",

"Principal": "*",

"Action":
"'s3:GetObject",
"s3:DeleteObject”

]

Resource": "arn:aws:s3:::your-bucket-name/*",
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
“IP1”, //the external IP of the server; it's need it for Delete action
“IP2”, //public IP address; It's needed for the download method
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Explanation:

e 'Effect": "Allow" signifies permission granted.

e 'Principal": "*" extends access to anyone (you can substitute * with an AWS account
ID for limiting access to a specific account).

e 'Action": [“s3:DeleteObject”, “s3:DeleteObject”]" permits both the "GetObject" action
and the "DeleteObject" action (Download and Delete methods).

e '"Resource": arn:aws:s3::your-bucket-name/" designates the ARN (Amazon Resource
Name) of objects in your bucket. Replace "your-bucket-name" with your actual bucket
name.

o Important: It is crucial to append / at the end of the bucket ARN, as the AWS
generator does not include it by default.

e '"Condition" is where you specify the IP address condition.

e For the “GetObject” method (Download action from EPP) - this method requires the
public IP address. To download the shadow, a proper AWS URL is constructed based
on the Bucket Name, Bucket location, region, and shadow name.

e For the “DeleteObject” method (Delete action from EPP) - this method requires the
server's external IP.

In this approach, a cURL request is employed to dispatch the DELETE request to AWS S3,
facilitating the removal of the object from the bucket. This request is initiated from the EPP
server, necessitating the whitelisting of its external IP in the Bucket Policy.

15.8.2.2.  Internet Connectivity Requirements

When using S3 Bucket as the File Shadows Repository type, you will need a direct internet
connection in the following situations:

e For the Endpoint Protector Client to deliver File Shadows to the AWS S3 Bucket
repository

e For the Endpoint Protector Server to retrieve File Shadows from the AWS S3 Bucket
repository using the indirect artifact retrieval method

e For the Administrator endpoint to retrieve File Shadows from the AWS S3 Bucket
repository using the direct artifact retrieval method

15.8.2.3.  File naming and structure

1. File name convention

The file names will be uploaded to the S3 Bucket with URLs encoded to avoid issues with
special characters. The Endpoint Protector Server will then decode to display the original
name.

Example:

File name

canada_&S@=,/+,{"% |>[~<#_LLU AéO671aRUBI A exiFiIE /B E/SniaB UK .txt
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File name displayed in AWS S3 Bucket

Indw7yuqgax-dev-client-bucket/2022-11-23/ComputerName/canada_%26%24%40%3D %3B%3
A%2B%20%2C%3F%5C%7B%5E%7D %25%60%5D%3E %5B~%3C%23%7C_%E5%B1%B1%E4%B

A%BAe%CC%81%ES5%8F %A30%CC%86%ES5%88%80a%CC%84%E6%IC%A8uU%CC%B0%E6%9
7%A5i%CC%80%E6%9C%88e%CC%B0%ES5%A5%B3u%CC%88%CC%BC%E5%AD%90i%CC%86
%E9%A6%AC%IA%EI%AI%AC%EI%B3%A5%3A%EI%B8%IFNia%CC%BCHE7%IB%AEU%CC
%80%E6%B0%B4%20.txt

Important: File name and special characters from the computer name and location will also
be encoded.

2. File name structure

Default file name structure:
bucketName/CurrentDate/ComputerName

e bucket name (In4w7yuqax-dev-client-bucket)
e current date in YYYY-MM-DD format (2022-11-23)
e computer name URL encoded

File name structure with S3 Bucket location field specified:

bucketName/location/CurrentDate/ComputerName
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16. System Configuration

This section contains the Endpoint Protector Clients, System Licensing and other advanced
settings, which influence the functionality and stability of the system.

16.1.Client Software

From this section, you can download and install the Endpoint Protector Client corresponding
to your operating system.

Note: The Server and Client communicate through port 443.

When using a custom WebUI port, please contact CoSoSys Support to assist in configuring
the Nginx configuration file.

The Windows Client installers allow the option to download the package with or without
add-ons. This option fixes any incompatibility that may arise between Endpoint Protector and
the specific solutions.

Important: Only the latest Endpoint Protector Clients are available for download. You cannot
set another default Endpoint Protector Client version from the Client Software Upgrade
section.

To improve the Endpoint Protector installation process, use the Endpoint Protector tool that
allows you to run installation-related actions, identify your current Linux distribution, and
view Endpoint Protector Release Notes.

Use the following commands:
e i-install
e u-uninstall
e rn-release notes
e |-distribution list

Note: Contact Customer Support to provide the tool as well as assistance.
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() Dashboard

Device Control Endpoint Protector Client Installation

| (TR P The Endpoint Protactor Client can be instzlled on:

) eDiscovery

[ oenyists and Allowists

macos 12.0 (Monterey) Debian
Enforced Encryption Mac0s 11.0 (Big Sur) Ubuntu
mac0S 10.15 (Catalina) Linux Mint
p N — mac0s 10.14 (Mojave) RHEL
mac0s 10.13 (High Sierra) CentOs.
macOS 10.12 (Sierra) Fedora
Reports and Analysis Windows Server 2003/2008/2012/2016/2019 Macos X 10.11 (€l Capitan Opensuse

Mac0s X 10.10 (¥c
Alerts Mac0S X 10.9 (Ma
1ac0s X 10.8 (Mo
Mac0S X 10.7 (Lion) Clients for Linux distributions
5508 diferent kernel versions and d

SUSE Enterprise

Directory Services ailable on request due to

(O Windowes (32bit version) - Vers
© Windowrs (54bit version) 5808 © macos - Version: 2.7.0.8 Submit Requast for Endpoint Protector Client for Linus.

Appliance

System Maintenance
Note: To install the cliznt software, please provide the Endpoint Protector Server TP, Port and Departmant Code.

[ |
-l
a
==
¥
®

System Configuration Endpaint Protector Server IP: 192.168.15.173
Endpoint Protector Server Port: 443

Client Software Deomtment Cos —

Ciient Software Upgrade epartment Code:

Client Uninstall [ Praserve Server Settings on all download pages

System Administrators
Administrators Groups x Download
System Departments
System Security
System Settings Endpoint Protzctor Client for Windovs <an be deployed over Active Directory.
System Licensing For more information, please refer to Endpoint Protector - User Guide.

B8 system Parameters

Note: EPP Client versions are displayed in the format X.X.X.XXXX on endpoints. This version
will be saved in the EPP Server database, although the web console will truncate the last 3
digits.

16.1.1. Bypass Proxy Settings

You have the ability to bypass proxy settings for all operating systems.

16.1.1.1. Windows and macOS

1. Endpoint Protector Wizard Installer

Select the option to Use Manual Proxy Settings from the Endpoint Protector Wizard installer
and then provide the following information:

e Proxy IP: IP of the proxy server
e Proxy Port: Port of the proxy
e Select the Use authentication checkbox
e Username: add proxy server username
e Password: add proxy server password
2. CLI commands
You can also apply manual proxy settings using CLI commands:

Example: msiexec.exe /i  "C:\Work\Tools\EPPClientSetup.5.7.1.5_x86_64.msi"  /q
REBOOT=ReallySuppress RUNNOTIFIER=0 /log "C:\Windows\TEMP\epp-upgrade.log"
WSIP="192.168.18.125" WSPORT="8080" DEPT_CODE="defdep" PROXYIP="127.0.0.1"
PROXYPORT="80" AUTHUSR="user_name" AUTHPASS="password"

Where:
e PROXY_IP - IP of the proxy
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e PROXY_PORT - Port of the proxy

e AUTHUSR - Username (if authentication for proxy is needed)

e AUTHPASS - Password (if authentication for proxy is needed)

You can also use CLI Commands below to install EPP Client in specific mode of working.

e WSIP - server address
e WSPORT - server port number
e DEPT_CODE - department code
e |IPV6MAPPING - IPV6 Mapping IPv4 addresses

e SUPPRESSRD - suppress FileRead/FileDelete events for NS and Removable
devices

e DISABLECAP - disabling loading of CAP drivers (CAP will not work)

16.1.1.2. Linux

For Linux, you can only use CLI arguments in the options to bypass proxy settings.sh file.
To do so, follow these steps:

1. Access the installation folder, open a Terminal, and run the following command:
<cd pathToLinuxClientFolder>
2. Torun commands as root, run the following command and type your password;
<sudo su>
3. Open the options.sh configuration file with the following command:
<gedit options.sh>
4. Inthe configuration file, you will view the following fields for the proxy setup:
o H#EPPCLIENT_HTTPS_PROXY=
e #export EPPCLIENT_HTTPS_PROXY

5. Remove the # before each entry to apply the proxy setups;
6. For the first proxy setup, EPPCLIENT_HTTPS_PROXY, add the proxy server
information in the address:port:user:password format.

Example: EPPCLIENT_HTTPS_PROXY=address:port:user:password

3. Save the changes, and then run the installation without having a VPN connection:
<bash install.sh>

Additional CLI commands for Linux in specific mode:

e #EPPCLIENT_SUPRESSRW - suppress FileRead/FileDelete events for NS and
Removable devices

e #EPPCLIENT_DISABLECAP - disabling loading of CAP drivers (CAP will not
work)
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16.2. Client Software Upgrade

From this section, you can upgrade the Endpoint Protector Client and manage the upgraded
jobs. The Client Software Upgrade feature is only available for Windows and macOS Clients.
To upgrade your Linux Clients, submit a request using the online form.

Note: When updating your operating system to the latest macOS Ventura, eppclient.log and
eppsslsplit.log will be deleted from private/var/log.

Important: The feature is not compatible for Endpoint Protector instances that are running
on 32-bit versions of Windows.

Q)| Dashboard =
{8} Device Control
Create new Upgrade Job ~
[©) content Avare Protection
- . )
Oy == Windows @ v

{88 Denyiists and Allowists

Ie) Windows 5808 v O MacOSX 105+ (Snow Leopard) 2708 v

dferent
. Enforced Encryption Submit Request for Endpoint Protector Client for Linux.
(%) offiine Temporary Password
:
aad Reports and Analysis
-~
W Herts Upgrade Jobs
[©) Directory Services Filters v
=3 Appliance Show | 10 v entries Bxcel | PDF | CSV | | Showide Columns | | Reload
%} Ssystem Maintenance
Job Name Description Job status. Endpoints to update Successfully updated started at Actions
& system Configuration EPP Windows Clent Usgrade 2022-09-4 11:4528 Created =
Cllent Softviare EPP Mac OS X 10,5+ (Snow Leopard) Cent Upgrade 2022-09-12 16:11:39 Avchived =
EPP Mac OS X 10.5+ (Snow Leopard) Client Upgrade 2022-09-09 13:05:31 123 test Avchived tH
Showing 1t0 3 of 3 entres previous Next

System Security

Note: EPP Client versions are displayed in the format X.X.X.XXXX on endpoints. This version
will be saved in the EPP Server database, although the web console will truncate the last 3
digits. In case EPP Client versions are identical (first 4-digits), EPP Server will still compare
the full version number against each other, identifying the most recent version.

16.2.1. Create new Upgrade Job

To upgrade your Endpoint Protector Client, you need to create a new upgrade job, following
these steps:

1. Select the OS version from the drop-down list and then click Next;

Create new Upgrade Job ~
’
== Windows ‘ Mac

Clients for Linux distributions are only available on request due to

® windows 5.8.0.8 v o) Mac 0S X 10.5+ (Snow Lecpard) 2.7.0.8 v different kernel versions 2nd dependencies.
Submit Request for Endpoint Protector Client for Linux.

e} Windows. 5.7.5.6

O Windows. 5.6.3.1

o) Windows. 5.6.1.1

@) Windows 5.5.1.6
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2. Select the groups and/or computers to perform or exclude from the upgrade and
then click Next. You will view a summary of your selection above the table with

Note: Only computers that use the operating system you previously selected will be
upgraded. If you selected a group that has an endpoint using a different operating system, it
will not be upgraded. If you selected a mixed group, with both computers and users, only the

endpoints.

computers will be upgraded.

Select Endpoints for upgrade

0 Groups Selected
1 Computers Selected, 1 Computers Excepted

Groups

Computers

Filters +

Show | 10

entries

O

O

Except

x

Computer Name

User-1-LP2

User-2-LP2

User-3-LP1

Showing 1 to 2 of 3 entries

Main IP

192.000.0.0

2a02:a58:3481:5300:298e:155¢

192.000.00.0

Domain

Groups

Excel PDF

Last seen v

2022-09-13 09:59:08

2022-09-12 09:48:10

csv Show/Hide Columns

Current version
5.6.3.1 - (Windows)

Nindows:

5.7.5.6 - (Windows)

Back

License

Licensed

Licensed

Reload

Status

Offline

Offlineg

Previous - Next

3. Edit the default job title, add a description and confirm the upgrade job details by
clicking Start Upgrade job. You will view the upgrade as an entry on the Upgrade jobs

Important: The upgrade process for the Endpoint Protector Client is impacted by a dedicated
cron. Running every 5 minutes, the cron sets the upgrade process status to Pending and
every 15 minutes checks and updates process status to Completed or Completed with

section.

failures.
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Confirm Upgrade Job details -
Job title: EPP Windows Client Upgrade 2022-09-13
Description:
05 Version: Windows
Client Version: 5.8.0.8
Selected Computers: 1
Excepted Computers: 1
Selected Groups: 1]
e

16.2.2. Manage Upgrade Jobs

From this section you can view the upgraded jobs and use the Actions column to view job
details, cancel, pause, retry, archive or delete an entry on the list.

To continue upgrading canceled Client Upgrade jobs, use the Retry option from the Actions
column.

Note: If you deleted or archived a Client Upgrade job, then the endpoints become available
for selection in other jobs.

Upgrade Jobs ~

Filters «

Show 10  entries Excel PDF csv Show/Hide Columns Reload
Job Name Description Job status Endpoints to update Successfully updated Started at Actions
EPP Windows Client Upgrade 2022-09-13 11:45:28 Pending - - EE
EPP Mac OS X 10.5+ (Snow Leopard) Client Upgrade 2022-09-12 16:11:39 Archived - - E View details

& cancel
EPP Mac OS X 10.5+ (Snow Leopard) Client Upgrade 2022-09-09 13:05:31 Archived W Pause
¢ Retry
Showing 1 to 3 of 3 entries Previ
] archive
® Delete

16.3.Client Uninstall

From this section, you can perform a remote uninstall of the Endpoint Protector Client. The
computers will receive the uninstall command at the same time they receive the next set of
commands from the server.
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If the computer is offline, it will receive the uninstall command the first time it will come
online. When the uninstall button is pressed the computer(s) will be grayed out until the
action will be performed.

The uninstall command can be canceled if it was not already executed.

[©) content Avare Protection
0 eDiscovery

{88 Denyiists and Allowists

[ r—

() offine Temporary Password
aad Reports and Analysis

O Nerts

“The uninstall command works for clients minimum versi

List of Computers

Filters v

[0 select 21l entries

Show| 10 v entries

fons: Windows 4.2.8.1, Mac 1.3.0.5 and Linux 1.3.17

Excel | PDF  CSV

Show/Hide Columns Reload

{8 Directory services () Computer Name ™ Department Workgroup Domai GROUPS Default User Last Seen Versi License Actions
— [ . amai i e’ - Licensed =
=3 Appliance 0
T —- o015 v v
{3} system Configuration

c— Ul

Client Software
Client Software Upgrade

rou
System Departments
System Security
System Settings
System Licensing

B system Parameters

) cuooon

Note: If the server and EPP client can't communicate due to missing server certification
validation (when the certification validation setting is enabled), uninstall commands can't be
executed from the EPP Server. In such cases, if you're unable to manually install the
certificate on the EPP Client computer, you can temporarily disable the certification
validation setting on the EPP Server and synchronize the EPP Client to retrieve an uninstall
command.

16.4.System Administrators
From this section you can view, create, manage and delete administrators.

[ content Aware Protection

-
eDiscovery ‘The uninstall command works for clients minimum versions: Windows 4.2.8.1, Mac 1.3.0.5 and Linux 1.3.1.7

{88 Denyiists and Allowists

List of Computers -
[ L —

= Filters v

[ offine Temporary Password

[ Select all entries

aad Reports and Analysis

Show 10 v entries Excel PDF csv Show/Hide Columr Reload
LN Nerts
(&) Directory Services ()  Computer Name ™ Department Workgroup Domain GROUPS Default User Last Seen Version License Actions
[=3 Appliance 0 | me— amai St e e - st o Uconsea S
%1 svstem Maintenance Showkng 102 of 3 enties previous Next
{3} system Configuration

Client Software
Client Software Upgrade
Client Uninstall

System Settings
System Licensing

System Parameters

) sooor
To create a new Administrator, under the table with existing administrators, click Create and
then provide the following information:
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1. Administrator details — add the username and password, email, first and last name,
phone number and then select the Ul language

2. Account settings

Account is active — manage the account status

Login Attempt Restrictions — enforce a 5 to 10 minutes timeout for 5 to 10
unsuccessful login attempts before a new login attempt can be made

Enforce login IP restrictions — restrict login attempts from specific IP addresses

Require password change at next login — request the administrator to change

password at first login; once the password is changed, this setting is automatically
disabled.

Important. The Require password change at next login setting is ignored in the following
situations:

a) When the Enforce all administrator password security at next login setting is also
enabled from System Configuration, System Security, then Require password change at

next |

ogin is ignored and disabled once the password is changed.

b) For Active Directory imported users

c) For SSO users (Azure and OKTA) the setting is hidden

°
°
°

3. Su

Failed Login Alert — receive alerts for any failed login

Schedule Exports Alert — receive alerts on any scheduled exports

Ignore AD Authentication — allow using AD credentials to login Endpoint Protector
per Administrator details

Super Administrator — enable this section to grant the Administrator access to
all Departments and Endpoint Protector sections

Two Factor Authentication — enforce 2FA (Two-Factor Authentication) by using
the Google Authenticator previously installed on your device

Managed Departments — assign the Administrator to one or more departments

Managed Administrators Groups - assign the Administrator to one or more
Administrators Group
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Administrator Information

Details

Username: Name First Name: First Name

Password: Passward Last Name: Last Name

E-mail: Ema UT Langusge: English -

Settings

Account s active: [ on @) Failed Logn Alert: [ on @)

Logn Attempt Restrctizns: QML) Sehedls Exporis Alsrt <D

Maximum Failed Attempts: 5 Login Time Restrictions 10
{minutes):

Enforcs login 19 rastritons: M) Lgnare AD Authentiaten: <D

P1: ™1 w2: P2

Recquire possmord change ot Q)

next login:

Super Administrator Two Factor Authenticator

Super Adminitiator @ o | Use Google Authentication: (I

Managed Departments Managed Administrator Groups

Dapartment: - Administrator Groups:

16.5. Administrator Types

The Super Administrator has complete control over the entire system. By enabling the
Import users as super administrators settings in the Single Sign On Sign On section, you
can grant Super Administrator privilege to all Azure Single Sign On imported users.

Super Administrators have access to the General Dashboard, can control Live Updates, can
run Effective Rights reports, can manage Device Control, can manage Content Aware
Protection (CAP) including Deep Packet Inspection (DPI), can manage eDiscovery, can
manage Denylists, Allowlists, and URL Categories, can manage Enforced Encryption (EE),
can manage Offline Temporary Password (OTP), can view Reporting and Statistics, manage
and view Administrative Actions, manage and view Alerts, manage and view Directory
Services, manage and view Appliance Configuration and SIEM Integration, manage and view
System Maintenance, manage and view Systems Configuration, download and view Client
Software (including Upgrade), manage system parameters , and download and view Client
Software (including Upgrade).

The Normal Administrator is a system user with normal privileges but some limitations.
They can only manage entities belonging to the system departments for which they are
responsible for. Normal Administrators can be allocated to certain responsibilities inside
Administrators Groups to further restrict access. They can, for example, be assigned to a
Helpdesk group with specific duties such as Offline Temporary Password and Enforced
Encryption, or their permissions restricted to specific modules such as Content Aware and
Device Control.

Despite these restrictions, Normal Administrators have access to a variety of system
management tools, such as Manage Device Control, Manage Content Aware Protection
(CAP) (including Deep Packet Inspection (DPI)), Manage eDiscovery, Manage Denylists,
Manage Allowlists, Manage Offline Temporary Password (OTP), Manage Enforced

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



214 | Endpoint Protector 5.9.3.0 User Manual

Encryption (EE), View Reporting and Statistics, View and Manage Alerts, and Download and
View Client Software (including Upgrade). They can also control system parameters.

By assigning Normal Administrators specific roles and groups, an organization can ensure
that sensitive data and tools are only accessible to those who need them, while still
providing their team members with the tools they need to efficiently manage the system.

16.6.Administrators Groups

From this section you can create and manage Administrators Groups, granting Normal
Administrators with access to specific Endpoint Protector sections.

The Administrators added to these groups will only be able to view and manage the sections
assigned by the selected roles.

By default, the following Administrators Groups are created:
e Offline Temporary Password Administrators — grants access only to the Offline

Temporary Password section

e Reports and Analysis Administrators — grants access to the Reports and Analysis
section

e Enforced Encryption (EE) Administrators — grants access only to the Enforced
Encryption section

e Maintenance Administrators — grants access only to the Directory Services, as well
as Appliance Configuration, SIEM Integration and System Maintenance.

e Helpdesk - grants access only to the Enforced Encryption and Offline Temporary
Password sections

e Device Control Administrators — grants access only to the Device Control section

e Read Only Administrators — grants read only access to all Endpoint Protector
sections

e Content Aware Protection (CAP) Administrators — grants access to Content Aware
Protection (CAP) (including Deep Packet Inspection (DPI)) as well as Denylists,
Allowlists, and URL Categories.

e eDiscovery Administrators — grants access only to the eDiscovery section

To create a new Administrators Group, click Create and then provide the following
information:

e Name - add a name for the new Administrators Group
e Roles — select one or more roles from the list
Important: The Read Only role cannot be combined with any other roles!

e Description - add a description of the new Administrators Group
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e Select Administrators — add one or more Administrators to this group

You can also add Administrators to an Administrator Group when creating an Administrator
from System Configuration, Systems Administrators section, on the Managed Administrators
Groups field.

Note: The Support section will always be available in Endpoint Protector regardless of the
role you assign to the Administrator Group.

[©) content Aware Protection

=% eDiscovery List of Administrators Groups

{88 Denyiists and Allowists

Filters v
. Enforced Encryption [0 Select ll entries
(%) offiine Temporary Password
= Show| 10 v entries Excel PDF csv Show/Hide Columns Reload
aad Reports and Analysis
[m) Administrators Description Role Modified at Modified Created at Created Actions
v
B s Gra by by
o Adminiirators from this Group il b ranted access fo the Offne Temporary Password secton  Ofine Temporary Password Administrator e oot e root i=
O ReporsandAnalysis  Administators from this Group wil be granted aceess o the Reports and Analyss section Reports and Analysis Administator v oot Pl oot i=
20170925 2017.0925 =
9 s ance O Essytock Adminit is Group wi be grant EasyLock Adminstrator P, oot Pl oot i=
A gra 2017-09-25 2017.0925 =
@ System Configuration =] Maintenance Sy Maintenance Administrator 15:19:57 root root =
Client Software Ad this Group willbe granted access o the EasyLock and Offine Temporary  Offine Temporary Password Administrator, EasyLock | 2017-00:25 2017.0925 =
) Helpdesk oot t =
Pa: Adminitrator 15:19:57 151957
Glient Software Upgrade:
Cllent Uninstall O Device Contro Ad from this Group wil be granted access to he Device dministat e oot e oot i=
System Administrators
Aminisiretors Grougs I [— o iis Group il ol b abl o viw the UL I cannot be combined win oher o L airoess ot aira02s -t =
System Departments
System Security 0 Content Aware Protection Adrministrator e oot P oot i=
System Settings
SrTimETT S 20170025 2017-0925 =
o Discover v eDiscovery Administrator 151957 root 15:10:57 root i=
B system Parameters
Showing 1t09 of 9 entres Previous B -

(O sunoo

16.6.1.User Role Matrix

The EPP User Role Matrix defines the many capabilities and permissions that Administrators
have based on their role. This matrix ensures that users only have access to the features
they need to fulfill their duties, boosting security and lowering the chance of unintentional
changes or data breaches.
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User Role Matrix Table

Normal Reports & OTP Admin EE Admin Maintenance HelpDesk CAP Admin  eDiscovery
Admin Analysis Admin (OTP + EE) Admin
Admin

View the General Dashboard

Manage Live Updates

Run Effective Rights reports

Manage Device Control

T T R NN

Manage Content-Aware Protection (CAF) including Deep Packet
Inspection (DPI|

Manage eDiscovery

Manage Denylists, Allowlists, and URL Categories:

Manage Enforced Encryption (EE)

Manage Offline Temporary Password (OTP)
View Reporting and Statistics
Manage and View Administrative Actions
View and Manage Alerts
Manage and View Directory Services
Manage and View Appliance Configuration and SIEM Integration
Manage and View System Maintenance
Manage and View System Configuration
Download and View Client Software (including Upgrade)

Manage System Parameters

T T T T O O I N O T T S Y

Except for Events, Manage System Parameters.

Within the EPP, there are several different user roles, each with their own set of permissions.
The Super Administrator role is the most powerful and has access to all features, whilst
other roles have more restricted access based on their job tasks.

Note: Each of the aforementioned roles can be assigned to a department. When in read-only
mode, users are only given viewing options. This guarantees that they can obtain essential
information but are unable to alter the system.

16.7. Two Factor Authentication

The Two Factor Authentication (2FA) allows the login process to include an extra step
requesting a temporary code generated via the Google Authenticator app. With the Two
Factor Authentication on, once the user creation or edit is saved, the administrator will be
redirected to a verification screen.

Google 2FA Validation A

() Using the Google Authenticator app, scan the QR code below

Alternatively, enter code

srectly in
the Google Authenticator app.

(@) Continue the configuration within the Google Authenticator app.

(3) Enter the Authentication Code Authentication Code
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The Google Authenticator app will ask you to register using a unique code or QR Code.
Following the registration process, your account will be added to the list with a validity timer
for the unique code that will be used for the second authentication factor.

&« : Google Authenticator

Add an account 9

You can add an account selecting one of the following Test 1

options:

B Scan a barcode
B8 Enter a provided key

After you turn on 2-Step Verification for your Google

Account (or other accounts), you'll need

O Your password

& A code this app will generate for you

BEGIN

16.8.System Departments

This section allows you to create and manage System Departments.

Using System Departments is optional. Endpoint Protector works perfectly well with just the
Default Department (defdep). Moreover, most scenarios are best covered by simply using
Devices, Computers, Users, and Groups (the entities also available in AD).

The functionality becomes useful mainly in large installations, with a high number of
Administrators and, where strict regulatory compliance rules are in place. Under these
circumstances, departments can be created, allowing each Normal Administrators to only
manage their own entities.

Important: This functionality should not be confused with Groups of computers and users,
nor with administrators’ roles.
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&) Dashboard

@ Device Control Results.
[ Content Aware Protection Department Name Description Department Code Actions

= Discovery Defauit Department New entiies will belong to this dapartm.. defdep

Secret Department Secret Department Description secret Z®
B Oenyiists and Allowists Public Depariment Public Department Description public E®
Jresults [ 50 v perpage]

. Enforced Encryption
@ Create

) offiine Temporary Password

Reports and Analysis

-l
A\ Alerts

[&) Directory Services
[=d Appliance
¥4 system Maintenance

{8} system Configuration

B system Parameters

@) support

To create a new department click Create and then provide a name, description and unique
code.

Note: If you provide a wrong department code or none at all, the department code is
considered invalid and that computer will be assigned to the default department (defdep).

Add a New Department Show all departments

Details
Department Name: Testing
Description: This is the Testing Department. »
Unigue Code: 335efr
85&\!3 853\!3 Add | 4_Back

In terms of terminology, a similarity between Endpoint Protector and Active Directory (or any
other Director Service software) would make the Department equivalent to an Organization
Unit. Of course, the Organization Unit is not identical to the Department, and again Endpoint
Protector leaves the power to the actual Super Administrator to virtually link one or more
Organization Units to an Endpoint Protector Department.

Each entity (e.g.: computer) must belong to a department. When deploying the Endpoint
Protector Client, if a department having the given code is found, then the computer will
register, and it will belong to that department.

Example: Computer Test-PC is registered to the department “developers”. In this case, the
user Test logged on that computer will be assigned to the same department together with
the devices connected on the computer Test-PC.

Super Administrators (e.g.: root) will have access to all the main entities regardless of their
departments. They will also be able to create departments, as well as Normal Administrators
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or Administrators with other roles. Super Administrators will also be responsible for
assigning administrators to manage departments.

A regular administrator can only manage the departments it was assigned to. It cannot see
entities relating to other departments.

16.9.System Security

From this section, you can configure several security settings such as client uninstalling
passwords, restricting access to sensitive information only to super administrators,
protecting sensitive data, and enforcing all administrators’ password security at the next
login and password expiration options.

ENDPOINT o ~
n PROTECTOR ) welgme

B
Device Control e

= Data Security Privileges
[® content Aware Protection
o Restrict Sensitive Data Access only to super administrators:
), eDiscovery
Save
E Denylists and Allowlists
Additional Security Password for Sensitive Data Protection
. Enforced Encryption
— Current Passward:
& offiine Temporary Password [
| Reports and Analysis New Password (confirm):
45| Aents Save
T o Backend Console Setup password
p— Enable Backed Console setup password:
[=s Appliance
b Password:
Tlﬁ System Malntenance Passward confirmation:
@ System Configuration Save
Client Software N
Security
Client Software Upgrade
i) Enforce all administrator password security at next login:
System Administrators
Administrators Groups
Save
System Departments
System Security i
System Seaurl Advanced User Password Settings
System Sattings
System Licensing Enforce Complex Password: Off
© 2004 - 2023 CoSoSys Lid. All rights reserved. Version 5.9.2.0

16.9.1. Security Password for Uninstall Protection

From this section, you can set a password that will be required when the user performs an
Endpoint Protector Client uninstall action.

Note: At the top of the page, you will view a message informing you if a password is set for
this action.

¥ou do not have an uninstall password defined.
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Security Password for Uninstall Protection

Password:

16.9.2. Data Security Privileges

From this section, you can allow access to sensitive data only to super administrators.

Data Security Privileges

Restrict Sensitive Data Access only to super administrators: [l

16.9.3. Additional Security Password for Sensitive Data Protection

From this section, you can set a password for sensitive data to provide additional security.

Note: At the top of the page, you will view a message informing you if a password is set for
this action.

You do not have a security password for sensitive data defined.

Additional Security Password for Sensitive Data Protection

Current Password:
Mew Password:

MNew Password (confirm):

16.9.4. Backend Console Setup Password

This feature enhances security by allowing only authorized users to configure critical
settings in the Backend Console. To activate this safeguard, navigate to Security
Configuration, select System Security, and enable Backend Console Setup Password under
the Backend Console Setup section. Save your changes to add an extra layer of security, for
a more secure and controlled environment.

Backend Console Setup password

Enable Backed Console setup password:
Password:

Password confirmation:

Important: This feature is designed for Ubuntu 22. With backend password settings enabled
and applied:

e On Ubuntu 14 and Ubuntu 18, pressing 'Exit' refreshes the menu without requiring the
password again.
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e On Ubuntu 22, pressing 'Exit' prompts for the password again.

Note: To enforce password protection, a reboot of the EPP Server appliance is required.
Please be aware of this when changing passwords.

Note: ASCII character set is supported for passwords.

16.9.5. Security Password for System Administrator

From this section, you can require all administrators to use their security password at the
next login session.

Note: Once you have enabled the “Enforce all administrator password security at next login”
setting, the feature cannot be disabled.
If enabled, only complex passwords can be defined, complying with the below rules:

e the minimum length is 9 characters

e must contain small and capital letters, numbers and special characters

e consecutive characters and numbers in ascending order cannot be used
Important: The Enforce all administrator password security at next login setting will have

priority over Advanced User Password Settings as this setting also applies to non-admin,
such as Reporter, Read-only users, etc.

Security Password for System Administrator

Enforce all administrator password security at next login: U

16.9.6. Advanced User Password Settings

From this section, you can set advanced user password settings for all users.
Enable the Complex Password setting and then provide the following information:

e Minimum password length: 8

e Minimum password uppercase characters: 1
e Minimum password lowercase characters: 1
e Minimum password numbers: 1

e Minimum password special characters: 1

e Select if consecutive and ascending characters can be used
If you enforce a password that expires, provide the following information:

e Set password validity up to 30 day(s)
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e Select if the new password must be different from the previous 4 entries

These are mandatory requirements when creating a new Administrator from the System
Administrators section.

Important. After you provide all information for the Advanced User Password Settings
section, all users are required to change their passwords at the next login, not only admins.

Advanced User Password Settings

Enforce Complex Passveard: On
[MEnimum password length: B
Minimum password upper case characters: -
Minimum password lower case characters: 1
Minimum password numbers: 1

=

Minimum password special characters:

Consecutive and ascending characters: Consecutive and ascending characters cannat be used v
Password never expires: o
Passward xpires: -
Set password validity: 30 day(s)
Mew password needs to be different from the previous 42

16.10.  System Settings

From this section, you can manage general settings that apply to the entire system, several
having already been configured from the initial Endpoint Protector Configuration Wizard.

16.10.1. Department Usage

Select an option to grant access for clients based on the Department Code.
You can also view the Default Department code - defdep.

Note: For detailed information, refer to the System Departments chapter.

Department Usage

(@) Restrictive - Allow Cnly Clients with Department Code
() Permissive - Allow Clients also without Department Code

Default Department: defdep

16.10.2. Session Settings

You can modify the following session timeout settings:

e Session Timeout — set the amount of time the user is inactive until the session
expires between 5 and 60 minutes
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e Timeout counter — set the amount of time for the session timeout countdown
between 5 seconds and Session Timeout minus one minute

Example: If you define the Session Timeout to 5 minutes and the Timeout counter to 60
seconds, then after 4 minutes of inactivity you will be notified by the pop-up window that in
60 seconds you will be logged out.

Session Settings
Session Timeout (min): 5 @
Timeout counter (sec): 60 @
Save

If you remain idle for the defined amount of time, then Endpoint Protector stops responding
and displays a message that indicates the session will expire in the predefined countdown.

You can choose to log out or continue your session, resetting the session timeout interval.

Your session is about to expire,
{ : ) You will be logged out in 58 seconds.

Log Out Continue Session

16.10.3. Endpoint Protector Rights Functionality

Set functionality rights for computer, user, or both, in which case you can prioritize user
rights or computer rights.

Endpoint Protector Rights Functionality

(0) Use computer rights

() Use user rights

(@ Use both

Priority: (O) User rights @ Computer rights

16.10.4. Smart Groups

Manage settings related to Smart Groups, Default Groups for Computers or Users.

Note: Smart Groups are dynamic groups for which membership can be defined based on
element name pattern.
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e Enable Smart Groups — when this setting is disabled, it will convert Smart Groups to
regular groups with no entities assigned and will remove the Default Group for
Computers and the Default Group for Users.

e Enable Default Group for Computers - this will create a default group for computers
containing all computers that are not part of a Smart Group.

Note: By disabling this setting, you will delete the Default Group for Computers.

e Enable Default Group for Users - this will create a default group for users containing
all users that are not part of a Smart Group.

Note: By disabling this setting, you will delete the Default Group for Users.

Smart Groups
Enable Smart Groups: ®
Enable Default Group for Computers: O ®
Enable Default Group for Users: ®

16.10.5. Client Update Mechanism

Enable the Client Update V2 setting to improve the client update performance and add
custom hostname and port.

Note: The custom port you define in this section will be used when generating the client
update download link instead of the default 443.

Client Update Mechanism

Enable Client Update V2: O
Use custom hostname: ®
Use custom port: 443 @

16.10.6. Custom Settings

To display more information in Endpoint Protector, enable the following:

e Show VID, PID and Serial Number for Offline Temporary Password
e Show MAC Address for Offline Temporary Password

e Show User Domain

e MAC Address Priority

e Show Universal Offline Temporary Password only to Super Admins
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Custom Settings

Show VID, PID and Serial Number for Offline Temporary Password: O

Show MAC Address For Offline Temporary Password: ]
Show User Domain: O
MAC Address Priority: O

Show Universal Offline Temporary Password only to Super Admins: (]

16.10.7. Log Settings

Manage the following log settings:

e Set the Maximum number of rows in millions to export the Logs Report in .csv
format.

Note: By setting the maximum number of rows to 1.0, you will export 1 million logs in the
Logs Report .csv export as one row corresponds with one log.

When having partitions for logs on the server, make sure the dates are also selected when
making the export.

e Reporting V2 - enabled by default, use this setting to modify the Content Aware
Report log structure and display information in Destination details, Email sender, and
Email subject columns.

Note: For Endpoint Protector Server versions older than 5.7.0.0, the Reporting V2 setting is
not enabled by default.

The structure enabled by this setting will also be reflected in SIEM.

e Set the Maximum number of reported threats per event that will be displayed in the
Content Aware Report log structure, the expanded Log Details section, on the Count
column.

Note: You can set a number of reported threats between 100 and 1000.

Log Settings
Maximum number of rows for CSV export (Million): 1.0
Enable Reporting V2: Off
Max no. of reported threats per event: 1000 ®

16.10.7.1. Log settings use case and terminology

Log request - sent by the Endpoint Protector Client
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Event - scan result of a scanned document
Threat - matched item (e.g. US SSN)
Log request:
e event1.0 (scan result of a scanned document) => 1000 threats before splitting events
e eventl.1 =>500 threats
e event2.0 => 200 threats
e upto 100 events
Example: Value set to 500. 3 documents containing 1,500; 600; and 200 threats are subject
to Content Aware Protection policies.
The Endpoint Protector Client will send a single log request.

Log request:

e event1.0 (scan result of a scanned document) => 500 threats => splitting event

e eventl.1 (scan result of a scanned document) => 500 threats => splitting event
(second log entry in the reports)

e eventl1.2 (scan result of a scanned document) => 500 threats (third log entry in the
reports)

e event2.0 (scan result of a scanned document) => 500 threats => splitting event

e event2.1 (scan result of a scanned document) => 100 threats (second log entry in the
reports)

e event3.0 (scan result of a scanned document) => 200 threats

e upto 100 events

16.10.8. Content Aware Protection — Ignore Thresholds

Enable the Ignore Thresholds setting to allow Endpoint Protector to log all sensitive
information from scanned files from 1 to 100 000 threats limit set in the Maximum number
of reported threats field, for the Content Aware Protection Block policies applied.

Note: This will increase the amount of logging and potentially affect client and server
performance.

Important: The Limit Reporting CAP setting has priority over Ignore Thresholds setting. If
Limit Reporting CAP is enabled, the reporting will stop when the threshold is reached.

The maximum number of reported threats will be automatically modified as follows:
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Content Aware Protection - Ignore Thresholds

Ignore Thresholds: On @
Maximum number of reported threats: 10 @

Limit Reporting Content Aware Protection refers to Report Only policies.

e If enabled, the EPP client will stop reporting threats for a Report Only policy once it
finds enough threats to conclude it is satisfied.

The "Content Aware Protection - Ignore Thresholds" toggle refers to Block & Report policies.

e When this toggle is On, scanning will not stop when a block verdict is determined, but
will continue to report further threats found in a transfer.

e To limit the number of reported threats in this case, the value of the "Maximum
number of reported threats" setting can be set to a value greater than zero. The set
value is only indicative for the number of reported threats, the actual number
reported can be slightly larger.

The ‘Global/Threat Threshold’ values in CAP policies will be ignored/overridden by the
setting ‘Ignore Thresholds’ when the Boolean logic of the CAP policy contains at least one
“AND” operator. A policy will be satisfied when the Boolean logic (example: see below) is met
with one or more matches per identifier.

Eg. ( E-mail AND SSN US) OR CC Visa
Example - Scenario 1:
e CAP Policy:
o Block & Report
o Threat Threshold: 4
o Content Detection Rule: (E-mail AND SSN US) OR CC Visa
e Ignore Thresholds: ON
o Maximum number of reported threats: 10
e Limit Reporting: OFF

e Test File contains

o E-mail: 2
o SSNUS:3
o CCVisa: 6
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o [IBAN: 22

In our example, the policy will trigger when the policy is satisfied (Boolean logic), no matter if
the ‘Threat Threshold’ is met or not due to the ‘AND’ operator in the policy. Depending on the
data structure in our test file, EPP Client may report different 10 threats to EPP Server

e 2E-mails+2SSNUS+6CC Visa
e or1Email+3SSNUS + 6 CC Visa
e Etc.
Note: Identifiers which are not part of the Boolean logic in a CAP policy will not be reported!

Generally, a CAP policy (Block & Report) will trigger when the Boolean logic of the policy is
satisfied. However, with ‘Ignore Thresholds’ enabled and with 1+ ‘AND’ operator(s) in the
policy, the scan engine will ignore the ‘Threat Threshold’ setting and continue the scan until
the total threat of 10 is reached, no matter if “Limit Reporting” (under DEVICE CONTROL -
Global Settings) is being enabled or disabled.

Generally, a CAP policy (Report only) will trigger when the Boolean logic of the policy is
satisfied. However, with ‘Ignore Thresholds’ enabled and with 1+ ‘AND’ operator(s) in the
policy, the scan engine will ignore the ‘Threat Threshold’ setting. If “Limit Reporting” (under
DEVICE CONTROL - Global Settings) is enabled, the scan continues until the total threat of 10
from setting ‘Maximum number of reported threats’ under ‘Ignore Thresholds’ is reached.

Generally, a CAP policy (Report only) will trigger when the Boolean logic of the policy is
satisfied. However, with ‘Ignore Thresholds’ enabled and with 1+ ‘AND’ operator(s) in the
policy, the scan engine will ignore the ‘Threat Threshold’ setting. If “Limit Reporting” (under
DEVICE CONTROL - Global Settings) is disabled, the scan engine will continue the scan until
the entire file is scanned, but will only report 10 threats, set with ‘Maximum number of
reported threats’ under ‘Ignore Thresholds’.

Example - Scenario 2:
e CAP Policy:
o Block & Report
o Threat Threshold: 4
o Content Detection Rule: (E-mail AND SSN US) OR CC Visa
e Ignore Thresholds: ON
o Maximum number of reported threats: 4
e Limit Reporting: OFF

e Test File contains

o E-mail: 2
o SSNUS:3
o CCVisa: 6
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o [IBAN: 22

In our example, the policy will trigger when the policy is satisfied (Boolean logic), no matter if
the ‘Threat Threshold’ is met or not due to the ‘AND’ operator in the policy. Depending on the
data structure in our test file, EPP Client may report different 4 threats to EPP Server

e 1 E-mail+1SSNUS+2CC Visa
e or2E-mails+1SSNUS+1CC Visa
e Or1E-mail+2SSNUS+1CC Visa

Generally, a CAP policy (Block & Report) will trigger when the Boolean logic of the policy is
satisfied. However, with ‘Ignore Thresholds’ enabled and with 1+ ‘AND’ operator(s) in the
policy, the scan engine will ignore the ‘Threat Threshold’ setting and continue the scan until
the total threat of 4 from setting ‘Maximum number of reported threats’ is reached, no
matter if “Limit Reporting” (under DEVICE CONTROL - Global Settings) is being enabled or
disabled.

Generally, a CAP policy (Report only) will trigger when the Boolean logic of the policy is
satisfied. However, with ‘Ignore Thresholds’ enabled and with 1+ ‘AND’ operator(s) in the
policy, the scan engine will ignore the ‘Threat Threshold’ setting. If “Limit Reporting” (under
DEVICE CONTROL - Global Settings) is enabled, the scan continues until the total threat of 4
from setting ‘Maximum number of reported threats’ under ‘Ignore Thresholds’ is reached.

Generally, a CAP policy (Report only) will trigger when the Boolean logic of the policy is
satisfied. However, with ‘Ignore Thresholds’ enabled and with 1+ ‘AND’ operator(s) in the
policy, the scan engine will ignore the ‘Threat Threshold’ setting. If “Limit Reporting” (under
DEVICE CONTROL - Global Settings) is disabled, the scan engine will continue the scan until
the entire file is scanned, but will only report 4 threats, set with ‘Maximum number of
reported threats’ under ‘Ignore Thresholds’.

Example - Scenario 3:
e CAP Policy:
o Report Only
o Threat Threshold: 4
o Content Detection Rule: (E-mail AND SSN US) OR CC Visa
e Ignore Thresholds: ON
o Maximum number of reported threats: 10
e Limit Reporting: ON

e Test File contains

o E-mail: 2
o SSNUS:3
o CCVisa: 6
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o [IBAN: 22

In our example, the policy will trigger when the policy is satisfied (Boolean logic), meaning
that all identifiers reach a ‘Threat Threshold’ of at least 1, ignoring setting ‘Maximum
number of reported threats’ under ‘Ignore Thresholds’. Depending on the data structure in
our test file, EPP Client may report the single threats to EPP Server differently

e 1 E-mails+ 1 SSN US
e or1CCVisa

Generally, a CAP policy (Report only) will trigger when the Boolean logic of the policy is
satisfied, meaning that all identifiers reach a ‘Threat Threshold’ of at least 1. The scan
engine will ignore the ‘Maximum number of reported threats’ under ‘Ignore Thresholds’,
when “Limit Reporting” (under DEVICE CONTROL - Global Settings) is enabled. Reporting
stops as soon as the policy is satisfied.

Generally, a CAP policy (Report only) will trigger when the Boolean logic of the policy is
satisfied, meaning that all identifiers reach a ‘Threat Threshold’ of at least 1. The scan
engine will consider the ‘Maximum number of reported threats’ under ‘Ignore Thresholds’,
when “Limit Reporting” (under DEVICE CONTROL - Global Settings) is disabled. Reporting
stops when 10 threats are found.

Example - Scenario 4:
e CAP Policy:
o Block & Report
o Threat Threshold: 4
o Content Detection Rule: E-mail OR SSN US OR CC Visa
e Ignore Thresholds: ON
o Maximum number of reported threats: 10
e Limit Reporting: OFF

e Test File contains

o E-mail: 2
o SSNUS:3
o CCVisa: 6
o IBAN: 22

In our example, the policy will trigger when the policy is satisfied (Boolean logic), meaning
when at least one identifier (eg. E-mail) reaches a ‘Threat Threshold’ of 4, but the scan
engine will continue to scan until the total threat of 10 from setting ‘Maximum number of
reported threats’ under ‘Ignore Thresholds’ is reached. Depending on the data structure in
our test file, EPP Client may report different 10 threats to EPP Server

e 2E-mails+2SSNUS+6CC Visa
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e or1E-mail+3SSNUS+ 6 CC Visa
e FEtc.

Generally, a CAP policy (Block & Report) will trigger when the Boolean logic of the policy is
satisfied. However, with ‘Ignore Thresholds’ enabled and no ‘AND’ operator(s) in the policy,
the scan engine will search until the total threat of 10 from setting ‘Maximum number of
reported threats’ under ‘Ignore Thresholds’ is reached.

16.10.9. Virtual Desktop Clones

Enable the Virtual Desktop Clones Support setting to allow the Endpoint Protector server to
identify the virtual desktop clone and interact accordingly with the Endpoint Protector client.

Virtual Desktop Clones

Virtual Desktop Clones Support: O

16.10.10. Deep Packet Inspection Certificate

Disable the Deep Packet Inspection certificate download to require the Endpoint Protector
clients to use the legacy certificate. You can also download the Client CA Certificate.

For detailed information, refer to the Deep Packet Inspection chapter.

Deep Packet Inspection Certificate

Deep Packet Inspaction Certificate download : On

Download Client CA Certificate

16.10.11. Server Certificate Stack

Use this section to regenerate a custom server certificate.
Enable the option and then provide the following information:
e FQDN (Fully Qualified Domain Name) - used in certificates and Regenerate Server
Certificate Stack and CA Certificate used for Deep Packet Inspection on macOS
e Country name - add the first two letters of the country
e State or Province name — add the state or province name
e Locality Name - add locality name

Once you've set all the mandatory information, scroll to the bottom of the settings page, click
Save and then return to the Server Certificate Stack section and click Regenerate Server
Certificate Stack.
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The Server certificate will be regenerated in a couple of minutes, and the user will be logged
out.

Important: Download the Deep Packet Inspection certificate again on macOS and trust it into
the keychain.

Note: This setting is valid for macOS 12.0 or higher, but when regenerating the CA certificate,
also replace it on macOS 11.0 - download certificate and add to System > Keychain Access.

Important: Do not use this setting if no instance of macOS 12.0 (or higher) is registered on
the Endpoint Protector server.

server Certificate Stack

Generate Custom Server Certificate: On

FQDM subject {subdomain.domain.com):
Country Name (2 letter code):

State or Province Name (full name):

Qe

Locality Name (e.g. city):

Regenerate Server Certificate Stack: Regenerate

16.10.12.  Single Sign On

Enable the Single Sign On Login setting to log into Endpoint Protector and then select a
Failover Login User to use when single sign on is not functional.

Single Sign On
Enable Single Sign On Login:
Failover Login User: root v

16.10.13.  Active Directory Authentication

Enable the Active Directory Authentication setting to import an Active Directory group of
administrators into Endpoint Protector as Super Administrators.

Note: By enabling the Active Directory Authentication, you allow the administrators to use
their Active Directory credentials to log into Endpoint Protector.

To import an Active Directory group of administrators, follow these steps:

1. Fill'in the fields with the required information, considering:
a. In some cases, you need to add the domain in front of the username
(domain\username)
b. Active Directory Administrators Group can be synchronized with any other
groups of users except for "primary groups" which is limited from this action
by Microsoft
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2. Scroll to the bottom of the page and save the changes — you will view a successful
message at the top of the page;

3. Return to the Active Directory Authentication section and click Test Connection to
confirm the process was successful;

4. Click Sync AD Administrators.

Important: Once the Active Directory Administrators Group has been defined, only users that
are part of this AD group will be synced and imported as Super Administrators for Endpoint
Protector. Any additional administrators (with different access control levels) can be created
manually from the System Administrators section.

Active Directory Authentication

Enable Active Directory Authentication: O
Connection Type: @ standard O SsL O TLS O SSUTLS

Domain Controller Server Name (or IP):

Domain Controller Port:

Domain Name: @

Account Suffix: ®

User:

Password:

Active Directory Administrators Group: ®

Active Directory Operations: Sync AD Administrators Test Connection

16.10.14. E-mail Server Settings

Manage Email server settings based on the email type you use - native or SMTP.

Note: To enable this feature, you need an Internet connection.

E-mail Server Settings

*Note: There is no E-mail defined for your Administrator Account. You must setup the E-mail address from System Administrators = Edit info.

E-mail Type: Native ~

Native Opfions: Example for Linux sendmail: -oi (more...)

Send test email to my account: O

No-reply email address: Custom ~ Default will send e-mails from noreply@endpointprotector.com.

Custom no-reply e-mail address: noreply@endpointprotector.com The custom e-mail will be used to send the no-reply e-mails.

*Note: Endpoint Protector Server will require a working Internet connection for this feature.

Manage email server settings based on your email type—native or SMTP, with support for
TLS 1.3.
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E-mail Server Settings

*Note: The test e-mail will be sent to. )COSOSYS. Ccom

E-mail Type ET

Hostname <o gl com Example: smip.cososys com

SMTP Port: 465 Example: 25 (Gmail uses port 465 for SSL and 587 for TLS/STARTTLS)
Require SMTP Autnentication

Username cana radu@eososys.com Exampl: Your ullmailadross (ncuding @omallcom or @your_domain com),
Password: Your SMTP password.

Encryption Type: LS+ Example: None, SSL or TLSISTARTILS

Use TLS 1.3: D This method supports TLS 1.3. Note that the decision about which TLS protocol gets used is decided by the comresponding E-mail server based on the list of protocols supported by both parties.
Send test omail to my account: o

No-reply emai address Default v Defaut wil send e-maifs fom norepy@endpointproteciorcom

*Note: Endpaint Protector Server will require a working Intermet connection for this feature.

E-mail Server Settings
*MNote: There is no E-mail defined for your Administrator Account. You must setup the E-mail address from System Administrators > Edit info.
E-mail Type: SMTP ~
Hostname: localhost Example: smip.cososys.com
SMTP Port: 25 Example: 25 (Gmail uses port 465 for SSL and 587 for TLS/STARTTLS)
Require SMTP Authentication: (]
Username: Example: Your full email address (including @gmail.com or @your_domain.com).
Password Your SMTP password.
Encryption Type: None ~ Example: None, SSL or TLS/STARTTLS.
Send test email to my account: O
No-reply email address Custom ~ Default will send e-mails from noreply@endpointprotector.com.
Custom no-reply e-mail address: noreply@endpointprotector.com The custom e-mail will be used to send the no-reply e-mails.
*Note: Endpoint Protector Server will require a working Internet connection for this feature.

16.10.15.  Proxy Server Settings

Configure Proxy server settings by managing the following:

e Proxy Type
e Authentication Type
e [P and Port
e Proxy access credentials (username/password)
Once you provide all the information, click Test to confirm the settings are working

successfully.

Note: If a Proxy Server is not configured, Endpoint Protector will connect directly to
liveupdate.endpointprotector.com.

Proxy Server Settings

Proxy Type: Mone v

Authentication Type: Basic ~

IP and Port: Example: 192.168.0.1:8080
Username:

Password:

*Note: This information refers to networks with configured Proxy server to allow access to Endpaoint Protector Live Update.

Test
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16.10.16. Main Administrator Contact Details

Edit contact details for the main administrator and then click Save to keep all modifications.

Main Administrator Contact Details
Company Name: ltd
Administrator Name: name
Administrator Phone Number: 123
Administrator E-mail: name@domain.com
Save

16.10.17. EPP Server Display Name

EPP users have the capability to visually differentiate environments within the Endpoint
Protector Ul. This feature enables users to add custom text above the Endpoint Protector
logo on the login page and alongside the logo in the Endpoint Protector header. You can
customize text and upload a custom logo for further personalization. These visual cues are
designed to prevent incidents like unintentional modifications on the wrong environment

EPP Server Display Name

Enable Custom Login and Header: on

Login Text: TestM. @
Console Header Text: Markus' Test env @
Login Text Colour: #291336 @
Login Background Colour: #EGEBEB @
Console Header Text Colour: #291336 @
Console Header Background Colour: #FFFFFF @
Console Logo No file chosen @

save

16.11.  System Licensing

From this section, you can manage and have a complete overview of the Endpoint Protector
licensing status.

&) Dashboard
) Device Control
Licensing Status ~
[ content Avare protection
ServerID:  SUXWEVT Lcense Type:  Subscription License End Date: 11 Nov 2021 00:00:00 Support:  Standard
== episcovery
Il Denyiists and Allowiists Modules Validity Licensed Endpoints Total Used Online
. Enforced Encryption Device Control Active Gomputers 15 4 3
EasyLock Enforced Encryption active
) offine Temporary Password Gontert Awaro Protectian or Windows Active

Note: Terminal Server and EasyLack Enforced Encrypted Devices relate also to the number of users.

tant Awaro Protection for Mac Active

Reports and Analysis o Protection for Linux Active

Ackve Terminal Server Users: 0
e EnsyLock Enforced Encrypted Devices: a
Active
Active

System Configuration
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Note: As of Endpoint Protector Version 5.9.0.0, a new subscription-based licensing system
has been introduced. This change removes the licensing restrictions on Premium features,
granting unrestricted access to features like Contextual Detection for all customers. This
adjustment aligns with the revised licensing model, categorizing all features as standard and
accessible to all users.

Endpoint Protector Licensing is based on two main aspects:

e Modules - all modules are licensed separately (Content Aware Protection,
eDiscovery, etc.) and require the Device Control module

e Endpoints — refers to the Windows, Mac or Linux computers that need to be
protected, by having the Endpoint Protector Client installed on them

Based on the selected Modules and Endpoints, a licensing file will be provided by your
Endpoint Protector Representative.

The Endpoint Protector Server ID uniquely identifies each server and is linked to the license
file. This needs to be provided to the Endpoint Protector Representative before purchasing
the licenses.

The License End Date displays the Validity of the Licenses in the system.
The Support represents the level of purchased Support (Standard or Premium)

16.11.1. Free Trial

Endpoint Protector provides a one-time free, 30-day trial period.

By enabling the Free Trial option, you will automatically enable all modules for 50
computers. The endpoint licenses will be assigned on a first-in-first-served basis.

If one or more licensed endpoints become inactive and need to be reassigned, you can
release those licenses, which will automatically be reassigned to other online computers.

16.11.2. Import and manage Licenses

Click Import Licenses to allow browsing for the license file. It contains all the relevant
information in a single file (modules, number of endpoints, expiry date, type of Support, etc.).

Click View Licenses to allow the management of the endpoint licenses.
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Module Licenses -
Device Control Key: A285:3438.CO645CA EasyLock Enforoed Encrystion Key: £065.001C 8354-400F
Content kware Prtoction for Windows Key: GIBF-ZSAE EM5-4B5C Contert Aware rotecton or Mo 05 X Key: BSIETFASOA0N
Content Aware Protection for Ui Key: 216-1504 29884060 eDiscovery for Windows Key 42055087 F376-4198
eDicovery for Mac 05 X Key 4EES 2086 E77C ARG eniseovery for Lincx Key: ASB2 1E37.09%0 4960
Temninal Server Key: 0714-5E10.9156-485C
List of Licenses -
Filters v
Show 10 v | entres el | POF | CSV | ShowMceColmns || Reed
nance O tcenseType “ License Key Assigned Computer Actions:
{8} System Configuration O Endpom Liense pre—————— 3
O | Endpoin License TCHESEB44724-4520 &
O Enapomuiconse TBOE 52A7-A441 2085 )
O Endpomwicense 7FE2 532 50084000 )
O Endpomeense 87F4-1022 00FD-47F0 &
O | EndpoiniLicense 607B-4BFE: FaTA-I1GH &
O Endpomvicense ADC7.98CF 4304-36D8 0]
O Endpomicense 047 675 2128 4568 )
O Enapomvcense D18F-180C 85AF-4700 )
O | EndpoiniLicense 8121-4801-5688-4786 &
Showing 115 10 o 15 ertries wrevns [l 2 | e
T T

If one or more licensed endpoints become inactive and need to be reassigned, you can
release those licenses, which will automatically be reassigned to other online computers.

By using the Automatic Release Licenses functionality, licenses will be released
automatically for endpoints that have not been seen online in a specific number of days (15
days, 30 days, 90 days, etc. or a custom value).

Automatic Release License
Licenses wil be released automatically for endpoints that have not been seen online in the number of days
selected below.

Automatic Release License;
Last online:

Custom value:

To streamline license management within System Configuration, navigate to System
Licensing and discover the Serial Number field under the View Licenses section. In the
licensing table, you will find a Serial Number column. To customize your view, use the
Show/Hide Columns button, including a checkbox for "Serial Number" (defaulted to 'show').
This resolves issues with identical computer names and facilitates more effective
management via Serial Number integration, reinforced by MachineUUIDs.
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Note: If a computer's Serial Number is absent, it will be substituted with MachineUUID to
ensure endpoint machine reliability, now featuring in the license page column across all OS
platforms.

Device Control

) Content Aware Protection

List of Licenses ~
* eDiscovery
P 5 Filters v
i Denylists and Allowlists
. Enforced Enaryption Show | 10 v entries Excel | PDF | CSV | [Show/Hide Columns | | Reload
@ Offiine Temporary Password [J)  License Type 4 License Key Assigned Computer Actions
Reports and Analysis (m] Endpoint License V)
Aerts (0 Endpoint License &
()  Endpoint License V)
Directory Services
()  Endpoint License V)
8 Appliance (J  Endpoint License V)
System Maintenance [m] Endpoint License V)
Endpoint License
System Configuration = S [}
Client Software O | Endpoint Liconse (V]
Client Software Upgrade O | EndpointLicense )
Client Uninstall
System Administrators 0 Encpoint License V)

Administrators Groups
System Departments Showing 1 to 10 of 50 entries Previous 2 3 4 5 Next
System Security

System Settings . .
System Licensing Automatic Release License Back

16.12.  Single Sign On

Single Sign On allows you to log in the Endpoint Protector Server with Azure AD and OKTA.

I

Configuration IS

Provider: Azure 2D

Import users a5 super-administrators: QD)
Service Provider

Use Domain instead of P: [ o )
Identity Provider

The Single Sign On section includes the following:

e Provider - select a provider to start the configuration

e Failover Login URL - enter or generate a link to a page where login locally with
Endpoint Protector Super Administrator is allowed. This will bypass Azure Single Sign
On login in the situation when it stops working. To view the URL, enable the Display
Failover Login URL setting.
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Note: You can provide Super Administrator status to all imported users by enabling the
Import users as super administrators setting.

e Service Provider represents the identity of the Endpoint Protector Server. The
information is required when configuring the Endpoint Protector application in Azure.
Select if the login is based on IP or Domain, provide an Entity ID as well as Login and
Logout URL.

e Identity Provider represents Azure side. It includes the fields where data generated
from Azure should be filed so you will be able to login to Endpoint Protector Server.

16.12.1. Single Sign On configuration with Azure AD

To activate Single Sign on with Azure AD, follow these steps:

1. Go to System Configuration, System Settings, Single Sign On.

2. Upon the activation, select a Failover Login User from the drop-down; root user will be
selected by default.

) Dashboard

{8 Device Control
Single Sign On

[ content Aware Protection
Enable Single Sign On Lagin:

% eDiscovery Fallover Login User: ook
{B Denylists and Allowlists Active Directory Authentication

. Enforced Encryption Enable Active Directory Authentication: (w]

Connection Type: @ Standard () S5L O TLS O SSUTLS
% offine Temporary Password Domain Controlier Server Name (or IP):
Domain Controller Port:

aad Reports and Analysis Domain Name:

‘Account Suffix:
A Aerts ount sy
User:

00

[8] Directory Services Password:
Active Directory Administrators Group: @

b==sl Appliance Active Directory Operations:

¥} system Maintenance
E-mail Server Settings

@ System Configuration

*Notes There s no £-mail defined for your Administrator Account, You must setup the E-mal address fram System Administrators > Edit info,

E-mail Type: Native

Native Ogtions: Example for Linux sendmai: -oi (more...)
Send test email to my acoount: (w]

No-reply emal address: Default % Default will send e-maifs from noreply@endpointprotector.com

*Notes Endpoint Protector Server will require a working Interet connection for this feature.

Proxy Server Settings

B8 system Parameters Proxy Type: None v
Authentication Type:

<

@) support 17 and Port; Example: 192.168,0,1:8080

After the above steps have been completed, a Single Sign On subsection is displayed in the
System Configuration section.

Note: The Failover Login User you selected cannot be deleted from Endpoint Protector
Server while it is selected. Single Sign On cannot be activated without a Failover Login User.

3. Select the Provider to view Single Sign On subsections.
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Content Aware Protection Configuration °

% eDiscove
"l Provider. Select Prov -

N E
= J—
% offine Temporary Password
eports and Analysis
Plerts
Directory Services
d Appliance
System Maintenance

System Configuration

B system parameters

@) support

4. Go to portal.azure.com and login.

5. Go to Azure Active Directory.

6. Create a New Enterprise Application:
a. Add a New Application;

b. Click Create your own application;

o

Give the application a name;
d. Select Integrate any other application you don’t find in the gallery;

e. Click Create.

E— , : —wtetonrecoendo
Sl e o o N

Home >
(i ) Default Directory | Overview - X
Azure Active Directory
« @ Switchtenant  [[] Delete tenant + Createatenant [ Whatsnew | [ Previewfeatures =~ < Got feedback?
@ Overview AzUrE AU PrEmIum re
Tenant ID

¥ Getting started
1def8742-8¢49-497a-a304-1019...
&I Preview features

Primary domain

X Diagnase and solve problems testazureqaendpointprotecto.onmicrosoft.

Manage
A Users Sign-ins
250
& Groups 200
: 150
BE External Identities 100
50
&, Roles and administrators 0
. ) Mar 28 Apra Apr 11 Apr 18
& Administrative units ’
Sign ins:
L Enterprise applications | 67
CH Devices
i App registrations Create

(&) Identity Governance & mm
&
L 11

E' Application proxy
User Guest user Group Enterprise App registration
% Licenses application

» Azure AD Connect

Featured services

Custom domain names
T ;4 > o & L3 ey

Identity Secure Policies Privileged Identity Tenant Azure AD Domain Access reviews
Password reset Score Management restrictions Services

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



241 | Endpoint Protector 5.9.3.0 User Manual

el o e : S

Home > Default Directory >

Browse Azure AD Gallery - X

+ Create your own application | (i) Request new gallery app 2 Got feedback?

@ You're in the new and improved app gallery experience, Click here to switch back to the legacy app gallery experience. —

‘ P search application Single Sign-on : All User Account Management : All Categories : All
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle

adws
\___/7
Google Cloud

) e L) : il

Home > Default Directory >

Create your own application x
x Browse Azure AD Gallery
What's the name of your app?
— Create your own application (D) Request new galleryapp =~ < Got feedback?

[ Input name

You're in the new and improved app gallery experience. Click here to switch back to the lega
L] P PP gallery expe 9% \what are you looking to do with your application?

(O Configure Application Proxy for secure remote access to an on-premises application

‘ £ Search application Single Sign-on : All User A O Register an application to integrate with Azure AD (App you're developing)
| () Integrate any other application you don't find in the gallery (Non-gallery)
Cloud platforms
Amazon Web Services (AWS) Google Clouc

y o

w
\a S—, 4
Google !

SAPd

Create

7. From the left-hand menu go to Single Sign On and then select the SAML method.
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Home > Default Directory > Browse Azure AD Gallery >

Test Application | Overview - X

Enterprise Application

B Overview

m Deployment Plan

Properties

Name ©

Test Application D

Manage
m Application ID ©
1l Properties
473158e-fdeS-A7e6-aae... [
&2 Owners

&, Roles and administrators (Prev...

&2 Users and groups

ObjectID ©

6e22c627-d01b-4d4c-90... [

Getting Started
® Provisioning
B Application proxy :. 1. Assign users and groups 5) 2 Setupsinglesign on (2) 3. Provision User Accounts

C  Self-service

Provide specific users and groups access
to the applications

Enable users to sign into their application
using their Azure AD credentials

Automatically create and delete user
accounts in the application

Security Assign users and groups Get started Get started
Conditional Access
% Permissions.
@ Token encryption (& 4. Self service
Enable users to request access to the
Activity application using their Azure AD
credentials
D sign-ins Get started
i Usage & insights
@ Auditlogs
.- N, What's New
Home > Default Directory > Browse Azure AD Gallery > Test Application
3 Test Application | Single sign-on - X
Enterprise Application
N . Select a single sign-on method  Help me decide
B Overview
[0 Deployment Plan
Manage ® Disabled {3 SAML & Password-based
Single sign-on is not enabled. The user Rich and secure authentication to Password storage and replay using a
1! Properties won't be able to launch the app from applications using the SAML (Security web browser extension or mobile app.
My Apps. Assertion Markup Language) protacol.
&2 Owners
il Roles and administrators (Prev...
2 Users and groups
2 Single sign-on
2 Provisioning O( )] Linked

Link to an application in My Apps

E! Application proxy andfor Office 365 application launcher.

€ Self-service

Security

Conditional Access
7 Permissions
© Token encryption
Activity
23 sign-ins
4l Usage & insights

B Auditlogs

To edit Basic SAML Configuration, open the Single Sign On page from the Endpoint
Protector Server and copy/paste the data from the Single Sign On page on Basic
SAML Configuration page.

On the Basic SAML Configuration page, delete the data that is by default completed
for Identifier (Entity Edit).
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Home > Default Directory > Browse Azure AD Gallery > Test Application > Basic SAML Configuration X

(&) save
Identifier (Entity ID) * ©
The default identifier will be the audience of the SAML response for IDP-initiated SSO
Default
it icationregi icrosoft.com primary Oo o}

Oracl
racle Reply URL (Assertion Consumer Service URL) * ©

% The default reply URL will be the destination in the SAML response for IDP-initiated SSO
! E

Sign on URL ©

‘ Enter a sign on URL

Relay State ©

Enter a relay state

Logout Url ©

[ Enter a logout url ]

10. From the Single Sign On page on the Endpoint Protector Server

a. copy the data from Service Provider, the Entity ID field and paste it on the Identifier
(Entity ID) field and on Reply URL (Assertion Consumer Service URL) from Basic
SAML Configuration page and check it as Default.

ENDPOINT Q go ) wacme Microsoft Azure £ Search resources, services, and docs (G+/) m
PROTECTOR 3
Basic SAML Configuration %
Configuration - &l save
Default
Provider: Azure AD
v hitps://192.168.15,238 0o [i
Failover Login URL ‘ ‘
atover Logi URL:
. ‘
Reply URL (Assertion Consumer Service URL) * @
St P ogn i = The default reply URL will be the destination in the SAML response for IDP-initiated SSO
Senvice Provider Default
e Do nstead of 1 [e o ) https://192.168.15.238/index php/login [} i
Entity [D:
Login URL: E ]
Logout URL: L S O 4 Sign on URL ©

[ httpsy/7192.168.15.238/index php/login

Entity [D: hittps://sts windows.net/1 def8742-849-4972-a304-1019540da 191/
Login URL: hitps:/fiogin. Relay State @
Security Certficate: MTIWMAY Enter a relay state
AGaAM
iy oyt CLNOOTERR Logout Url @
https;//192.168.15.238/index php/logout
1© 2004 - 2021 CoSaSys Ltd. Al rights reserved. Version 5.3.0.5

b. Copy Login URL from Service Provider, Single Sign On page from Endpoint
Protector Server and paste it on Sign on URL from Basic SAML Configuration page.

c. Copy Logout URL from Service Provider, Single Sign On page from Endpoint
Protector Server and paste it on Logout URL from Basic SAML Configuration page.
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ENDPOINT
PROTECTOR

Failover Login URL

Failover Login URL:

Generate URL

Display Faiiover Login Url:

Login URL:

Logout URL:

Identity Provider

Login URL:

Securiy Certficate:

© 2004 - 2021 CoSoSys Ltd. All ights reserved.

ENDPOINT
PROTECTOR

Generate URL

Display Fadover Login Un:

Service Provider

Use Doenain instead of IP:

Login URL:

Logout URL:

Identity Provider

Login URL:

Securiy Certificate:

112004 - 2021 CoSaSys Ltd, Al rights reserved.

Azure AD -

hitps:/192.168.15.238/Index. phpfiogin failover._login=930bf31bag44a39b2081b21a40e1b0r | g

Microsoft Azure

P Search resources, services, and docs (G+/)

Basic SAML Configuration

Save

Identifier (Entity ID) * @

The default identifier will be the audience of the SAML response for IDP-initiated S50

https://192.168.15.238

Reply URL (Assertion Consumer Service URL) * O

The default reply URL will be the destination in the SAML response for IDP-initiated SSO

x>
@ o ]
hitps://192.168.15.238 Yl
hitps://192.168.15.238/Index. phpfiogin ¥
hitps://192.168.15 238/ Index. phpfiogout ]
ATIWMAY
AQaAM
o NoOTEOR

https:;//192.168.15.238/index.php/login

X
Default
[me] [i
\
Default
] i

Sign on URL ©

™ https://192.168.15.238/index.php/login

Relay State @

I Enter a relay state

| nnnut e

192.168.15,238/index phoyioginfallover_login=03bb03 100844035620B162104%e 150 |

hitps://192.168.15.238 3
itpe://192.168.15 238/index phofiogin Y
hitps://192.168.15 238/ index.phofiogout s
Zatc N

b

.
peoss SnsdaZH AL TRNAOLSIND:
4 o TigA
Wghapav:

Microsoft Azure

£ Search resources, services, and docs (G+/)

Basic SAML Configuration

Save

https://192.168.15.238

Reply URL (Assertion Consumer Service URL) * ()

The default reply URL will be the destination in the SAML response for IDP-initiated 550

https://192.168.15.238/index.php/login

x
Default
Qo @
\
Default
® [i

[

Signon URL @

[ https://192.168.15 238 index php/iogin

Relay State @

| Enter a relay state

Logout Url @

g | ‘tl https://192.168.15.238/index.php/logout

v-:a-m*

11. Save the settings without testing Single Sign On yet.

12. Go to Step 3 from the page, SAML Signing Certificate and click Edit.
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Home > Default Directory > Browse Azure AD Gallery > Test Application >

Test Application | SAML-based Sign-on

Enterprise Application

« T Upload metadata file 7 Change single sign-on mode. Test this application | < Got feedback?
# Overview surname user surmanme
emailaddress usermail
D Deployment Plan name user userprincipalname.
Unique User Identifier useruserprincipalname
Manage
SAML Signing Certificate
25 Owners
&, Roles and administrators (Preview) Status ]
Thumbprint
2 Users and groups Expiration 4/21/2024, 83421 PM
} Notification Email
D single sign-on App Federation Metadata Url hitps://login.mi i 1def8742-8c49-.. 1 |
® Pprovisioning Certificate (Base64) Download
B Applcation proy Certificate (Raw) Download
Federation Metadata XML Download
C selfservice
Security o Set up Test Application

Conditional Access ;
You'll need to configure the applieation to link with Azure AD.
& permissions

Login URL [ https://login microsoftoniine.com/1def8742-8c49-... [ |
@ Token encryption Azure AD Identifier [ ttpsi//sts.windows net/1def6742-8c49-497a-a30.. |
Logout URL ntps://login.mi i defs7: . T
Activity ‘ |
View step-by-step instructions
D sign-ins
fifi Usage & insights e
Test single sign-on with Test Application
B Auditlogs

wa Provisioning logs (Preview) Test to see if single sign-on is working, Users will need to be added to Users and groups before they can sign in.

Test
Access reviews

13. Change Signing Algorithm to SHA-1 and click Save.

SAML Signing Certificate X
Test Application I Sp Manage the certificate used by Azure AD to sign SAML tokens issued to your app

Enterprise Application Save - New Certificate 'T‘ Import Certificate
. Overview Status Expiration Date Thumbprint
m Deployment Plan Active 4/21/2024, 8:34:21 PM wee
Manage _— . . N
Signing Option { Sign SAML assertion W ]

L] Properties

|Signing Algorithm | sHA-1 v
& Owners
& Roles and administrators (Preview Notification Email Addresses
&3 Users and groups
D Ssingle sign-on
D Provisioning

E! Application proxy
C Self-service
Security

Col

ifs Permissions

@ Token encryption
Activity

fo] Sign-ins

fill Usage & insights

B Audit logs

ﬁ Provisioning logs (Preview)

¥= Access reviews

14. From Step 3, SAML Signing Certificate, download Certificate (Base64).
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3

Home > Default Directory » Browse Azure AD Gallery > Test Application

Test Application | SAML-based Sign-on

Enterprise Application

«

F Upload metadata file Wl Change single sign-on mode Test this application 7 Got feedback?

i overview Surnane USESUrEne
emailaddress usermail
M Deployment Plan name user.userprincipalname
Unique User Identifier user.userprincipalname
Manage
m .
il Properties a
SAML Signing Certificate .
S8 Owners & Edit
4. Roles and administrators (Preview) Status Active
Thumbprint
£ Users and groups Expiration 4/21/2024, 8:3421 PM

Notification Email
App Federation Metadata Url

D S le sign-
D single sign-on https:/login.microsoftonline.com/1def8742-8c49-... tr;]

& Provisioning Certificate (Base64) Download ]
¥ Applicat Certificate (Raw) Download
pRlication provy Federation Metadata XML Download

C  Self-service

Security

Set up Test Application

Conditional Access
I ’ You'll need to configure the application to link with Azure AD.

.E. Permissions Login URL

Azure AD Identifier

| https://login.microsoftonline.com/1def8742-8c49-.. [y |
[ httpss/sts windows net/1def8742-8c49-487a-230... [ |
| https://login.microsoftonline.com/1def8742-8¢49-.. [y |

@ Token encryption

Logout URL

Activity
View step-by-step instructions
D Sign-ins.

46 Usage & insights

g audtl Test single sign-on with Test Application
udit logs

a Provisioning logs [Preview) Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

. ) Test
= Access reviews

15. Open the downloaded certificate with a text editor and copy the content inside it.

16. Paste the content in the Endpoint Protector Server, System Configuration section,
Single Sign On, Identity Provider, Security Certificate.

Dashboard

Device Control e ®

——=—-BEGIN CERTIFICATE----—

Failover Login URL @ Test Application (1).cer

¥ Failover Login URL: Failover URL S nncsncc.\diw BAGIQL iDSYtPIn2!
Content Aware Protection TTyBDZX)8aWZpY2FAZT AeFulyMTABM] cxMT1
) NThaFwdyNDAGH] cxH3 T INThaMDOM] AWBONVBANTKU1pY3Jvc29mdCBBenVy ZSBGZWR 1 cnFOZH0g
P Display Failover Login (@ oFF ] UINPIENTCnRpZnL jYXRIMIIBI ] AQBAMIIBCQKCAQEAUTP21FQUNQ7H
ry urk: LwRMDOT LLOKhKL BSmABQT LmINk Lz
I.Bsmshesi-DOKaoZ\‘NgB’lyZ&ENU!LKWHBVECERubIjrﬁEsp\'xFBnlostuMlﬂSU!Ztﬂ
Denylists and Allowlists BF+1CH bauHlvS2dXdsL: CM+vqroZCSMnoNt / 1XSkuYed0755v0/STZWrrMyPam
nylists ant owlists ) N Jn+uuWSTrdeGHzuHj anP7yJELx1leI:Omﬁ\nﬂyMuMY!.SDdeFITGS\’,‘G\'Ldy]llDGJer
Service Provider HWGhpKdVj 400 rv4Rr 7iTIXRUWO) CWgW/ZzHIkhUph
" . Mnnblm!unmﬁduduJ»fﬁFﬂ:rvlzaKFn.qimMrﬂaulj?pvsr/yqlemu:cykljkue?ml
Enforced Encryption Use Domain instead of JeLCWMHCj Gb18QT
P /smmrmmnnxnwssnmzEdpxwu/u1fx1m2xusnapuvmszumm+pjvcgm_ru
Offline Te Password SVTCsvtYGHONCLUbr+Uddr J0083Gn LAUNTEEFH7LBSCHO
e Entity ID: https://192.168.15.238 & e
Reports and Analysis Logout URL: https://192.168.15.238/index.php/I
Alerts
Identity Provider
Directory Services
‘Azure AD Identifier: Entity 10
Appliance Security Certificate: MHCBRCCAigAWIBAQIQIMKS GADSYIP)
n2Y+xvihjANRakahkiGIWNBAQSFARADN
System Maintenance TIwMAYRYQQR
EyINaWNyb3NvZnQgQXp1amUgRmVIZX

IhdGVKIFNTTYBOZX0aWZpY2FOZTACFW
OyMTAOMjoeMiTL

NThaFwOyNDAOMICKMILINThaMDQxMIA
WBgNVBAMTKU1pY3Ive29mdCBBenvyzZS

System Configuration

System Parameters

Support

Version 53.0.5

L@J.DM - 2021 CoSoSys Ltd. All rights reserved.

17. Return to Azure SAML-based Sign On page
application” and copy Azure AD ldentifier.

and reach Step 4, Set up “your
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18. Go to Endpoint Protector Server, System Configuration, Single Sign On, Identity
Provider, Azure AD Identifier and paste the data from the previous step.

. ENDPOINT Q Q.o w?m-

PROTECTOR
_SAN"--':’&SEGI soen )
Service Provider < T Upload metadatafile ) Change single sign-on mode i= Test this application | -+
Use Domain instead of IP: e o - SAML SIgnIng Lertmcate 7 e
. Status Active
Entity ID: PP /190 1680152368 L Thumbsprint FB72D910BD12F96CCDEBC24502EF43819CES
2855
Login URL: https://192.168.15.238/index.phpflogin L | [ ] Expiration 4/27/2024, 3:25:58 PM
Notification Email i to.onmicros
Logout URL: https://192.168.15.238/index.php/logout L oftcom
App Federation Metadata Url \ nmi 7 fide... @|
Certificate (Base64) Download
Identity Provider Certificate (Raw) Download
Federation Metadata XML Download
Agure AD Identifier: [ httpsi//sts windows.net/1def742-BcA9-4976-2304- 101954002191/ W v J ‘
Login URL: Login URL [4]

Set up Test Application

Security Certificate: Kfjkue?/M You'll need to configure the application to link with Azure AD.
JeLCWMHCjaVKAWrU4oVrbiGb L0QTFMAMQU2ZYUUY YXUSKZTLBIEpABIOhgSzDaZ + .
/YQgZqoD4B Login URL https://login.microsoftonline.com/1de... 1)
ol | Azure AD Identifier

v+pjVGgnLIW httpsi//sts.windows.net/1def8742-8cd.. [y

BBVTCsviYEHCNC 05nr820p)00B3IGRAUWT Logout URL i de... )
EMMPLBSCHO

View step-by-step instructions

Logout URL: Logout URL
0 . single sign-on with Test Application

Save Test ta see if single sign-on is working. Users will need to be added to Users and groups
before they can sign in.

Test

| © 2004 - 2021 Casasys Lud. Al ighs reserved. Version 53.0.5 |
y

19. Return to Azure SAML-based Sign On page and reach Step 4, Set up “your
application” and copy Login URL.

20. Switch to Endpoint Protector Server, System Configuration, Single Sign On, Identity
Provider, Login URL and paste the data from the previous step.

. ENDPOINT Q E!.o w?m-

PROTECTOR
_SA'A\""--':’ESEGI soren )
Service Provider < T Upload metadatafile ) Change single sign-on mode i= Test this application | -+
Use Domain instead of IP: e o - SAML SIgnIng Lertmcate 7 e
. Status Active
Entity ID: PP /190 1680152368 L Thumbsprint FB72D910BD12F96CCDEBC24502EF43819CES
2855
Login URL: https://192.168.15.238/index.phpflogin L | [ ] Expiration 4/27/2024, 3:25:58 PM
Notification Email i to.onmicros
Logout URL: https://192.168.15.238/index. phpflogout L oftcom
App Federation Metadata Url \ nmi 7 fide... @|
Certificate (Base64) Download
Identity Provider Certificate (Raw) Download
Federation Metadata XML Download
Agure AD Identifier: [ https:/sts.windows.net/ 1defB742-Bo49-497a-a304- 10185400191/ v J ‘
o 11def8742-4 304- 2 b4
Losin URL: ( 15742 849 457 ol o Set up Test Application
Security Certificate: Kfjkue?/M You'll need to configure the application to link with Azure AD.
JeLCWMHcjaVKAIWrUMoVrbiGb10QTrMAMQUZZYUL YXUSKZTLBIEp4BIORgSZDaZ + i
/YQgZqoD4t8 Login URL httpsy//login.microsoftonline.com/1de... [}
L §
Identif Asts wi ¥
vepiVGanLW Azure AD Identifier https//stswindows.net/1def8742-8c4.. [
BBVTCsviYEHCNC 05n8a0p)O0BIGHAUWT Lagout URL inmi i de... 0
{EM7LBSCHO
= View step-by-step instructions
Logout URL: Logout URL

0 . single sign-on with Test Application

Save Test ta see if single sign-on is working. Users will need to be added to Users and groups
before they can sign in.

Test

LDM - 2021 CoSoSys Ltd. Al rights reserved. Version 5.3.0.5
v

21. Return to Azure SAML-based Sign On page and reach Step 4 -> Set up “your
application” and copy Logout URL.

22. Switch to Endpoint Protector Server, System Configuration, Single Sign On, Identity
Provider, Logout URL and paste the data from the previous step.
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£ Search i d docs (G+/)
s @ @ g M= I
PROTECTOR ~
Comcewa i ‘

Service Provider 3

T Upload metadatafile *? Change single sign-on made = Test this application
Use Domain instead of IP: x> - SAMIL SIgning Lerumcate & kit
’ Status Active
Entity ID: PP //190168C15:2268 L Thumbsprint FB72D910BD12FI6CCDEBC24502EF43819CES
2855
Login URL: https://192.168.15.238/index.phpflogin o I Expiration 4/27/2024, 3:25:58 PM
Notification Email i micro:
Logout URL: https://192.168.15.238/index.php/logout 5 oftcom
App Federation Metadata Url \ nmi 7 1de... @|
Certficate (Base64) Download
Identity Provider Certificate (Raw) Download
Federation Metadata XML Download
Azure AD dentifier: [ hitps: f/sts.windows.net/ 1defB742-Bc49-4972-2304- 101954002191/ v J ‘
in URL: 10ef8742-Bc49-4972-a304- 10195400219 /sam2 ¥ o
Login ( A191fsam ) o .. up Test Application
Security Certificate: Kfjkue?/M You'll need to configure the application to link with Azure AD.
JeLCWMHCjaVKAWrU4oVrbiGb L0QTFMAMQU2ZYUUY YXUSKZTLBIEpABIOhgSzDaZ + .
/YQgZquD4t8 Login URL https//laginmicrosaftonline.com/1de... [
2 §
Azure AD Identifie J/sts wi X
v+pjVGgnLtW + s iner https.//sts.windows.net/1def8742-8cd.. [
BOVTCsviySHCRC 05n8a0p)O0BIGHAUWT Logout URL in.mi i de... 0
AEM7LBSCHO ) )
View step-by-step instructions
Logout URL: [ /. v ]

o . single sign-on with Test Application

o Test to see if single sign-on is working. Users will need to be added to Users and groups
before they can sign in.

Test

L@ZDO‘ - 2021 CoSoSys Ltd. All rights reserved. Version 5.3.0.5

23. Generate Failover Login URL from Endpoint Protector Server, System Configuration,
Single Sign On, Failover Login URL and Save the URL.

&) Dashboard

8} Device Control

Configuration -
[ Content Aware Protection
Provicer: Azure AD -
= Discovery
Il oenyiists and Allowiists Failover Login URL
Fallover Login URL: Nitps://192.168.15.238/Index.phayloginvtallover_log 8 Generate URL
Dispiay Failover Login Ut [ ov @]
) offine Temporary Password
aad Reports and Analysis Service Provider
W Aerts Use Domain instead of IP: (@ o ]
B o Entity I0: hitps://192.168.15.238 £ Login URLE hitps://192.168.15.238findex.php/login Y
p— Logout URL: hitps://192.168.15.236/index. phalogout E
[=3 Appliance
¥ system Maintenance Identity Provider
) system Configuration Azure AD Identifier: Hitps:/sts.windows. net/ 14ef5742-8c49-4970-a304-1 ¥ Lagin URL: [ tosrnes ]
. . e 7 . hitps: login.mmis i v
B svstem parameters Security Certificate: RAURDIQKOUu+mGARIuwFEFdory L Zax TLaahOF Logout URL: [ ]

xMkrRgu/j7pv i yq LVOImfASCyk/kueZ/M
JeLONMHCIBVKAMAU4OVIDIGD10QTIMAMQUIZYUU
Q) support YYKUSXZTLBJEPABIOhgSzDaZ +/YQaZqODAts
T A e
MRWT 2L IShapbvb)0zuBSWFY-+pVGINLIW
BBVTCSVTyBHCNCIQbr+L4HrpAQUEROGOGOBSIQ/HK.
3600

o

© 2004 - 2021 CaSaSys Ltd. All rights reserved. Version 5.3.05

24. Save the settings on the Single Sign On page from Endpoint Protector Server.

25. Switch to Azure, Select Users and groups from the left menu.
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Home > Default Directory » Browse Azure AD Gallery > Test Application >

Test Application | SAML-based Sign-on

Enterprise Application

T Upload metadata file Change single sign-on mode = Test this application O Got feedback?

B Overview

Deple it Pl - e
@ Deplayment Plan o SAML Signing Certificate £ Edit
Manage Status Active
m Properties Thumbprint 1BFF6839254E283B127087ABA71B3EA6506532E6
Expiration 4/21/2024, 8:34:21 PM
&2 Owners Notification Email iulia@testazureqaendpointprotecto.onmicrosoft.com
&, Roles and administrators (Pre... App Federation Metadata Url https://login.microsoftonline.com/1def8742-8c49-... [y J

Certificate (Base64) Download
& Users and groups Certificate (Raw) Download

D Single sign-on Federation Metadata XML Download

@ Provisioning

¥ Application proxy o Set up Test Application

€ Self-service You'll need to configure the application to link with Azure AD.

Security Login URL l https://login.microsoftonline.com/1def8742-8c49-... [y J
Azure AD Identifier [ httpsy//stswindows.net/1def8742-8c49-497a-a30... [ |

Conditional Access

Logout URL | httpsy/login.microsoftonline.com/1def8742-8c49-... I |

o -
4.s Permissions View step-by-step instructions

© Token encryption

Activity 6 Test single sign-on with Test Application

2 <ani

D Ssign-ins Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.
fil Usage & insights p—

& Audit logs

ﬂ Provisioning logs (Preview)

26. Go to Add user/group, none Selected, search for the Azure User, Select, Assign.

Home > Default Directory > Browse Azure AD Gallery > Test Application

2 Test Application | Users and groups

Enterprise Application

gdit [ Remove /7 Update Credentials | == Columns | <P Got feedback?

B Overview

@ The application will appear for assigned users within My Apps. Set isible to users?'to o in properties to prevent this. —>
[ Deployment Plan

Manage [ First 100 shown, to search all users & groups, enter a display name.
Il Properties Display Name Object Type Role assigned
2 Owners No application assignments found

4. Roles and administrators (Preview)
& Users and groups.
D single sign-on
@ Provisioning
£ Application proxy
© Self-senvice
Security
Conditional Access
4 Permissions
@ Token encryption
Activity
D sign-ins
il Usage & insights
H Auditlogs
& Provisioning logs (Preview)

Z= Access reviews
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Home > Default Directory > Browse Azure AD Gallery > Test Application

Add Assignment

Default Directory

Users and groups
[None Selected

Select a role

Assign

Home > Default Directory > Browse Azure AD Gallery > Test Application > Users and groups

Add Assignment

Default Directory

[ [ search

Users and gr
None Selected . AAD DC Senvice Accounts

Select a role
. AAD DC Service Accounts

. AAD DC Service Accounts
. AAD DC Service Accounts
1 o iovercn

[ [PYRr—

Selected items

No items selected

o

Home > Default Directory > Browse Azure AD Gallery > Test Application

Add Assignment

Default Directory

Users and groups
1 user selected.

Sefect a role
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27. The User is assigned to the application and login in Endpoint Protector with Azure is
now possible.

28. Logout from the Endpoint Protector Server and access it again. The Administrator
should be redirected to http://login.microsoftonline.com/ for the Azure login process.

Single Sign On Configuration with OKTA

1. To activate Single Sign On, go to System Configuration, System Settings, Single Sign

On.

Upon the activation, select a Failover Login User from the drop-down. Root user will be
selected by default.

¥} svstem Maintenance

@ System Configuration

18 2004 - 2021 CoSoSys Ltd. All ights reserved.

‘single Sign On

Enable Single Sign On Login:
Failover Login Uses: ot

Connection Type: @ Standard () SSL () TLS () SSUTLS

Domain Controier Server Narme or IP):

Domain Controler Port:

Domain Name: ®
Account Suffx: @
Uses

Password:

Actve Directory Administrators Group: @
Active Directory Operations: SyncAD Adminisiraiors Test Connection

E-mail Server Settings

*Mote: There i no E-mall defined for your Administrator ACCOUNY. You must seup the E-mail address from System Adinistrators > EGR nfo

Emai Type Mative v

Native Options: Example for Linux sendmai: -0l (more...)
Send test email to my account: (m]
No-reply email addrass: Defauk v Default il send e-mais from noreplyendointprotector com

“Note: Encpoirt vl require 3 working this feature.

i
H
is
<

1P and Port: Example: 192.168.0.1:9080

Version 53.0.5

After the above steps have been completed, a Single Sign On subsection is displayed
in the System Configuration section.

2. Select the Provider in order for Single Sign On subsection to be displayed.
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Device Control
Content Aware Protection Configuration
eDiscovery

Denylists and Allowlists

Enforced Encryption

) Offline Temporary Password

Reports and Analysis

Alerts

Directory Services

o Appliance

System Maintenance

System Configuration

Provider: Select Provider

B system parameters
L) support

© 2004 - 2021 CaSoSys Ltd. Al rights reserved.

Version 5.3.0.5

3. Go to yourcompany.okta.com, Applications- and then Create App Integration.

okta

Dashboard

Directary

Applications

Applications

Self Service

Socurity

Waorkflaw

Reports

Sottings

Q searen ® 9

i Applications @ Help
A eers o Ao Morer

Search

STATUS EndpointProtactor o v
ACTIVE 2
INACTIVE o Okta Admin Cansole

Okta Browser Plugin

Okta Dashboard

© ® @ ® ©
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4. On the following screen, select SAML 2.0 and click Next.

Create a new app integration

Sign-in method 0IDC - OpenlD Cennect
Learn More €4 Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Reeommanded If you intand to build a eustom app integration with

the Okta Sign-In Widget.

SAML 2.0
standard for SSO. Use if the Identity Provider for your
upports SAML

b Authentication
Okta-sp 0 methed. Use if your application doesn't support OIDG or

SAML.

API Services
Interact with Okta APIs using the scaped QAuth 2.0 access tokens for

machine-te-machine authentication.

5. Set a Name for the Application and click Next.

okto. Q_ Search Fea] ~

Dashboard v
Directary . #;Create SAML Integration
Applications ~ @) Generai settings Gon SAML Fesdback
Security ~
Workflow > 1 General Sattings
Reports hd
App rama Application
Settings ~
App logo (optional) @ (2] (7]
App visibtty Do ot isplay application con to users

Do not display application icon in the Okta Mobile app

)21 Okta, Inc. Privacy Version 202111 C OK14 U Statussite Downlead Okta Plugin  Feedback

6. Open the Configure SAML tab.

7. Go to your Endpoint Protector Server, System Configuration, Single Sign On.
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Configuration S
Prover o

Falover Login URL

Falover Logi URL: siover N Generate URL

Dy Falover Loge Ut =

Service Provider

se Domain neteod of [ o )

Auence URI (59 Enty D) Mo 192.168.15.25 ) Logn Uk OKTA Mitp:/]152.168.15 25 ndex phaflopn ]

Lopaat UaL OKTA: Mo 152.168.15.257wdex. phpdlgout )

Identity Provider

Tdentty Provider Sivle Sign-0n URL

Logout URL OKTA:

e T

. Copy the information from:

e Audience URI (SP Entity ID) and paste it on the field with the same name from
OKTA, Configure SAML.

e Login URL OKTA and paste it on the field Single sign on URL from OKTA page,
Configure SAML.

okta Q s
fa—
Birectory #;Create SAML Integration
Configuration.
dolestons N © contmmsar
secumy -
Fatover Logi UL — )
A sl settngs
[—— « T
[ ——— o o) Reperis - General
e Fettoes - Segesn on URL @ -
e
o S s a@ - :
[P 2| wewmom s
Aacs IRy Oy
[omp—
tssatey proviser
[ R
e — —
Aavicaton sarmima @ -
[r—— PR—
T T St hivanced Setngs
Atribute Statements faptiona)
- Hare ormat Ve

9. Onthe OKTA page, click Show Advanced Settings.
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okta Q saren. 8
Dashboard ~
Dirctory . # Create SAML Integration
Applications - General Settings ©) configure SAML
Security -
Workflow h A SAML Settings
‘What does this form do?

Reprts v

General This form generates the XML needed
Settings. v for the app’s SAML request.

Single sign on UAL © https1/192168:16.25 index phpliogin

Whers do | find th info this form
Use this for Recipient URL and Destination URL nasds?

Allow this app to request other SO URLs The app you're trying to integrate with

should have its own dacumentation on

Audience URI (SP Entity ID) @ https://192.168.15.25 using SAML. You'll need to find that
doc, and it should outline what

information you need to specity in this
Default RelayState @ ¥ pecify

form.
If no value is set, a blank RelayState is sent
‘Okta Certificate
Name ID format @ Unspecified . Import the Okta certificate to your

Identity Provider if required.

Okta username v 4 Downioad Okta Certificats

Create and update

Application username ©

Update application usemname on

Show Advanced Settings

Attribute Statements (optional) LEARN MORE

Name Name format Value

fontinnal)

10. Edit the following fields:

e Signature Algorithm, select RSA-SHA1
e Digest Algorithm, select SHA1

okta Q search. o]
Dashboard ~ Hide Advanced Settings
Directory ~ Response @ Signed
Applications ~

Assertion Signature @ Signed
Security v

Signature Algorithm @ RSASHAT
Workflow N
Reports . Digest Aigoritnm @ St
Settings e

Assertion Encryption @ Unencrypted

Enable Single Logout © Allow application to initiate Single Logout

Assertion Inline Hook None (disabled)

°
Honor Force Authentication @ o

SAMLlssuer ID @ ittgilfwww.okta.com/$lorg externalitey

Attribute Statements (optional) LEARN MORE

Value

Add Another

11. Hide Advanced Settings and click Next.

12. At step 3, select an answer for each question and click Finish.
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okta

Dashboard v
Directory ~
Applications -
Security ~
Workflow ~
Reports ~
Settings v

Q searen.

3 Help Okta S

#;Create SAML Integration

Are you a customer or partner?

‘you configs

© I'm an Okta customer adding an internal app.
I'm a software vender. Id like to integrate my app with

Okta

below assist Okt

n e

Apptype @

Previous

Okta, Inc Privacy

you

‘This is an internal app that we have created

Version 2021111 C

Finish

Status site Download Okta Plugin

[u]a]
oo

© Feedback

Why are you asking me this?
‘This form provides Okta Support with
useful background information about
your app. Thank you for your help—we
appreciate it.

Feedback

13. Go to Applications, the Endpoint Protector application, Assignments
People to this application.

okta

Dashboard ~
Directory v
Applications L
Applications
Self Service
Security ~
Workflow v
Reports v
Settings ~

Q search.

« Back to Applications

o

General  SignOn  Import

Application

[ =] [=] vewiom sertormoors

Assignments

e

hments ¥

, Assign to Peaple

Py Assign to Groups

Groups

Okta, Inc. Privacy

Version 2021111 C

People v

Search..

Type

No users found

Status site Download Okta Plugin

[u]s]
0o

REPORTS

 Current Assignments

, Recent Unassignments

SELF SERVICE
You need to enable self
service for org managed apps
befare you can use self
service for this app.

Go to self service settings

Requests Disabled

Approval

Feedback

and assign
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14. After assigning the accounts, click Done.

Assign Application to People

15. Go to Applications, open the created app and click Sign On, View Setup Instructions.

okta Qsoweh. @
Dashboard + Back to Applications
Directory @ Application
Applications Active ¥ - | View Logs Monitor Imports
Applications
General Import  Assignments
Self Service
About
Sacuri i
Nty Settings et SAML 20 streamines the end user
Warkflow
Sign on methads
Reports
Tha sign-on mothod determines how a user signs inte and manages their credentials for an
Settings mathods in the 3" party application.
party application may be required to
is profile mapping. Configura profile mapping complat the intagration with Okta,

SAML 2.0

Default Relay State

SAMLL 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata is available if this application supports dynamic configuration,
Credentials Details

Application usarname format Okta username

Update application username on

Password reveal

Application Username

©hoose a format to use as the dafault
username value when assigning the
application 1o users.

1 you select None you will be prompted

16. From the new opened section, copy the needed information and paste it on your

Endpoint Protector Server:

e Identity Provider Single Sign-On URL to Endpoint Protector Server, System
configuration, Single Sign On, Identity Provider Single Sign-on URL
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ENDPOINT
PROTECTOR

Identity Provider Issuer to Endpoint Protector Server, System configuration,
Single Sign On, Identity Provider Issuer

X.509 Certificate to Endpoint Protector Server, System configuration, Single Sign
On, X.509 Certificate

okta Qs ® B
ot v How to Configure SAML 2.0 for Application Application

The following is needed to configure Application

) ey Pt g S n 8

[——

Optional
[ PR R————
ok e g T

17. Save the settings on your Endpoint Protector Server and click Test to confirm
configuration settings are correct.
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17. System Parameters

17.1.Device Types and Notifications

From this section you can view and manage device types and notifications, view and enable
default notifications and their translations and define custom notifications for Content
Aware Protection policies and Device Control User Remediation.

List of Administrators Groups

{8 Denyiists and Allowiists Filters v

B Enforced Encryption .
(%) offine Temporary Password

Show | 10 v entries Excel PDF Csv Show/Hide Columns Reload
Reports and Analysis
[m] ‘Administrators. Description Role Modified at Modified Created at Created Actions
e Group. 7 by by
Offine Temporary 20170925 20170025 =
O pasowors Administrators from this Group will be granted access o the Offine Temporary Password section  Offine Temporary Password Adminisirator Pt oot Pt root =

2017-0925 2017-08-25

Reprts and Analysis secii Reports and Analysis Administrat =
O Reports and Analysis Administrators from this Group will be tothe 15:19:57 root 51057 root =
20170025 20170025 =
nted EasyLock sect =
O Easytock r0up Wil be tothe e oot oo oot B
this Group wilbe granted access o the y Appiance and 20170025 20170025 =
O Maintenance e Waintenance Administator v ot it oot i=
O | Helpdesk Administrators from this Group will be granted access to the EasyLock and Offine Temporary. Offiine Temporary Password Administrator, EasyLock  2017-09-25 - 20170925 q =
Password sections ‘Administrator 15:19:57 b
et 20170925 20170925 =
O Device Control rom this Group will be 1o the Device P oot prttivs oot =
from this ULt cannot be 20170025 20170025 =
O Resdony o Read Only Administrator P o0t Pt oot S|
from this be granted access Protection 20170025 20170025 =
O CortentAvare Proection * 7 Content Aware Profection Adminisirator Pt oot Pt oot i=
20170025 20170025 =
O eDiscove ny from thig be granted access 15:19:57 root 1519557 root =
o 105 13 s s [l e

17.1.1. List of Device Types and Notifications

On the List of Device Types and Notifications, you can view the Device Types available in the
system along with their availability for each operating system and if those devices can be
inspected by the Content Aware Protection module.

You can enable and edit the notification messages that appear on the Endpoint Protector
Client from the Actions column.
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List of Device Types and Notifications A

Filters v

[ select all entries

Show| 10 w entries Excel PDF sV ShowyHide Columns Reload
[)  Device Type Description Device Control Notifications Content Aware Protection Notifications Custom Notifications Actions
(J  USB Storage Device Any device that includes storage and connects to a Universal Serial Bus (USB) Windows, Mac, Linux Windows, Mag, Linux Disabled i=
(J  Digital Camera Imaging devices such as digital cameras and scanners Windows, Linux n/a Disabled =
(J  SmartPhone (USBSync)  SmartPhones connected through USB Windows, Linux n/a Disabled i=
(J  SmartPhone (Windows CE)  Windows CE handheld devices Windows na Disabled =
() smarPhone (Symbian) Nokia N Series handheld devices Windows, Linux na Disabled i=
(J  Intemal Card Reader Internal memory card readers such as CF cards, SD cards or MMC cards Windows, Mac, Linux Windows, Mac, Linux Disabled =
D PCMCIADevice Personal Computer Memory Card Intemational Association devices, such as modems for notebook Windows na Disabled i=
[  Firewire Bus Storage devices connected on a FireWire Bus Windows, Mac Windows, Mac Disabled B
O  zPDive ZIP Drive floppy disk storage devices Windows Windows Disabled =
(0 Internal CD or DVD RW Internal optical disk drive units such as CDs DVDs and Blu-ray drives Windows, Mac, Linux na Disabled B

Showing 1 to 10 of 44 entries Previous - 2 3 4 5 Next

17.1.2. List of Default Notifications

You can view and enable/disable a message from the list of Default Noti
custom notifications translations.

ications or edit the

Note: You can enable Custom Client Notifications globally from Device Control, Global
Settings or individually for computers or groups, from their specific Settings sections.

List of Default Notifications -
English ~
m] Default Message Custom Notifications
(Title) Security Warning Security Warning
;i‘r’r:""?xﬂx’:i:ﬁ"ﬂ"[:z‘;:j’;& s connectzd fo fnis PC. Remove the device now of contact e PCs An unauthorized device was connected to this FC. Remove the device now or contact the PCs administrator for authorization.
(Title) Security Warning Security Warning
(Body) The print screen funciionality is disabled. The print screen functionality is disabled.
(Title) Restart needed Restart needed
(Body) %1 detected that you need to restart your system for th latest davice rights to be applied %1 detected that you need to rastart your system for the latest devica rights to be applied.
(Title) Endpoint Protector - TrustedDevice enabled Endpoint Protector - TrustedDavics enabled
(Bady) Endpoint Protectar - TrustedDevice enabled Endpoint Protector - TrustedDevice enabled
(Titie) Content Threat Detected Content Threat Detected

(Body) File transfer %1. You attempted to copy sensitive information. Contact the PCs administrator for more

] File transfer %1. You attempted to copy sensitive information. Contact the PCs administrator for more information. Text '%2' was matched in file "%3" at
@ information. Text %2’ was matched in fle %3’ as %4’ ° Py
(Title) Endpoint Protector - Notification Endpoint Frotector - Notification
(Body) Transfer Limit reached. File transfers blocked Transfer Limit reached. File transfers blocked
soo .
French v
Deutsch v

Romanian v

17.1.3. Custom Content Aware Protection Notifications

On this section, you can create custom notifications and set them per Content Aware
Policies so specific Content Aware Policies can have specific client notifications.

To add a new notification, follow these steps:

1. Click Create

2. Set a Template Name, Title and Body text.
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Use these parameters to create your custom message:

{fileName} - the blocked/reported file name;

{type} - will be replaced with blocked or reported, depending on the policy type;

{threatName} - will be replaced with the threat name;

{threatMatch} - will be replaced with the matched text;
3. Click Save

Example: “{fleName}" was “{type}” because it contains confidential data.

Once the notification was created, you can select the custom notification from the
Notification Template drop-down of a specific Content Aware Policy.

Custom Content Aware Protection Notifications ~
Filters v
Show | 10 ~ | entries Excel = PDF | CSV Show/Hide Columns reload
Template Name Title * Body Actions
template 1 =
template 2 i=
Showing 1 to 2 of 2 entries Previous - Next
Template Name: Template Name
Title: Title
Body: the following variables e

be replaced with the blocked/reported file name (eg:

Example of a netificati

n with just the file name and action type: "{fileName}" was "{type}" because
it contains confiden a

data

Save Cancel

17.1.4. Custom Device Control User Remediation Notifications

Note: This section is available only if the Device Control User Remediation setting is enabled
from the User Remediation section.

In this section you can add, edit and delete custom notifications for Device Control User
Remediation.

You can add a maximum of 100 custom notifications but you cannot delete the default entry.
To add a new custom notification, follow these steps:

1. Click Create

2. Use these parameters to create your custom message:
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e {deviceName}
e {action}
3. Click Save
Example: USB Driver(deviceName) is blocked(action)
Once the notification was created, you can select the custom notification from the User

Remediation Notification Template drop-down located in the Device Control section, Global
Setting, Users, Computers and Groups.

Custom Device Control User Remediation Netifications ~
Filters v
Show | 10 +  entries Excel | PDF €SV Shovi/Hide Columns Reload
Template Name A Title Body Actions
Default {deviceName} is {action} is {aclion}, please remediate if you want access. You can override this policy by selecting a justiication H
1 1 1 i=
1 1 1 =
1 1 1 i=
1 1 1 E=
1 1 1 i=
1 1 1 =
1 1 1 =
1 1 1 E=
1 1 1 i=
Showing 1 to 10 of 101 entries Previous - 2 3 4 5 1 Next

17.2.Contextual Detection

From this section, you can manage the contextual detection for the entire system. If enabled,
the confidential information detected by Endpoint Protector will be inspected for both
content and context.

In addition to the function that detects sensitive information (e.g.: Credit Cards, IDs,
Passports, Driving Licenses, etc.), the context will also be taken into consideration (e.g.:
proximity to other relevant keywords, other related functions, regular expressions, etc.).

In addition to providing context to the detected sensitive information, this functionality also
helps decrease false positives.

Note: This feature applies at a global level, for both Content Aware Protection and
eDiscovery Policies. If enabled, the context detection will supersede the content only
detection through the system.
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Please ensure the accuracy of the rules and the relevance for your scenarios before enabling
this functionality.

Once the Contextual Detection feature is enabled, it will apply at a global level, based on the
rules defined in the Contextual XML (but also linked to the configured Content Aware
Protection and eDiscovery policies).

There are two options to create the Contextual rules:
e creating it directly from the Endpoint Protector Server

e manually editing the Contextual XML and then uploading it to the Endpoint Protector
Server

Important: To address conflicts between Global and per-policy Contextual Rules, EPP clients
no longer receive Global Contextual Rules if at least one policy has its individual Contextual
Rule set. This marks the deprecation of Global Contextual Rules, emphasizing the
prioritization of individual policy configurations.

17.2.1. Creating the XML

This method is recommended for general use as it is the easiest method and it can cover
most use cases.

&) Dashboard
@) Device Control
This feature aples at a global feve, for both Content Aware Protection and eDiscovery Polces.
[ content Avare protection
- Contextual Status ~
® eDiscovery
“The App i i  Gen
@ cenyiss and Alowists e Applcable Contextual XML isthe latest one saved, regrdiess I It s Uploaded o Generated below
- Enforced Encryption Contextual Detection: o @]
% Offiine Temporary Password
Contextual Setti Ps
aad Reports and Analysis ! .
a Alerts Create Upload
[8) Directory Services " .
Depending on the rue. defined below, context wilaiso be appled when inspecting sensitve content.Do not forget to Generate the Contextual XML after making changes to the below rues!
[ Appiiance
Filters v
¥} system Maintenance
Show 10 v entries Excel | POF | CSV | ShowHdeCoumns | | Reload
{8} system Configuration
B system Parometers Name Description Category Type Function Surrounding text Actions
et . Gre Gara viss Creait_CardVisa 3000 =
Showing 1 to 1 of 1 entries Previous Next
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&) Dashboard !
{8 Device control
This feature applies at a global level, for both Content Aware Protection and eDiscovery Policies.
@ Content Aware Protection
- Contextual Status &
» eDiscovery
The Appi 1 f y
@ 0enyists and Alowists e Appiicable Contextual XML is the 13test One Saved, regardhess I It is Upioaded or Generated below:
. Enforced Encryption Contextual Detection: [ o o
) Offine Temporary Password
Contextual Settings ~
aad Reports and Analysis 9
AN Aers Create  Upload
(8) Directory Services Depending on the rules defined below, context will also be appiied when inspeting sensitive content
=i Appliance
f— Endpoint_Protector_Contextual Sample.xmi
%4 sytem amenonce P Ccmsane ] o i s
{8} system Configuration Save

B system Parameters

For each category of Predefined Content (e.g.: Credit Cards, IDs, Passports, Driving Licenses,
etc.), contextual detection can be configured by clicking on the Add button and selecting

things like:

e Category and Type — the content aware detection function.

e Surrounding text — the number of characters of the search interval to determine the
context.

e Related Dictionary - a set of keywords related to the PII.

e Related Regular Expression — an additional way of adding a related rule that is not
among the content aware detection functions.

e Related File Type — the related file type.

e Related File Size (MB) - the related file size, in megabytes.

e Minimum Matches — the minimum number of items to match to validate the
detection rule.

e Unrelated Dictionary- a set of keywords not related to the PII.

e Unrelated Regular Expression — an additional way of adding a non-related rule that
is not among the content aware detection functions.

e Unelated File Type — the unrelated file type.

e Unrelated File Size (MB) - the unrelated file size, in megabytes.

e Maximum Matches - the value above which the rule will not be validated

(recommended value is 0).

Important: Do not forget to Generate the Contextual XML after creating or making changes
to contextual rules!
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17.2.2. Uploading the XML

This method is recommended for advanced Administrators as it offers extended
functionalities but it also requires a deeper understanding of the XML syntax.

Advanced contextual functionalities are also available. For this method, the Contextual XML
file has to be edited manually by the Administrator and then uploaded to the Endpoint
Protector Server.

Proximity, Dictionaries, Regex, etc. have to be defined within the XML document. In addition
to the functionalities described in the previous chapter, there are more complex options
available like: Confidence Level, additional Functions to consider when determining the Main
Function, etc.

Study the examples provided within Endpoint Protector Server to understand the syntax
needed in the Contextual XML.

Example

<Rules>
<l- SSN / Canada this is an example with multiple patterns -->
<Entity id="ssn/canada" patternsProximity="300" recommendedConfidence="75">
<Pattern confidencelLevel="75">
<Any minMatches="2">
<Match idRef="keywords_Canada_SSN_1" />
<Match idRef="keywords_Canada_SSN_2" />
<Match idRef="validate_date_fct" />
<Match idRef="regex_email_id" /> <!-- This is just an example —->
</Any>
<Any maxMatches="0">
<Match idRef="keywords_exclude_Canada_SSN" />
</Any>
</Pattern>
</Entity>

<Function id="validate_date_fct" name="SEARCH_DATE_INTRL' /> <!-- name should be the
same with the one on the client ->
<Function id="func_dlp_is_valid_ssn" name="SEARCH_SSN_Canada" /> <!- name
should be the same with the one on the client >

Example

<Keyword id="keywords_Canada_SSN_1">
<Group matchStyle="word">
<Term>sin</Term>
<Term>social insurance</Term>
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<Term>numero d'assurance sociale</Term>
<Term>sins</Term>
<Term>ssn</Term>
<Term>ssns</Term>
<Term>social security</Term>
<Term>numero d'assurance sociale</Term>
<Term>national identification number</Term>
<Term>national id</Term>
<Term>sin#</Term>
</Group>
</Keyword>

<Keyword id="keywords_Canada_SSN_2">

<Group matchStyle="word">
<Term>driver's license</Term>
<Term>drivers license</Term>
<Term>driver's license</Term>
<Term>drivers license</Term>
<Term>DOB</Term>
<Term>Birthdate</Term>

</Group>

</Keyword>

<Keyword id="keywords_exclude_Canada_SSN">
<Group matchStyle="word">
<Term>random word</Term>
</Group>
</Keyword>

<Regex id="regex_email_id">[-0-9a-zA-Z.+_]+@[-0-9a-zA-Z.+_]+\.[a-zA-Z]{2,4}</Regex>

</Rules>
</RulePackage>
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17.3.Advanced Scanning Detection

The Windows environment is subject to constant OS and security updates and the installed
applications are in a constant loop of continuous development.

To avoid eventual changes that interfere with the Endpoint Protector Client, the ability to
allow applications and processes is available.

The Advanced Scanning Exceptions feature allows applications to be excluded from
scanning, for endpoints that have the Advanced Printing and MTP scanning feature enabled.

Note: This feature applies at a global level, for all Windows endpoints that have the
Advanced Printing and MTP Scanning features enabled.

&) Dashboard =

@ Device Control

Advanced Scanning Exceptions ~

[ Content Aware Protection

“This feature applies at a global leve, for il Windows endpaints that have the Advanced Printing and MTP Scanning feature enabied,

== eDiscovery

Il Denyiists and Allowiists e e tene 45+ AutoCAD, XenCents e
‘Whitelisted Applications

. Enforced Encryption
[) msedge_exe

) Offine Temporary Password
aad Reports and Analysis
N Alerts

& X | search Q
[&) Directory Services
= Add to Gontent
k=4 Appliance

%4 System Maintenance
{8} Ssystem Configuration

B system Parameters
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17.4. Rights
This subsection displays a list with all access rights that can be assigned to devices.

Dashboard =

Device Control

Rights -
Content Aware Protection
) Show 10w entries Excel POF  CSV | Show/Hide Colomns | Reload
eDiscovery
Denylists and Allowlists Name 4 Description
Allow Access Allow Accoss
Enforced Encryption
Alow Access and exclude from GAP Scanning Allow Access and exciuds from GAP Scanning
) Offiine Temporary Password Allow acoess and include Gustom Ciass In GAP scanning i 3
Alow Access I TO Level 1 Allow Access f device is Trusted Device Level 1
Reports and Analysis
Allow Access I TO Level 1+ Allow Access if device is Trusted Device Level 1+
Alerts Alow Access if TD Level 1+, othenwise Read Only Allow Access 1 TD Level 1+, otherwise Read Only
Allow Access I TO Level 2 Allow Access if device s Trusied Device Level 2
Directory Services Alows Accoss 1170 Lovel 3 Allow Access if device i Trusted Device Level 3
Allow Access I TO Level 3, otherwise Read Only Allow Access f TO Level 3, otherwise Read Only
Appliance
Alow ccess i TO Level 4 Allow Access if device i Trusied Device Level ¢
System Maintenance
Showing 1t 10 of 15 entries Previous - 2 Mt

System Configuration

System Parameters

Events

Support

17.5.Events

In this section you can view, manage and export the events list logged by Endpoint Protector.

You can edit event name and description or enable/disable logging for specific events from
the Actions column.

&) Deshboard =

Device Control

List of Events ~
Content Aware Protection
Show | 10 w entries Excel POF  CSV | Show/Hide Columns | Reload
eDiscovery
Denylists and Allowlists Name Description Status Actions
B i Connacted Device Connected Enabled @
Disconnected Device Disconnected Enabled =
) Offline Temporary Password
File Read File read from device Enabled @
Reports and Analysis
Event name: Filo Read
Alerts
Event description: Fila read from device
irectory Services
Directory Services Loggng:
= popiance [ s |
Filo Wit File writton 1o device Enablod =
System Maintenance
Filo Road-Write File read and wrte from device Enablod *
System Configuration
File Rename File from device renamed Enablod ®
S Fils Deiete File detete rom device Enabled E2
Device Ty d Notifications
o Device TD Trusted device connected Enabled @
Deleted File deloted from device Enabled *
_ Enable Read-Only Device Read-Only Enabled Enabled =
Events
D s S — Sy AR
Back
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17.5.1. Events Types and Descriptions

This subsection displays a comprehensive list of events, and ensures that administrators
can effectively manage and monitor their data protection policies. Additionally, there are
more specific events, such as those related to EasyLock deployment, printer activity, user
information updates, transfer limits, external repository uploads, content remediation, forced
uninstall attempts, device remediation sessions, certificate management, unplanned client
terminations, artifact receipts, and DPI bypassed traffic. These events provide granular
insight into various system activities, ensuring that organizations can maintain robust
security and compliance measures. For a detailed view of all events and their descriptions,
please see the table below.

Events Types and Descriptions
Event Name Description

[ Comnected | DeviceComnected |
| Disconnected | DeviceDisconnected |
[FileRead  |[Filereadfromdevice |
[Filewite  [Filewrittentodevice |
| FileRead-Wrte | Filereadand writefromdevice |
| FileRename | Filefromdevicerenamed |
| FileDelete | Filedeletedfromdevice |
[DeviceTD  [TrustedDevice™connected |
[Deleted  |[Filedeletedfromdevice |
| EnableRead-Only | DeviceRead-OnlyEnabled |

Allows access when a Trusted Device™ is connected
Enable if TD Level 1 (e.g., a USB stick with EasylLock installed, which is automatically
launched)

| Enable if TD Level 2 Allows access when Trust Level 2 device is connected
\ Enable if TD Level 3 Allows access when Trust Level 3 device is connected
| Enable if TD Level 4 Allows access when Trust Level 4 device is connected

‘ AD Synchronization AD Synchronization

‘ Blocked Device or port blocked

‘ Unblocked Device or port unblocked

‘ Oiiflre TemzeEly Passieie Offline Temporary Password Used
Used

‘ File Encrypt File encrypted using EasyLock

‘ File Decrypt File decrypted using EasylLock

File encrypted using EasyLock when not communicating with the
Endpoint Protector Server

File Encrypt (offline)

: : File decrypted using EasyLock when not communicating with the
e Endpoint Protector Server
‘ Content Threat Detected Content Aware Protection - Threat Detected
‘ Content Threat Blocked Content Aware Protection - Threat Blocked
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File Copy

A file was copied to or from a removable device

Content Threat Discovered

eDiscovery - Threat Discovered

eDiscovery Client Action

eDiscovery - Action received successfully

User Logout

User Logout

Client Integrity OK

Endpoint Protector Client Integrity ok

Client Integrity Fail

Endpoint Protector Client Integrity failed

Policies Received

Endpoint Protector Client received policy successfully

Uninstall Attempt

Endpoint Protector Client uninstall attempt

EasyLock -
deployed

successfully

EasylLock - successfully deployed

EasyLock - deployment failed

EasyLock - deployment failed

File Printed

File sent to printer successfully

User Information Updated

User information updated successfully

Transfer Limit Reached

Transfer Limit Reached

External Repository Upload

File Shadow uploaded to Repository successfully

External
Fail

Repository Upload

File Shadow uploaded to Repository failed

Content Remediation Session
Active

Content Aware Protection - Threat Remediated

Content Remediation
Request Canceled by User

Content Aware Protection - User Remediation dialog was closed by the
user

Forced Uninstall Attempt

Endpoint Protector Client forced uninstall attempt

Device Remediation Request
Canceled by User

Device Control - User Remediation dialog was closed by the user

Device Remediation Session
Canceled

Device Temporarily Unlock with User Remediation canceled

Device Remediation Session
Active

Device Temporarily Unlocked with User Remediation

Device Remediation Session
Ended

Device Temporarily Unlock with User Remediation ended

Certificate added to

Keychain/store

Certificate added to Keychain/store successfully

Unplanned Client Termination

Unplanned Client Termination

Artifact Received

Artifact Received

passed Traffic

DPI Bypassed Traffic

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.




271 | Endpoint Protector 5.9.3.0 User Manual

17.6.User Remediation

User remediation is a feature that allows the end-users to apply a justification

self-remediate a policy violation or a restricted-access device.

Dashboard
Device Control
) Content Aware Protection
™ eDiscovery
8 Denyists and Allowists
. Enforced Encryption
{8 offine Temporary password
Reports and Analysis
Alerts
Directory Services
| Appliance
System Maintenance
System Configuration

System Parameters

Device Types and Notifications

Advanced Scanning Exceptions

Rights
Even
User Remediation

Support

User Remediation Settings
Display Custom Logo: o @)
Dispay Custom URL: D
Label for the Custom URL:

[—— e

Justifications List

Filters »

Show| 10 v |entries

17.6.1. User Remediation Settings

Custom URL:

Mazimum Time Interval: E

ions: J9G.JPEG, NG and SVG

POF | €SV

&8

Show/Hide Columns

z
]
H

and

Reload

In this section, you can customize the User Remediation notification, manage settings and

enable User Remediation for Device Control.

e Display Custom Logo - select a 200x200 pixels image to be displayed on the pop-up
notification

e Display Custom URL - add a URL to direct the end-user to a specific web page, and
then add a label for the URL

Note: The following URL formats are accepted:

o OO0 o o

http://endpointprotector.com
https://endpointprotector.com
http://www.endpointprotector.com

https:/www.endpointprotector.com

e Require Credentials — request the end-user to use their local account or Active
Directory credentials

Note: The following credential formats are accepted for login:

Local user - computer_name\username (John-PC\John)
LDAP/AD user

o domain_name\username (epp.com\John)
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o ip\username (192.168.14.140\John)

e Time Interval — enter the time interval in which the end-user can remediate a Block
and Remediated threat or a restricted-access device

e Maximum Time Interval — enter the maximum time interval in which the end-user can
remediate a Block and Remediated threat or restricted-access device

Note: The maximum time interval you can enter is 1440 minutes (24 hours).

e Enable User Remediation for Device Control — enable the setting to use the user
remediation feature for the Device Control module.

Important. The Enable User Remediation for Device Control setting is disabled by
default. By enabling this feature, all the settings regarding User Remediation will be
applied to both Content Aware Protection and Device Control modules.

User Remediation Settings -~
Display Custom Logo: [ on @] Logo: LO
JPG, JPEG, NG and 515 GO
Display Custom URL: [ on @)
Label for the Custom URL: Custom URL:
Require radentil €D o
Time Interval: 15 a Maximum Time Interval: 30 a

Enskle Ussr Remsdistion for (L)

Device Control:

17.6.2. Justifications List

In this section, you can view, add, edit, export, and remove justifications. The justification
represents the reason selected by the end-user to justify the threat or device remediation.

To add a new justification, click Add, fill in the mandatory fields and then click Save. You can
add up to a maximum of 10 justifications. By default, several justifications are already added,
but make sure that at least one justification is enabled all the time.

To enable and enforce the end-user to view User Remediation pop-up notifications, manage
the option from Device Control, Global Settings, Endpoint Protector Client Settings.
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Justifications List
Filters +

Show| 10 | entries

Excel PDF csv Show/Hide Columns Reload
Justification Status Reason is Required Actions
| have management approval to complete this action Enabled No =
This action does not include confidential information or business data Enabled No =
Other Disabled Yes

Previous - Next

Showing 1 to 3 of 3 entries

Justification: Justification
Status: Disabled -
Rezson is Required: No

17.6.3. Enabling User Remediation
To use User Remediation for Device Control, follow these steps:

1. Enable the User Remediation for Device Control feature from User Remediation
Settings;

User Remediation Settings

Allowed extansions: JPG, JPEG, PNG and VG
fax sizer SME

Display Custom Logo: m Logo:! Lo
GO

Display Custom URL: [ on @]

Labe! for the Custom URL:

Custom URL:

Requirs credentials: [ on OF:

Time Intarval: 15 [ ] Mazscimurn Time Interval: 10 [i]
Enzble User Remediation

o Dein Contr: €

2. Customize the User Remediation notifications for Device Control.

To do so, go to the Devices Types and Notifications, Custom Device Control User
Remediation section, click Create, fill in the mandatory fields and Save;

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



274 | Endpoint Protector 5.9.3.0 User Manual

Custom Device Control User Remediation Motifications

-~
Filters ~
show | 10 v | entries Exce BDF | CSV Show/Hide Columns Reload
Template Name & Title Body Actions
Default {deviczName] is {zction}

{deviceName} is {action}, please remediate if you want acoess. You can averride this policy by selecting = justification:

Showing 1 to 4 of 4 entries Pravious Next

Templats Name: Template Name
Title: Tite

Body: Custom notifications will accept the following variables

o

3. Enable the User Remediation Pop-up setting from the Endpoint Protector Client
settings section and then select the customized notification from the User
Remediation Notification Template drop-down list;

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



275 | Endpoint Protector 5.9.3.0 User Manual

Endpoint Protector Client
Cliznk Mode: Mormal hal ;i ] Notifier language: English - O
Policy Refresh interval (sec): 300 o Log Size (ME}: 512 [i]
Log Intrval (min): 1 o Shadow Siza (ME): 512 [i]
Shadaw Intarval (min): 1 (5 ] Min File Sz for Shadowing (KB): 0 ]
Recovery Folder Retantion Period 1 (5] Mz Fila Siza for Shadowing (KB): 512 [i]
(daye):
Devices Recovery Folder Max Size 5000 ]
(ME}:
Custem Client Notifications: Cm Usar edited information: Cm
Mandatory OTP Justification: Cm Optical Character Recognition: Cm
Extended Source Code Dataction: Cm Limit Reparting: Cm
Deep Packet Inspection: Cm m
Disable Bluetoath File Transfar: Cm
User Remediation Pop-up: m Natifications Pop-up: m
Enforca User Remediation Pop-up: [ on @)
User Remediation Netification Default -
Template:
Save

4. Navigate to Global Rights, Device Types section and enable User Remediation for
devices with limited access — devices that have full access permission cannot
benefit from the User Remediation feature.

Note: For built-in devices, such as Webcam and Network share, the User Remediation
feature is not available.
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Device Types

/ Thess are the devics type rights that apply in general.

User Remediation
Unknown Device Deny Access
USE Storage Device Deny Access
Internal €D or DVD RW Deny Access
Internal Card Reader Deny Access
Internal Floppy Drive Deny Access
Local Printers Deny Access
MNetwork Printers Allow Access

Windaws Partable Device (Media Transfer Deny Access

Protacal}
Digital Camera Deny Access
ElackBarry Dany Access

}

Mohile Phones {Sony Ericsson, stc.) Deny Access

SmartPhana (USE Sync) Deny Access
SmartPhane (Windows CE) Deny Access

SmartPhans (Symbian) Deny Access

oo DOOUAD §/ABEEEA

Webcam Deny Access
iPhone Deny Access
iPad Deny Access
iPod Deny Access

17.6.4. User Remediation Usage

To remediate the device, the end-user has to follow these steps:

Serial ATA Contraller

WiFi

Blustooth &

Blustooth Radio

Elustooth Tablat

Blustooth Keyboard

Eluetooth Other

Blustooth Mouse

Blustooth Smartphone

Elustooth Headphones

FireWire Bus

Serial Port

PCMCIA Davice

Card Reader Device (MTD)

Card Reader Device (SCSI)

ZIP Drive

Tesnsy Board
Thunderbolt
Metwork Shara
Infrar=d Dongle

Parallel Port (LFT)

User Remediation

i

CRCEFELEELL

1. Open the Endpoint Protector notifier and go to the Device Control tab;

2. Select the device for remediation and click Self Remediate;

B Endpoint Protector Client Version

ENDPOINT ‘ by CoSoSys
PROTECTOR

-Mﬁ. Content Aware Protection

Device

Microsoft / Samsung ML-2160 Series @ MacBook Air

(Standard keyboards) / Standard PS/2 Keyboard

(Standard keyboards) / HID Keyboard Device

(Standard keyboards) / HID Keyboard Device

(Standard keyboards) / HID Keyboard Device

Qualcomm Atheros Communications / Qualcomm QCAG1x4A Bluetooth

Realtek / Realtek PCle GbE Family Controller

Qualcomm Communications Inc. / Qualcomm QCAB1x4A 802.11ac Wireless Adapter
Microsoft / Bluetooth Device (Personal Area Network)

Microdia / Integrated Webcam

FLASH / USB_DISK

To authorize a blocked device, please Request Access from your administrator.

Last server connection: 202!

Allow Access
Allow Access
Allow Access
Allow Access
Allow Access
Allow Access
Deny Access
Allow Access
Allow Access
Deny Access
Deny Access
Deny Access
Deny Access
Deny Access
Deny Access
Deny Access
Deny Access
Deny Access
Allow Access
Deny Access

Deny Access

DE

DE

CF3

10EC

168C

1221

Search

PID

E007

8168

3E

6718

3234

Serial Number

C166BD61-..
ACPI-VEN_...
HID-Convert..
HID-{00001...
HID-{00001...
/A
010000006...
TVR164W2..
Net 6_193..
0000

3727055A4...

Device Code

2C943M4C

TFD4C949

4E3E99EE

0800CFE3

D49EC26C

OE1FESBE

11A2308F

16F91069

0AEAABBD

2CEBFFAD

DEB900EY
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3. On the Self Remediate section:
a. select a justification from the drop-down list
b. add a reason for the justification (if required)
c. navigate to the custom URL situated under the logo

d. add your credentials if the Require Credentials setting was enabled (click the
username icon to refresh your current username)

i. Note: When reopening the dialog, if a different username was used for
authentication, EPP Notifier will automatically switch back to the
username of the currently logged-in user.

ii. Note: Usernames are not case sensitive.

e. add the number of minutes needed to remediate the device (you can hover
over the default number to view the maximum time interval)

f. click Authorize

Note: You can manage more settings for the Self Remediate feature from System
Preferences and User Remediation sections.

B endpoint Protector Client Version 5.7.5.0 [m} x
ENDPOINT ‘ by CoSoSys
PROTECTOR

Content Aware Protection

Self Remediate v

FLASH / USB_DISK is blocked

FLASH / USB_DISK is blocked. please remediate if you want access. You can override this policy by selecting a justification:

T

| have management approval to complete this action hd
Include justification reasons. {Optional)
Example
@ John-PClJohn B Password
Owerride the security policy for 15 minutes.
Time interval can be set up to 30 minutes_ |
Last server connection: 2022-05-24 10:10:58
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To stop the device remediation session at any time during the time interval, select the device
from the Device Control tab in the Endpoint Protector notifier and then click Revoke
Remediation.

B endpoint Pratector Client Version 5.7.4.6 m] X
ENDPOINT | by CoSoSys
PROTECTOR

Device Caontrol Content Aware Protection

Search

Device VID PID Serial Numbe Dev

[ ] Microsoft / Samsung ML-2160 Series @ MacBook Air 0 0 C166BD61-.. 2C943A4C
[ ] (Standard keyboards) / Standard PS/2 Keyboard 0 0 ACPI-VEN_... 7TFD4C949
[ ] (Standard keyboards) / HID Keyboard Device 0 0 HID-Convert... 4E3E99EE
[ ] (Standard keyboards) / HID Keyboard Device DE 0 HID-{00001_ 0800CFE3
[ ] (Standard keyboards) / HID Keyboard Device DE 0 HID-{00001_ D49EC26C
[ ] ‘Qualcomm Atheros Communications / Qualcomm QCAG1x4A Bluetooth CF3 E007 N/A 0E1FESB6
[ ] Realtek / Realtek PCle GbE Family Controller 10EC 8168 010000006.. 11A2308F
[ ] Qualcomm Communications Inc. / Qualcomm QCAB1x4A 802.11ac Wireless Adapter 168C 3E TVR164W2.. 16F91069
[ ] Microsoft / Blugtooth Device (Personal Area Netwark) 0 0 Met_6_193... 0AEAABBD
[ ] Microdia / Integrated Webcam C45 671B 0000 2CEBFFAD
©  FLASH/USB_DISK 1221 3234 3727055A4 DEB3I00EY

To authorize a blocked device, please Request Access from your administrator. Request Access | le emediation
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18. Endpoint Protector Agent

The Endpoint Protector Agent enforces the Rights and Settings received from the Endpoint
Protector Server on the protected endpoints (Windows, Mac, and Linux).

You can download the Endpoint Protector Agent directly from the Endpoint Protector Ul. For
detailed information about downloading the Endpoint Protector Agent, refer to the Client
Software chapter.

Note: You can use tools like Active Directory or JAMF to deploy the Endpoint Protector
Agent in large networks.

Important: Starting with Endpoint Protector Server version 5.8.0.0, you benefit from an
additional security measure that safeguards the Agent integrity, available from Device
Control, Global Settings page, the Tamper Mode setting - to prevent the Endpoint Protector
Agent from unauthorized termination or alteration.

18.1.Agent Installation

For Windows and Mac, your input in installing the Endpoint Protector Agent is minimal. The
Installation folder and Server information are already preconfigured, and downloadable from
the Endpoint Protector Server.

For Linux installation instructions, read the readmeLinux.txt file available under the Read this
before installing link.

Note: You can also install the Agent from a repository for Endpoint Protector Linux Agents
starting with version 1.4.0.4., as described in the chapter below.

The following are several examples of supported distributions:

e Ubuntu 14.04+

e Mint18.X
e CentOS 7.x
e Fedora29

e OpenSUSE 42.2 and 42.3
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ﬂEnt\pcmtPrcte:tcrfetup ® ,., Sk Lt — S — ,B,
‘Welcome to the Endpoint Protector Installer

Welcome to the Endpoint & BrTe=rr You will be guided through the steps necessary to install this
Protector Setup Wizard software.
& Licence
« Configure Server
Je on Select
The Setup Wizard wil install Endpoint Protector on your e
computer. Click Mext” to continue or "Cancel” to exit the tal N Type
Setup Wizard. T
sta
ENDPOINT
PROTECTOR

18.1.1. Installation on macOS with Deep Packet Inspection and VPN Traffic
Intercept active

1. Open the Endpoint Protector Server.
2. Go to the System configuration section, select Client Software and then download
the macOS Endpoint Protector Agent.

3. Decompress the downloaded file.

&) Dashboard = '

8] Device control

Endpoint Protector Client Installation
[ Content Aware Protection

‘The Endpoint Protector Chent can be installed on:
= eDiscovery

I Denyiists and Allowists

- Enforced Encryption Windows 10 MacOS 11.0 (Big Sur) Debian
Windows 8 Mac0S 10.15 (Catalina) Ubuntu
= Windows 7 Macos 10.14 (Mojave) Linux Mint
8 offine Temporary Password Windows Vista macos 10.13 (High Sierra) RHEL
Windows XP MacOs 10,12 (Sierra) Cent0s
aad Reports and Analysis Windows Server 2003/2008/2012/2016/2019 MacOS X 10.11 (E1 Capitan) Fedora
MacOS X 10.10 (Yosemite) OpensUSE
& Alerts MacOS X 10.9 (Mavericks) SUSE Enterprise

MacOS X 10.8 (Mountain Lion)
[] Directory Services Mac0s X 10.7 (Lion)
O Windows (32bit version) - Version: 5.3.5.4 Glents for Linux distributions are only avaiizble on request due to

=/ . O Windows (64bR version) - Version: 5.3.5.4 ® macos - Version: 22.1.1 different kemel versions and dependendies.
f=sl Appliance Submit Request for Endpoint Protector Client for Linux.

%4 System Maintenance

Nate: To install the client software, piease provide the Endpoint Protector Server IP, Port and Department Code.
{3} System Configuration

Endpoint Protector Server IP: 192.168.15.238
Endpoint Protector Server Port: a3
Department Code: defdep

) Preserve Server Settings on il download pages

Endpoint Protector Client for Windows can be deployed over Active Directory,
For more infirmation, please refer to Endpoint Protector - User Guide.

B8 System Parameters

@Suppﬂﬁ
4. Open the .pkg file and follow the installation steps and give the requested

permissions.
5. After the installation was successfully made, go to System Preferences, Security &
Privacy, Privacy tab, Full Disk Access, search for Endpoint Protector Client, select the

checkbox and then save the changes.
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[ X < i1 Security & Privacy Q, search

General  FileVault  Firewall  Privacy

o . Allow the apps below to access data like Mail,
Reminders Messages, Safari, Home, Time Machine backups and
certain administrative settings for all users on this

‘ Photos Mac.

[—
’ Camera
(B Endpoint Protector Client
l Microphone

a Dropbox
ifilr Speech Recognition

G Google Chrome
Accessibility

~ Input Monitering

+ -
- Full Disk Access

[
Files and Folders

Q Backup and sync from Google

[a)
E Click the lock to prevent further changes. Advanced... ?

6. Open the Endpoint Protector Server and activate Deep Packet Inspection from the
Device Control subsection: Users/Computer/Group/Global Settings, Manage
Settings, Endpoint Protector Client, Deep Packet Inspection.

Endpoint Protector Client -
Clent Made: Hormal - e Neafierlanguage: English - @
Policy Refresh interval {sec): 15 e Log Size (MB): 1024 (i ]
Log Intenval (min) 1 e ‘Shadow Size (MB): 102400 e
Shedow Intenvl (min): i ) Min Fle Sizefor Shadowing (KE): o e
Recovery Fokder Retention Period (days): 3 e Max File Size for Shadowing (KB): 10485760 e
Devices Recovery Folder Max Sze (MB): 5000 e
B enyiists and Allowiists
Custom Clent Notficatons: fo o ) User egned nformation: =
- Enforced Encryption
Mandatory GTP Justfication: f® or- Optial Craracter Recogtons: =
&) offine Temporary Password
= Extendod Source Code Detecton: f@ o J Stop at Threat Threstoic: =
aad Reports and Analysis
O Hers .
Deep Packet Inspection: [“on @] Block unsecured connection: =
[8)] Orectory Services Interoept VPH Toffc: fo or
=4 Appiiance
Maintenance Déesble Blyetooth Ple Transter: (o o ]
Notifications Pop-up: (e o ]
File Tracing and Shadowing ~
i el (2] ) Bommabie Bevires 1 AT KO0 o Tia Maciine. €8 [ -

7. Go to the System Configuration section, System Settings, Deep Packet Inspection
Certificate, and download the CA Certificate.
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Dashboard = |

Device Control

Custom Settings
Content Aware Protection Show VID, PID and Serial Number for Offine Temporary Password: [
Show MAC Address For Ofine Temporary Password: 0
eDiscovery
Show User Domain: 8]
Denylists and Allowiists WAC Addos Pelocy: 0
Enforced Encryption Virtual Dosiinp Cloncs
Offline Temporary Password Vitual Deskiop Clones Suppart: -
Reports and Analysis B
Deep Packet Inspection Certificate downioad : on
Alerts
Download Client CA Certificate
Directory Services
Single Sign on.
Appliance
Enable Single Sign On Login: [m]
System Maintenance
Active Directory Authentication
System Configuration
Enable Active Directory Authentication [m]
Clet Softvare Connecton Type: @ Stancard O 55 O TS O SSUTLS
Client Software Upgrade
Domain Controiler Server Kame (or IP).
Domin Controiler Port
Domain Name ®
Account Suffic: @
User:
Password:
Active Directory Administrators Group: [6)
B system parameters Actve Direckory Qperations: Sync AD Administrstors Test Conneciion
@) suppeor o

8. Open the Keychain Access application from your macOS and select System.

[ JON Keychain Access B @  Q search
Default Keychains All ltems Passwords Secure Notes My Certificates Keys _ Certificates
of' login
QA INT CoSoSys
& iCloud

Intermediate certificate authority
Expires: Friday, 17 May 2030 at 11:24:50 Eastern European Summer Time
© This certificate is marked as trusted for all users

System Keychains

(oomen ]

@ System Roots Name ~ Kind Expires Keychain
|3 QA INT CoSoSys certificate 17 May 2030 at 11:24:50 System
E QA CA CoSoSys certificate 14 May 2040 at 11:19:17 System
=] com.apple.systemdefault certificate 24 Aug 2039 at 13:14:25 System
=l com.apple.kerberos.kdc certificate 24 Aug 2039 at 13:14:26  System
> |3 18D0BF9B-7F00...8094-0F774D09EIDA certificate 10 May 2025 at 10:00:41 System

9. Decompress the downloaded ClientCerts file.
10. Select cacert.pem file and drag and drop it on Keychain Access, System
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. =g . pe =
< ClientCerts 2 = »  Q Keychain Access B ® Q
Back/Forward View Search
ClientCerts 2 + [Pefault Keychains Allltems  Passwords Secure Notes My Certificates  Keys | Gertificates

Name ~  Date Modified size K login

i = 18DOBF9B-7F00-48DD-B094-0F774D09ESDA
& cacert.cer Today at 17:29 1KB ¢ iCloud Cortfiate | (ssiied by: CoSoSys JSS Built-in Certificate Autharity
: Expires: Saturday, 10 May 2025 at 10:00:41 Eastern European Summer Time

Sicacert.cit JIoyiatilzed IKEC Keychains ==l his certificate is marked as trusted for all users
[) cacert.pem Today at 17:29 E
ci' System
System Roots Name ~ Kind Expires
QA INT CoSoSys certificate 17 May 2030 at 11:24:50

[} QA CA CoSoSys 14 May 2040 at 11:19:17
[=] com.apple.systemdefault 24 Aug 2039 at 13:14:25
=] com.apple.kerberos.kdc 24 Aug 2039 at 13:14:26
[ 192168.15.238 certificate 4 Oct 2029 at 12:19:01

> IE 18D0BF9B-7F...94-0F774D09EIDA certificate 10 May 2025 at 10:00:41

11. Double-click the x on the newly added certificate and on the Trust section, select
Always Trust.

Keychain Access ™

All tems Passwords Secure Notes My Certificates Keys | Certificates

login
. = 192.168.15.238
iCloud ""t"ﬁ""" Root certificate authority
L Expires: Thursday, 4 October 2029 at 12:19:01 Eastern European Summer Time
Key @ This root certificate is not trusted
System
System Roots o0e 192.168.15.238 Keychain
= 192.168.15.238 e
“ertifecte | poot certificate authority System

Expires: Thursday, 4 October 2029 at 12:19:01 Eastern European Summer Time System
© This root certificate is not trusted System

System

System

.

When using this certificate:| Always Trust ?

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust

Code Signing Always Trust

Time Stamping Always Trust

(oMo NN NoNoN ol

X.509 Basic Policy Always Trust

Details
Subject Name
Country or Region RO
County Cluj
Organisation CoSoSys Ltd.
Organisational Unit EndPointProtector CA

12. Save the changes.
13. Activate Intercept VPN Traffic.

14. Select one option for EPP behavior when network extension is disabled.
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e Temporary Disable Deep Packet Inspection — this option will temporary disable
Deep Packet Inspection

e Block Internet Access — this option will end the Internet connection until the
end-user approves the Endpoint Protector Proxy Configuration once the

computer is rebooted.

&) Dashboard

[8] Device Control

Dashboard

Endpoint Protector Client

Client Mode: Normal -9 Natifier language: English L ]
Global Rights Policy Refresh interval (sec): 300 o Log Size (MB): 512 o
Global Settings
. Log Interval (min): 30 (i) Shadow Size (MB): 512 (i]
Shadow Interval (min): 60 (i ] Min File Size for Shadowing (KB): 0 i ]
@ Content Aware Protection Recavery Folder Retention Period 3 o Max File Size for Shadowing (KB): 512 i ]
(days):
- Mo
eDiscovery Devices Recovery Folder Max Size 500 o
(MB):
i Denylists and Allowlists
. Enforced Encryption Custom Client Natifications: User edited information: (@ o ]
™ offine Temporary Password Mandatory OTP Justification: Optical Character Recognition: [@ oFF ]
aad Reports and Analysis Extended Source Code Detection Stop at Threat Threshold: (@ oFF ]
N erts
Deep Packet Inspection: | 6ea | Block unsecured connection: (@ oFF ]

[®] Directory Services
Intercept VPN Traffic: EPP behaviour when network extension

is disabled: Block Intemet access

[=s Appliance

5 B8 BEE

?‘ System Maintenance
Disable Bluetooth File Transfer:

{6} System Configuration

15. Save the changes.

16. The following pop-up will be displayed informing the end-user that a System
Extension is blocked and needs to be allowed.

System Extension Blocked

The program "EppClient” tried to load
new system extension(s). If you want to
enable these extensions, open Security

& Privacy System Preferences.

Open Security Preferences

17. Go to System Preferences, Security and Privacy, select the General tab and allow the
Endpoint Protector Client Extension.
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[ X < i1 Security & Privacy Q, search

General FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes after sleep or screen saver begins
Show a message when the screen is locked

Disable automatic login

Allow apps downloaded from:
App Store
© App Store and identified developers

System software from application “EndpointProtectorClient” was Allow
blocked from loading.

I &
U
é Click the lock to prevent further changes. Advanced... ?

18. Allow the Endpoint Protector Proxy Configuration from the pop-up window.

“Endpoint Protector Client”
Would Like to Add Proxy
Configurations

All network activity on this Mac may be
filtered or monitored.

Allow Don't Allow

At this point, the macOS Endpoint Protector Client installation is completed.

Note: If EPPNotifier is not visible or notifications do not display after the installation or
upgrade of the EPP client on macOS, please resolve this issue by restarting your machine.

In situations where the EPP client is installed and then uninstalled on macQOS, you may still

see EPPNotifier in the Notification settings. To remove it from the list, simply right-click and
select "Reset notifications."

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.



286 | Endpoint Protector 5.9.3.0 User Manual

While the installation process is similar, each distribution and version have their own
particularities.

The following are several examples of supported distributions:

e Ubuntu 14.04
e Ubuntu 15.04
e Ubuntu 16.04
e Ubuntu 17.04
e Ubuntu 18.04
e Ubuntu 19.04
e Ubuntu 20.04
e Ubuntu 21.04
e Ubuntu 21.10
e Ubuntu 22.04
e LinuxMint

e Debian

sudo apt update
sudo apt upgrade
wget

https://download.endpointprotector.com/linux_agent/EPPClient_v[X.X.X.X]/[Filen
ame]

cd /Download
# unpack the archive

tar xvf [Filename.tar.xz]

# edit the options.ini file to contain the correct server address

cd [Extracted filename]
gedit options.ini
# run the installation script

bash install.sh

While the installation process is similar, each distribution and version have their own
particularities.

The following are several examples of supported distributions:
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e CentOS 7.x

e RedHat 8.x

e Fedora 32, 33, 34, 35
e AWS Linux 2

sudo yum update
sudo yum upgrade

wget
https://download.endpointprotector.com/linux_agent/EPPClient_v[X.X.X.X]/[Filen
ame]

cd /Download

# unpack the archive

tar xvf [Filename.tar.xz]

# edit the options.ini file to contain the correct server address
cd [Extracted filename]

gedit options.ini

# run the installation script

sudo bash install.sh

e OpenSuse 15.2

e SUSE 15+

e SLED Linux Enterprise Server 15 SP1
e SLED Linux Enterprise Server 15 SP2
e SLED Linux Enterprise Server 15 SP3
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sudo zypper update
sudo zypper upgrade
wget

https://download.endpointprotector.com/linux_agent/EPPClient_v[X.X.X.X]/[Filen
ame]

cd /Download
# unpack the archive

tar xvf [Filename.tar.xz]

# edit the options.ini file to contain the correct server address

cd [Extracted filename]
gedit options.ini
# run the installation script

sudo bash install.sh

For all RedHat-based distributions, you need to follow an additional step after executing the
above commands in order to set the Endpoint Protector Server IP.

Based on each distribution, follow the corresponding method:

Method 1

1. Define the Endpoint Protector Server IP
EPPCLIENT_WS_SERVER=[the desired IP]
export EPPCLIENT_WS_SERVER

2. Install the Endpoint Protector Client

- for SUSE and openSUSE: #zypper install epp-client
- for CentOS, RedHat, Fedora: #yum install epp-client
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Method 2

1. Install the Endpoint Protector Client
- for SUSE and openSUSE: #zypper install epp-client
- for Cent0S, RedHat, Fedora: #yum install epp-client

2. Run bash file to define the Endpoint Protector Server IP
bash '/opt/cososys/share/apps/epp-client/scripts/set_epp_client_server.sh’
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19. Endpoint Protector

Server — Client communication

This section details the communication between the Endpoint Protector Server and Client
encrypted by the TLS protocol.

e On Endpoint Protector Server version 5.7.0.0 TLSv1.2 is enabled by default and
TLSv1.1 could be enabled upon request (backwards compatibility to older
agents/appliances) in 5.7.0.0.

e On Endpoint Protector Server version 5.8.0.0 TLSv1.2 and TLSv1.3 will be enabled by
default. TLSv1.1 could be enabled upon request (backwards compatibility to older
agents/appliances) in 5.8.0.0.

19.1.Endpoint Protector Client

Older version Newer version | Endpoint Protector Client

Particularities

X v

19.2.Endpoint Protector Server
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Older than 5.7.0.0

For in-place upgrades via Live Update, the Linux
OS libraries must be upgraded by Customer
Support
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20. Support

For additional support resources, please visit our website where you can read manuals,
FAQs, watch videos and tutorials, direct e-mail support and much more.

Our Technical Support Department can also be contacted from Endpoint Protector, the
Support section by using the Open Support Ticket option. One of our team members will
contact you in the shortest time possible.

§) Dashboard
Device Control
‘Open Support Ticket A
) Content Aware Protection
To open a support ticket please access this link, Resources

A eollection of resaurces ragarding Endpoint Pratector is available. Below you can find direct links
to User Manuals, Additional information like FAQs, Data Sheets or Tutorial & Vidzos are available
directly on our webste,

eDiscovery

Denylists and Allowlists

User Manual
Enforced Encryption Endpoint Protector User Manusl @
AD Deployment Guide @

Offiine Temporary Passward

Reports and Analysis

Alerts

Directory Services

g Appliance

System Maintenance

System Configuration

System Parameters

Support

Contact Support.

CoSoSys Confidential. Copyright © 2004 — 2024 CoSoSys SRL and its licensors. All rights reserved.


https://www.endpointprotector.com/resources

21. Disclaimer

This document is provided on an “AS IS” basis. To the maximum extent permitted by law, we
disclaim all liability, as well as any and all representations and warranties, whether express
or implied, as to the fitness for a particular purpose, title, non-infringement, merchantability,
interoperability and performance, in relation to this document. Nothing herein shall be
deemed to constitute any warranty, representation or commitment in addition to those
expressly provided in the terms and conditions that apply to the Customer’s use of Endpoint
Protector.

Each Endpoint Protector Server has the default SSH Protocol (22) open for Support
Interventions and there is one (1) System Account enabled (epproot) protected with a
password. The SSH Service can be disabled at customers’ request.

Security safeguards, by their nature, are capable of circumvention. CoSoSys cannot, and
does not, guarantee that data or devices will not be accessed by unauthorized persons, and
CoSoSys disclaims any warranties to that effect to the fullest extent permitted by law.

© 2004 - 2023 CoSoSys Ltd.; Endpoint Protector, My Endpoint Protector, Endpoint Protector Basic
and EasylLock are trademarks of CoSoSys Ltd. All rights reserved. Windows is a registered trademark
of Microsoft Corporation. Macintosh, Mac OS X, macOS are trademarks of Apple Corporation. All
other names and trademarks are the property of their respective owners.
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