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1. Endpoint Protector Virtual
Appliance Formats

1.1. Available Formats of the Virtual Appliance

The Endpoint Protector Virtual Appliance is distributed in different formats and
for different platforms. This table summarizes them:

Supported Virtual

Environments Version .OVF .OVA .VMX .VHD .PVM .XVA
5.0.0 v v
VMware Player 6.0.5 v v v
7.1.0 v v v
: 9.0.0 v
VMware Workstation 111.0 7 v >
\ Oracle VM VirtualBox 4.3.26 v v
vSphere Client g;g j j
VMware ESXi —
6.0.0 v v
VMware Fusion
Professional 7.1.2 v v
\ R/ ISIEAVANETaETe [l g0 0N 6.1.7601.17514 v
\ R/ ISIAVANEREl[SIgpith PR vl 6.3.9600.16384 v
| Parallels Desktop 10.2.1 v
| Citrix XenCenter 6.2 v

Endpoint Protector makes available these formats in order to help customers test
and implement Endpoint Protector in different virtualized environments.

Open Virtualization Format (OVF) is an open standard for packaging and
distributing virtual appliances.
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1.1.1. The Virtualization software that supports OVF and OVA
Format is:

» VMWare Workstation 11.1, VMware Player 5.0 or higher, VMware Fusion
7.1.2 and VMware ESXi 5.1 or higher

= Qracle VM VirtualBox

=  Citrix XenCenter 6.2

1.1.2. The Virtualization software that supports VMX Format is:
» VMware Player 5.0 or higher

= VMware Workstation 9.0 or higher
Note!

The .VMX virtual appliance is set to run on the latest VMware Workstation
version (v11.x.x) and on the latest VMware Player version (v7.x.x). In order to
run these virtual appliances on older VMware Workstation / VMware Player
versions, the following actions need to be done:

1. Extract the .zip archive

2. Go to the extract location

3. Click to edit the .VMX file using a text editor; 4. Search for the
"virtualHW.version" field; 5. Replace the default version (default = 11) to the
desired version

Examples:

- if you want to run the .VMX virtual appliance on VMware Workstation v9.x.x or
VMware Player v5.x.x, than virtualHW.version = "9"

- if you want to run the .VMX virtual appliance on VMware Workstation v10.x.x or
VMware Player v6.x.X, than virtualHW.version = "10"

6. Save the changes and close the text editor
7. Import the virtual image
8. Play the virtual machine

1.1.3. The Virtualization software that supports VHD Format is:
= Microsoft Hyper-V

1.1.4. The Virtualization software that supports PVM Format is:

e Parallels Desktop
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1.1.5. The Virtualization software that supports XVA Format is:
= Citrix XenServer 5.5

= Citrix XenServer 6.0

Note!

In case of a power failure or any other event that causes the host computer to
shut down unexpectedly, the Endpoint Protector Virtual Appliance can be
corrupted. In such a situation, we recommend starting it by booting the Ubuntu
operating system in Safe Mode.



2. Implementing using OVF
Format

2.1. Implementing in Oracle VM VirtualBox using OVF
Format

1. Unzip the downloaded package

2. Start VirtualBox

9 Oracle VM VirtualBox ‘ E=E )

File Machine Help

B oS [ D

New Settings Start Discard Welcome to VirtualBox!
The left part of this window is a list of all virtual machines on your computer. The list is empty
because you haven't created any virtual machines yet. ‘-
In order to create a new virtual machine, press the New button
in the main tool bar located at the top of the window. ’ |

“You can press the F1 key to getinstant help, or visit
www . virtualbox.org for the latest information and news. w
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3. Go To File > Import Appliance

-
w Oracle VM VirtualBox

File | Machine Help

5] Virtual Media Manager...
Import Appliance...
Export Appliance..,

(]
L]
5@ Preferences...
v

Exit

Ctrl+D
Ctrl+1
Ctrl+E

Ctrl+G

Ctri+Q

£} Dpetais | Snapshots |@ Description

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now
because you haven't created any virtual machines yet. & w— -

. 3
In order to create a new virtual maching, press the New button g"“‘ " !
in the main tool bar located at the top of the window. ’

Yfou can press the F1 key to get instant help, or visit g

www, virtualbox.org for the latest information and news. .

Y

Import an appliance into VirtualBox
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4. Press Choose button

f %

'\___:)' Appliance Import Wizard
B e o e Dl e—

Welcome to the Appliance Import Wizard!

This wizard will guide you through importing an appliance.
press Cancel if you want to cancel the execution of this wizard.

import below;

Use the Next button to go to the next page of the wizard and the Back button to return to the previous page. You can also

VirtualBaox currently supports importing appliances saved in the COpen Virtualization Format (OVF). To continue, select the file to




7 | Endpoint Protector Virtual Appliance | User Manual

5. Browse and select the OVF file from the extracted zip file

%§ Select an appliance to import g

@O_-_vJ .. &« Appli.. » Endpoint Protector Server V100 - | 4'1=| | Search Endpoint Protector Serv... 2 |

Organize - Mew folder =~ [ @

Ji Music a Marne Date modified Type
[ Pictures

E Videos

| EE-, Endpoint Protector Server V100.owvf 9/21/201012:54 PM  Open Virtual

i Cormputer —
&, sys (0
ca Work (D:)
—a Media (E:)
o2 CD Drive (F)
&4 CD Drive (G:)
<2 DVD RW Drive )

- 4 m | b

File name: Endpoint Protector Server V100.0vf [Gpen Virtualization Format (*.o v]

[ pen ] l Cancel ]




8 | Endpoint Protector Virtual Appliance | User Manual

6. Press Next Button

= Appliance Import Wizard
l\._.l' [ e g —

Welcome to the Appliance Import Wizard!
This wizard wil guide you through importing an appliance.

Use the Mext button to go to the next page of the wizard and the Back button to return to the previous page. You can also
press Cancelif you want to cancel the execution of this wizard.

VirtualBox currently supports imperting appliances saved in the Open Virtualization Format (OVF). To continue, select the file to
import below:

E:\Appliances\Endpoint Protector Server V100\Endpoint Protector Server V100.ovf

e ] [ cne
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7. Press Finish Button

@ Appliance Import Wizard
B ew  w cen Bl s—

Appliance Import Settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You
can change many of the properties shown by double-dicking on the items and disable others using the chedk boxes below.

Description Configuration i
Virtual System 1
% Mame Endpeint Protector Server V100
@ Product Endpeint Protector Server V100
@ Product-URL www.endpointprotector.com
@ Vender CoSoSys Ltd. E
@ Vender-URL WWW.COSOSYS.COm
& Version 3.0.50
& Guest 05 Type T Linux 26 (64 bit)
{F cpu 1
i RAM 2048 MB m
@ Metwork Adapter PCrnet-PCI I (Am79C9704)
@ Metwork Adapter PCrnet-PCI I (Am79C9704)
. |/\ Lre Micle M anteallee OCY OTVA " | : a2

Restore Defaults] [ Einish ] [ Cancel

8. Wait for the import displayed by the progress bar

- —

Importing Appliance ..: Importing appliance "E\Appliances\Endpoint Protector Server VI00\Endpoint Protector ..

Importing virtual disk image 'E: ‘\Appliances\Endpoint Protector Server ¥ 100%Endpoint Protector Server V100, vmdk'... (2/2)

L % X

2 minutes remaining

ik _—
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9. At the end the new virtual machine will appear on the left container as
displayed bellow

F ™
%% Oracle VM VirtualBox [ESREER

File Machine Help

{ij A ¢ NN éz} Details | Sniapshots | & Desciption
et Yy
Mew Settings Start Discard Welcome to VirtualBox!
B B The left part of this window is a list of all virtual machines on your computer. The listis empty now because
Endpoint Protector Server V100 you haven't created any virtual machines yet. —l
L Powered off N . 4
In order to create a new virtual machine, press the New button in the g“" v 4 !
main tool bar located at the top of the window. : ; 3
‘fou can press the F1 key to getinstant help, or visit
www, virtualbox.org for the latest information and news. “ ]
"\ /

At this point the virtual machine is ready to be started.

Please follow the Endpoint Protector Appliance User Manual from this point on.
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2.2. Implementing in VMware vSphere using OVF

Format

1. Unzip the downloaded package.

2. Start vSphere.

File Edit View Inventory Administration Plug-ins Help

‘Q Home b g Inventory b [l Inventory

& @

1192.168.0.129|

localhost.intern.cososys.com VMware ESXi, 5.0.0, 469512

Summary | Virtual Machines | Resource Allocation

What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux

Basic Tasks
&' Deploy from VA Marketplace

& Create a new virtual machine

Performance

Configuration ' Local Users & Groups

Virtual Machines A
&

"4

vSphere Client

Explore Further

= Learn about vSphere

Manage multiple hosts, eliminate downtime, load
balance your datacenter with vMotion, and more

= Evaluate vSphere

Events ' Permissions
close tab [X]
Host

=d
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3. Go To File > Deploy OVF Template.

l New

»

[ [File | Edit View Inventory Administration Plug-ins Help

tory b Inventory

| Deploy OVF Template...

Export
Report

Browse VA Marketplace...
Print Maps
Bt

localhost.intern.cososys.com VMware ESXi, 5.0.0, 469512 |

What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance Is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system instalied on it such as Windows or Linux.

Basic Tasks
5t Deploy from VA Marketplace

a Create a new virtual machine

Summary  Virtual Machines | Resource Allocation ' Performance ' Configuration ' Local Users & Groups ' Events | Permissions

close tab [¥]

Virtual Machines A

Host

vSphere Client

Explore Further

_| Learn about vSphere

Manage multiple hosts, eliminate downtime, load
balance your datacenter with viMotion, and more

~| Evaluate vSphere

7 Tasks
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4. Press the Browse button.

Source
Select the source location.

Source

QVF Template Details
Name and Location
Disk Format

Ready to Complete

Deploy from a file or URL

! =l sowe. |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive,

< Back || Next > I

Cancel

A4
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5. Browse and select the OVF file from the extracted zip file.

= Libraries
Documents
J\ Music
[ Pictures
B videos

1M Computer

&1

ca Work (E:)

&
1= Recent Places

s New Volume (F;)

m

. New Volume (I:)

-

File name: Endpoint Protector 4 Virtual Applia v [OVF packages (*.ovf;*.ova) v]

() Open
L se—

%v' .. « Endp... » Endpoint Protector 4 Virtual ... v l 45 l | Search Endpoint Protector 4 Vi.. 0 |
Organize ¥ New folder =~ 0 @
Bl Desktop *  Name : Date modified Type

4 Downloads I

“# Endpoint Protector 4 Virtual Appliance 1/6/201211:27 AM  Open Virty

4

s |

o ] |

Cancel ]
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6. Press the Next button.

Deploy OVF Tem

Source
Select the source location.
Source
QVF Template Details
Name and Location
Disk Format
Ready to Complete
Deploy from a file or URL
1 lI:\AppIiance\Endpoint Protector 4 Virtual Appliance\Endpoint El | Browse... I
|
Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
| network share, or a CD/DVD drive.
|
|
Help < Back Next > Cancel
.
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7. Verify the OVF Template Details and press Next.

OVF Template Details
Verify OVF template details.
Source
OVF Template Details
Name and Location Product:
Disk Format
Ready to Complete
[ |
|
Download size:
Size on disk:
Description:

Endpoint Protector 4 Virtual Appliance

708.6 MB

1.5 GB (thin provisioned)
16.0 GB (thick provisioned)

CoSoSys Ltd. - 2011
Endpoint Protector 4-V 4.0.4.0
support@endpointprotector.com

Help |

< Back || Next > I

Cancel
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8. Specify the name of the OVF template and press Next.

Name and Location
Specify a name and location for the deployed template

Source Name:

OVF Template Detais dpoint Protector 4 Virtual Appliance

Name and Location

Disk Format The name can contain up to 80 characters and it must be unique within the inventory folder.

Ready to Complete

Help < Back || Next > I Cancel
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9. Select “Thin provision” as Disk Format option and press Next.

Deploy OVF Tem

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idatast:ore 1
OVF Template Details

Name and Location >

Ty Available space (GB): | 66.0
Disk Format pace ()

Ready to Complete

1 (" Thick Provision Lazy Zeroed
¢ Thick Provision Eager Zeroed

¥ Thin Provision

Help < Back || Next > I Cancel
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10.Press the Finish button to complete the installation.

Ready to Complete
Are these the options you want to use?

?VuTr:mdate Details When you dick Finish, the deployment task will be started.
Name and Location Deployment settings:
Disk Format QVFfile: I:\Appliance\Endpoint Protector 4 Virtual Appliance\Endpo...
Ready to Complete Download size: 708.6 MB
Size ondisk: 1.5GB
I Name: Endpoint Protector 4 Virtual Appliance
I Host/Clusten localhost.intern.cososys.com
| Datastore: datastorel
| Disk provisioning: Thin Provision
Network Mapping: "WM Network"to "VM Network”

¥ Power on after deployment

Help < Back || Finish I Cancel

A4
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2.3. Implementing in Citrix XenServer 5.6 using OVF
Format

1. Unzip the downloaded package

2. Start XenCenter

-
o XenCenter @Eu
File  View Pool Server VM Storage  Templates Tools  Window  Help
e Back - -:J Forward - @Add MNew Server @ New Pool 'g Mew Storage [T5]| Mew VM @ Shut Down » NoSystem Alerts  _
Show: | Server View p | - & Kenserver-ioan Logged in as: Local root account
= ° XenCenter Search | General Memory | Storage | Network | NICs Console | Perfformance | Users | Logs
=] & nserver-ioan
[ XenAPP censerver-ioan Overview
[ CIFSISO library
=i DVD drives -
Local storage SeateiuBniinnsal
MF5 Citrix 55 Disks
[ =1 Removable storage Name CPU Usage Used Memory (avg / max
= Eb HENSENVEr-ican [ = ] _
Default install of XenServer 3% of 2 CPUs 19% of 2039 MB
[ XenAPP

XenOVF imported system. ) )
[= CIFSISC library R - -
CIFSISO Library [\£W192.168.0.35'_iso]
[ NFS Citrix 55 . i )
MF5 SR [192.168.0.55:/media/CitrixRep]
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3. Go To File > Appliance Import

[ B
° XenCenter Elﬂlg
File | View Pool Server VM Storage  Templates Tools  Window  Help
Import... Add MNew Server Eﬂl Mew Pool ;g Mew Storage @ Mew VM @ Shut Down # No System Alerts
Import Search...
D |~ & Xenserver-ioan Logged in as: Local root account
'| Appliance Import... |
Search
Applisnce Export... General | Memory | Storage | Metwork | NICs Console | Performance | Users | Logs
Exit (ENSETVE Overview
= r
DVD drives -
‘g Local storage Search Options *
INFS Citrix 55 Disks
‘=i Removable storage Name CPU Usag Used Memory (avg / max
=] & Xensenver- e I _
Default install of XenServer 3 of 2CPUs 19% of 2039 MB
@ enapp } } ;
XenOVF imported system.
[5 TFSISO library - - -
CIFS IS0 Library [\4192.168.0.35_iso]
NFS Citrix 55 - - -
NFS SR [192.168.0.55:/media/CitrixRep]
4 n 3
-

4. Select the OVF file

-
° Xen OVF Appliance Impaort Wizard- pra— R —

@ Select an Appliance for Import.

- ¥enCenter can import VMs from OVF Appliances into one of your Resource Pools or to a specific XenServer
Select Appliance

EULA

Home Server
Storage
Network Select Appliance: E:*\Appliances‘\Endpoint Protector Server V1004\Endpoint Protector S5
Security

Advanced Options
Finish

Progress

CIiTRIX'

This is “EXPERIMENTAL" code.

5. Press the Next button

6. Read and accept the EULA, then press Next
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7. Select the target for this Virtual Appliance

° Xen OVF Appliance Import Wizard ==

@ Select target XenServers or Pools 9

. Each Appliance can contain multiple VMs. Select a target Server or Pool for each VM in the Appliance.
Select Appliance

EULA
Home Server VM Server ll
Storage » Endpoint Protector Server V100 Xenserver- hd
Network

Security

Advanced Options
Finish

Progress

VM import targets:

CIiTRIX'

This is “EXPERIMENTAL* code. <Previous | [ Ned> Frer Cancel

8. Select the storage location

w
° Xen OVF Appliance Import Wizard S ="

[, Select target SRs 7]

For each VM with storage requirements in the Appliance select a target SR.

Select Appliance
EULA

Home Server Server WM Disk Capacity File name SR

Storage » Endpoint Protect .. |320.0 GB Endpoint Frotect... |Local storage, 330.0 GB Avalable |~
Network

Security

Advanced Options
Finish

Progress

Storage targets:

CIiTRIX'

This is “EXPERIMENTAL* code- <Previous | [ Ned> Cancel
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9. Select you network (keep default values)

-
° Xen OVF Appliance Import Wizard

@ Select Network to connect VM. 9
. For eachVM with networking requirements in the Appliance select a target Metwork:.
Select Appliance T )
EULA etwork targets:
Home Server Network Name MAC Address Target Virual Network
Storage » = e B M Network 00:00:00:00:00:00 | Pool-wide network associated with eth1 -
Metwork Endpoirt Protect... | VMNetwork 00:00:00:00:00:00 |Pocl-wide network associated with eth1 v
Security
Advanced Options
Finish
Progress
CiTRIX'
]
This is *EXPERIMENTAL* code. <Previous | [ Ned> o Cancel

10.0n Security Screen click on Next button

-
° Xen OVF Appliance Import Wizard

@ Select your import security settings 9
. Security settings allow you to validate the Appliance you are importing and to access the
Select Appliance encrypted contert.
EULA
Home Server Verity D
Storage Verify the digital signature of the appliance is valid.
Metwork This option will activate only if the appliance has been digitally signed.
Security
Advanced Options
Finish
Progress

CIiTRIX'

This is “EXPERIMENTAL* code- <Previous | [ Ned> |[ Fnsh ][ Cancel
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11.0n Advanced Options screen click Next

f )

@ Select advanced opti for the Appliance import 9
. Select Advanced options.
Select Appliance
EULA
Home Server
Storage Run Operating System Foaps.
Netw?rk This option is used to fix the imported VM's operating system to boot property on XenServer. This is commonly used when importing
Security Windows and Linux operating systems originating from a VMware product.
Advanced Options
Finish nstalledt Fop 150 willbe sed]
Progress

CIiTRIX'

This is “EXPERIMENTAL* code- <Previous | [ Ned> |[ Fnsh | [ Cancel

12.0n the Finish Screen, review this configuration and click Finish

13.Wait for the import to be completed

@ Import Progress 9

¥enCenter is now importing your Appliance. The progress of the import can be seen below.

Select Appliance
EULA |
Home Server Import: Setting up transport mechanism for: Endpeint Protector Server W100.vmdlk
Storage

Network

Security

Advanced Options
Finish

Progress

Processing: Endpoint Protector Server V100.ovf (Endpoint Protector Server 100)

CITRIX'

This is “EXPERIMENTAL® code. < Previous Mext > nish Cancel

At this point the virtual machine is ready to be started.

Please follow the Endpoint Protector Appliance User Manual from this point on.



3. Implementing using VMX
Format

3.1. Implementing in VMware Server 2.0 using VMX
Format

1. Extract the downloaded Endpoint Protector Virtual Appliance package and
move the files to the path where your virtual machines are stored

2. Open your WMware Server web interface and login

@ WMware Infrastructure We.,, =

C'  © 127.0.0.1:3308/ui/# & A

m Google Translate 'ﬂ Googles . Endpoint Protector 20,..  \W/ Wikipedia -ﬁ' Wolfram|alpha O3 other bookmarks

& ¥Mware Infrastructure Web Access

Login Mame: | | |

Password: | |
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3. Select Add Virtual Machine to inventory

@ YiMware Infrastructure We.,,

C | O 127.0.0.1:8308/U/# o A

m Google Translate ::' Googles . Endpoint Protector 20...  \X/ Wikipedia ﬁ Walfram|Alpha 7 other bookmarks

i ¥YMware Infrastructure Web Access (vlad@127.0.0.1)

Application Ty=H Adrninistration | ] D @ virtual Appliance Marketplace | Log Qut
~

|\I'irtua| Machines ]

Create Virtual Machine =vents || Permissions

&dd Virtual Machine to Invento

Inventory

=] Ccommands ]| &£

ﬁ Create Wirtual Machine

Add Wirtual Machine to Inventory
Power OnsResume Add Datastore
Pawer Off Configure Options
Edit Host Settings
Edit Yirtual Machine Startup/Shut
Refresh Metwork List

Remove Virtual Machine

Power

Suspend nitm} Xz Dual Core Processor BE-

Suspend Guest Cores

Resst 105.00 MHz
Shut Down Guest ¥Mware Tips =]

Restart Guest

pshot

Take Snapshot =

Revert to Snapshot apacity Free Space |Locati
Remove Snapshot 0,06 GB 3862 GB [WRAY)

Console

Enter Full Screen Made | |Target |Status Triggered At «

£ il
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4. Browse in the inventory for Endpoint Protector Virtual Appliance and select
the VMX file and press OK

@ Whweare Infrastructure We.,. =

C  © 127.0.0.1:8308//# % A

a Google Translate ;-;' Googles . Endpaint Protector 20...  \Y/ Wikipedia # Wolfram|alpha

7 other bookmarks

wil ¥Mware Infrastructure Web Access (vlad@127.0.0.1)

GEGIEEE o Add Existing Yirtual Machine bde | Lag out

Inventory
Inventory Contents Information

r vladpc . Endpoint Protector Virtual ApREYEIREE Endpoint Protector
v B standard Size: 2435 KB

# Endpoint Protecto Modified: Dec 05, 2010, 4:14

Type: WM Canfig File (*.v| | nventory

Datastore:  standard

&

tup/Shut

&

red At »

< | |

WM Config (* .wrx)

File Type:

At this point the Virtual Machine is ready to be started.

Please follow the Endpoint Protector Appliance User Manual from this point on.
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3.2. Implementing in VMware Player 3.0 using VMX
Format

1. Extract the downloaded Endpoint Protector Virtual Appliance package and
move the files to the path where your virtual machines are stored

2. Open VMware Player

Welcome to VMware Player

Create a New Virtual Machine
Create a new virtual machine, which will then be

added to the top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be
added to the top of your library.

Upgrade to VMware Workstation

Get advanced features such as snapshots,
record replay, teams, developer tool integration,
and mare,

Help
View VMware Player's help contents,
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3. Select Open a Virtual Machine and select the VMX file from the location
where you extracted it and then click Open

%2 Open Virtual Machine x|

Look in: I | Endpoint Protector Vitual Appliance j @ lj 2 [t~
: Mame = | | Date modified | -] Type | | size ||
g- @Eﬂdpoint Protector Virtual Appli... 12/5/2010 7:31 AM  VMware virtual machine configuration 3KB

Recent Flaces

.

Desktop

Computer

Ly

Network

File name: I

Files of type: I‘u"Mware Configuration Files *.vme)
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4. After the Virtual Machine is in your inventory click Play Virtual Machine

é:-ﬂ Endpoint Protector Virtual Appliance

Endpoint Protector Virtual
Appliance

State: Powered Off
05: Ubuntu 64-bit
Version: Workstation 6.5-7.x virtual machine
RAM: 1024 MB

@ Play virtual machine

ﬁ Edit virtual machine settings

5. If asked if the Virtual Machine was copied or moved, select moved (if it is
the only Endpoint Protector Virtual Appliance in your network)

r — ™y
Endpoint Protector 4 Virtual Appliance 32b - VMware Player M

This virtual machine might have been moved or copied.

In order to configure certain management and networking features,
VMware Player needs to know if this virtual machine was moved or
copied.

If you don't know, answer "I copied it".

e [ 1 copied it ][ Cancel ]

At this point the Virtual Machine is ready to be started.

Please follow the Endpoint Protector Appliance User Manual from this point on.
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Note!

Do not suspend the VMware Player while Endpoint Protector Virtual Appliance is
running!

Do not shut down your computer while VMware Player is running.

3.3. Implementing in VMware Workstation 6.5 using
VMX Format

1. Extract the downloaded Endpoint Protector Virtual Appliance package and
move the files to the path where your virtual machines are stored

2. Open VMWare Workstation

Vhdware Workstation

: File Edit View VM Team Windows Help
mnNbEe BER TEaREEE | &%

i} Home

VMware Workstation

WMware Warkstation allows multiple standard operating systems and their applications to
run with high performance in secure and transportable virtual machines. Each virtual

machine is equivalent to a PC with a unique network address and full complement of I
hardware choices,

b
iy
. Create a new virtual machine. Install and run a variety of standard
operating systems in the virtual machine,
Mew Virtual
Machine 1l
1,
S gl
h D Create a new team. Add several virtual machines and connect them
1 1 with private team LAM segments,
[ W l
Mew Team
TN , . T
{ E.J. Browse for virtual machines or teams and select one to display in this
|,."L—-J'J panel, Interact with the guest operating system within this display as
you would a standard PC.
Open Existing
WM or Team

e O S m
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3. Select Open Existing VM or Team

r Open'™

o

Organize v Mew folder = ~ [ 0
&
ﬁ Eavorites il Mame Date modified Type Size N
|
B Desktop l@ Endpoint Protector Virtual Appliancewmx  12/6/2010 8:38 AM  VMware virtual m... 3 KBI
j Downloads

5l Recent Places

[ Libraries
@ Documents
Ji Music
[ Pictures
B Videos

1M Computer
& Toan-Sys (C)
a loan-Work (D)
a loan-Media (E:)
2 CDDrive(F) -

File name: Endpoint Protector Virtual Appliancevmsx - ’VMwale Waorkstation Files (".vn v]

[ open || Cconcel ]
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4. After the Virtual Appliance is in your inventory power on the Virtual
Appliance

% Endpoint Protector Virtual Appliance - are ion

. File Edit View VM Team Windows Help
@ure ok DEesrBDEE &9

5h Endpoint Protector Virtual ...

Endpoint Protector Virtual Appliance
State: Powered off
Guest 05: Ubuntu e4-bit 1
| Location: D:\appliances\Endpoint Protector Virtual Appliance, vmx i
Version: Workstation 6. 5-7.x virtual machine i
I |
Commands Devices I [ Options
[ Power on this virtual machine P memory 1024 MB
m Edit virtual machine settings # Processors 1
{e=Hard Disk (SCSI) 48 GB
[E) Enable ACE features (What is ACE?) (=) co/DVD (IDE) Using file F+\ubuntu-10.04-server—... || |=
@Network Adapter Bridged
ENetwork Adapter 2 Bridged
Euisplay Auto detect
Hotes L4
Type here to enter notes for this virtual machine.
e
& 4
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5. If asked if the Virtual Machine was copied or moved, select moved (if it is
the only Endpoint Protector Virtual Appliance in your network)

-
Endpoint Protector 4 Virtual Appliance 32b - VMware Player w

@) This virtual machine might have been moved or copied.

B In order to configure certain management and networking features,
VMware Player needs to know if this virtual machine was moved or
copied.

If you don't know, answer "I copied it".

Cizevett Y] romed | (Ccance ]

The Virtual Machine is started and ready for use.

Please follow the Endpoint Protector Appliance User Manual from this point on.



4. Implementing using VHD
Format

4.1. Implementing in Microsoft Hyper-V 2008 using
VHD Format

1. Extract the downloaded Endpoint Protector Virtual Appliance zip
package

2. Start Hyper-V Manager

Hyper-¥ Manager !E[
S5 Fle Acton View Window Help ETE

e 2=El=

=3 Hyper-v Manager Actions
s win-cspHoks: | | Virtual Machines
Name - | Sate | CPU Usage | Assigned Memory | Memory Demand

ﬁdpoirﬂFmtedorde... Running 0% 1024 MB New 4
@ Import Virtual Machine. ..
Hyper-V Settings...

E.; Virtual Metwork Manager. ..

1l | vl | EditDisk...

Snapst ® ([l Inspect Disk...

(W) Stop Service

?( Remove Server

() Refresh

Mo virtual machine selected.

View 4

Mew Window from Here

Help

No item selected.
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3. Select Import Virtual Machine Option from right side box

~iDix

32 Ele Acion View Window Help RETE
& 7= 3lm
55 Hyper-V Manager = | Actions
Buimcmne || s -
x
Mew b

Specify the location of the folder that contains the virtual machine files.

Location: IC:\Hyper—V\VMS\E:qurted\EndpointF‘rotedor-il‘ppliance\ Browse |

— Settings
Import settings:
~ Move or restore the virtual machine (use the existing unique 1D)
% Caopy the vitual machine (create a new unique 10}

I Duplicate all files so the same vitual machine can be imported again

@ The same virtual machine cannot be imported again if you do not copy the files unless you
have backed them up to another location first.

KT —

|z Import Virtual Machine. ..
| Hyper-V Settings...
E’.: Virtual Network Mana. ..
7 EditDisk...
(Cl Inspect Disk...
@ Stop Service
?( Remove Server
(4 Refresh
View »

New Window from Here

E Help
EndpointProtector 4 Ap... &

E;ﬂ Connect...

2% Settings...

@ start
e, Crmnabhat LI

|WIN-C5PHEKSISK3: 1 virtual machine selected. [

Select the folder which contains the Appliance folders/files.
Choose Copy the virtual machine as Import Settings.




37 | Endpoint Protector Virtual Appliance | User Manual

4. Press Import button

il
33 He Acton View Window Help JEDE
=== H
= Hyper-V Manager | Actions
g3 win-csproksy | | Virtual Machines WIN-C5PHOKSISK3 s
Name - | Assigned Memory | Memory Demand _
= EndpointProtector 4 App... Running Mew 4
I EndpointProtector 4 fpp... Off [« Import Virtual Machine. ..
% Hyper-V Settings...
Ef: Virtual Network Mana...
( (7 Edit Disk...
Se——— dZl Inspect Disk...
@ Stop Service
The selected vitual maching has no snapshots. ?( Remove Server
C-j. Refresh
View 4
Mew Window from Here
ﬂ Help
st
Created: 12/29/2011 2:32:27 AM =i Comnect..
2% Settings...
@ start
KN — ERP—— |

|WIN-C5PHIKSISK3: 1 virtual machine selected.

5. The new Virtual Machine will appear in the Virtual Machines list.

The Virtual Machine is started and ready for use.

Please follow the Endpoint Protector Appliance User Manual from this point on.
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4.2. Implementing in Microsoft Hyper-V 2012 using
VHD Format

1. Extract the downloaded Endpoint Protector Virtual Appliance .zip package
2. Start Hyper-V Manager

3. Select the option to Import Virtual Machine... from the right-side box

ga Hyper-¥ Manager
File  Action \iew Help

&= 2=

er- Manager Actions
Hyper-v Manag ‘
ilIN-2012DR2 Virtual Machines
& | WIN-20120R2
| Mame - State CPUUsage  Assigned Memory  Uptime Status - ew
e ——— O
e S oif _| |L® 'mportVirtual Machine..
5 - e o [ Hyper-V Settings...
———— o =

ST Virtual Switch Manager.

o Edit Disk...

Before You Begin Ll Inspect Disk..,

~| | (@ Stop Service

kd 7 Remove Server

This wizard helps you import a virtual machin From a set of configuration files. It guides you through Refresh
resolving configuration problems to prepare the virtual machine for use on this computer. @ T Refres

Locate Folder

Wiewr
Select Yirtual Machine

Choose Iport Type H Her
Summary [?7]Endpoint Protector 44.0.7 - WHD -

=1 Connect..
Z4 Settings..
@ star

s Checkpoint
=¥ Move..
&l Export..
= Rename..

She Delete.,

G Enable Replication..

Help

[] Do not show this page again

<rrevo | [ [ e | [

?
| Surmmesy | Memory | Hetworking [ Reploation

3.1 Select the folder containing the appliances’ folders and files.

3.2 At the step “"Choose Import Type” select the option to Copy the
virtual machine (create a new unique ID)
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» Choose Import Type

Before You Begin Choose the type of impart to perform:
Locate Folder () Register the virtual machine in-place fuse the existing unique ID
Select Virtual Machine () Restore the virtual machine {use the existing unique 100

(®) Copy the virtual machine {create a new unique 109
CZhoose Destination
Choose Storage Folders

Surnrmaty

| < Previous | | Mext = | | Finish | | Cancel |

3.3 The “Connect Network” step will prompt with 2 errors, one for each
Network Adapter. Ignore these and press Next, Next and then Finish.

» Connect Network

EBefaore You Begin This page allows vwou bo connect to wirtual switches that are available on the destination computer,

Locate Folder ) ) . ) o ,
The Following configuration errors were Found For virtual machine 'Endpaint Protector 4.4.0.8

Select Virtual Machine Virtual Appliance 64b YHD',
Choose Import Type e Could not: find Ethernet switch 'Mew Yirtual Switch',
Choose Destination

Choose Storage Folders Specify the virtual switch you want to use on computer "WIN-2012DR2",

Conneck Mety Connection: |Realtek PCle GBE Family Controller - Wirtual Switch W

Conneck Metwark,

Surnmary

< Prewvious | | Mext = | | Firish | | Zancel
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4. The new Virtual Machine will appear in the Virtual Machines list.
5. Right click on the newly created Virtual Machine and select Settings...

6. Remove the two existing network adapters from the left side box

|EndpointProtectordl.dl.ﬂ.ﬂ\fir‘tualAppliv| 4 p |

% Hardware

#ﬂ Add Hardweare
& BIOS
Boot from CO
W [emory
2045 ME
= ) Processor
1 virtual processor
= &I IDE Controller 0

[# & Hard Drive
Endpoint Protector 4.4.0.5...

Eil IDE Controller 1
¥l 5CS1 Controller
® [ Metwerchdapter
Met-connected

oM

Mone

T come

Mone

I Diskette Drive
Mone

Management

I Mame

|§| Integration Services
Some services offered

13| Checkpaint File Lacation

aé Smart Paging File Location

i} Automatic Start Action
Restart if previously running

Endpoint Protector 4.4.0,8 Yirt, .,

C:\ProgramDatalMicrosoftiWwin. .

C:\ProgramDatalMicrosoftiWwin. .

[0 mebtwork Adapter

Specify the configuration of the network adapter or remove the netwark adapter,

wirkual swikch:

|N0t connected

VLAN ID
[ Enable wirtual LAM identification

The YLAN identifier specifies the virtual LAM that this virtual maching will use For all
netwark communications through this netwark adapter.

Bandwidth Management
[] Enable bandwidth management

Specify how this network adapter utilizes network bandwidth, Both Minimum
Bandwidth and Maxirmum Bandwidth are measured in Megabits per second.

o

lﬁ To leave the minimum or maximum unrestricked, specify 0 as the value,

Minirmurn bardwidth:

Maximum bandwidth:

To remove the network adapter from this virtual machine, click Remove.

0 IUse a legacy network adapter instead of this network adapter to perform a

netwark-based installation of the guest operating svstem or when integration
services are not installed in the guest operating syskem,
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7. Add two Legacy Network Adapters with the Add Hardware command.

|Endp0intProtect0r4.4.0.8Virtua|.-ﬂ\ppli V| 4 p |G

|ﬁ Hardware ~ ‘#ﬂ Add Hardware

EIEJ BICS ou can use this setting to add dewvices to wour virtual machine,
Baot from CD Select the devices you wank ko add and click the Add buttan,
B Mermary SCSI Controller
2045 ME Metwark Adapter
* R Processor Legacy Metwork Adapter
1 virtual processor Fibre Channel Adapter
= i} IDE Controller O RemokeFy 30 Yideo Adapker

# (& Hard Drive

Endpoint Protectar 4.4,0.8,.. m

EL IDE Controller 1

W& 5051 Controller Use a legacy network adapter to perform a network-based inskallation of the gues
operating system, of when integration services are not installed in the guest operating
3] [H] Legacy Metwork Adapter system,

Mot connected
(3] [H] Legacy Metwork Adapter
Mot connected

= com

Mone
T come
Maone

I Diskette Drive
Mane

# Management
|£| Mame
Endpoint Proteckar 4.4.0.5 Yirt. .,
|i:'| Integration Services
Same services offered
%] Checkpaint File Location
Ci\ProgramDataiMicrosaftwin, .,
aé Smart Paging File Location
C:ProgramDataiMicrosoftwin, ., —
i‘] Aukamatic Start Action
Restart if previousky running I

ul's | | Cancel | | Apply

Note!

Remember to specify the configurations of the two Legacy Network Adapters so
that their status will be changed from “Not Connected”.

9. Click on Apply.

10. The Virtual Machine is now imported and ready to to be configured.
Please follow the Endpoint Protector Appliance User Manual from this point on.
Note!

In case you experience difficulties using Microsoft Hyper-V 2012 please contact
support@endpointprotector.com


mailto:support@endpointprotector.com

5. Access Appliance Setup
Wizard

5.1. Appliance network configuration from console

Endpoint Protector Appliance console gives you the possibility to manage your
network configuration, reboot or shut down your Virtual Appliance.

To allow access through your firewall you need to allow the following ports:
-Server and Client: 443
-Live Update (liveupdate.endpointprotector.com): 80 & 443

-MDM Cloud (cloud.endpointprotector.com): 443

To configure the Virtual Appliance’s network it is required to follow the steps
below.
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1. Press Continue when finished reading the End User License Agreement

5 =10 %

Endpoint Protector fAppliance - www.EndpointProtector.com

Endpoint Protector rAppliance
COS03YS SOFTWARE END USER LICENSE AGREEMENT

COSDSY3 LIMITED AND-OR ITS AFFILIATES (“COSO3YS™) IS WILLING TO LICENSE
THE LICENSED SO0OFTWARE TO ¥YOU AS THE INDIVIDUAL, THE COMPANY, OR THE
LEGAL ENTITY THAT WILL BE UTILIZING THE LICENSED SOFTWARE (REFERENCED
BELOW AS “YOU" OR “YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF
THE TERMS OF THIS END USER LICENSE AGREEMENT ("LICENSE AGREEMENT"). READ
THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE
USING THE LICENSED SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT
BETWEEN YOU AND COS03Y¥3. BY OPENING THE LICENSED S0FTUARE PACKAGE,
BREAKING THE LICENSED SOFTWARE SEAL, CLICKING THE "I AGREE™ OR “YES"
BUTTON, OR OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR LOADING THE
LICENSED SOFTWARE OR OTHERWISE USING THE LICENSED SOFTWARE, YOU AGREE TO
THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT. IF ¥YOU DO NOT AGREE
TO THESE TERMS AND CONDITIONS, CLICK THE "I DD NOT AGREE OR “NO" BUTTON
OR OTHERWISE INDICATE REFUSAL AND MAKE NO FURTHER USE OF THE LICENSED

] :
<Cont inue>

2 & [#] Right Ctrl
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2. Press Accept

Endpoint Protector fAppliance

Do you accept the terms
of the license agreement’

< Quit >

Endpoint Protector fAppliance - www.EndpointProtector.com

o F

=101 %]

[#] right Ctrl 4
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3. Select Networking

!
|

I PO

) TS
/4 “NOPO

=10fx]

Endpoint Protector Appliance - www.EndpointProtector.com

CoSoSys Ltd. - Endpoint Protector Appliance

Your current appliance IP is 192.168.0.201

Please access your appliance through this address
https:\\192.168.0.201 from your web-brouser

After accessing the appliance interface through your web-brouser
you will see a certificate error. Please ignore it.

Your current setup IP is 111.33.33.111

Please select option [1 - 4] or press <Exit> to exit

2 Reboot
3 Shutdoun
4 Exit to Shell

< Exit >

D = | 0 [3]Rrightctl |
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4. The configuration methods are now available.

=101 %]

Endpoint Protector fippliance - www.EndpointProtector.com

Endpoint Protector Appliance — Netuworking

IP Address 1 192.168.0.201
Netmask 1 255.255.255.0

Default Gateway : 192.168.0.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

DHCP onf igure Network automatically

Static IF Configure Network manually (recommended)

< Back >

2 =P | (2 [#]right ctrl 2

Note!

We recommend a manual configuration of the network settings.
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1. Select Configure Network manually (recommended)

=101 x|

Endpoint Protector Appliance — wwuw.EndpointProtector.com

Endpoint Protector Appliance — Networking

IP Address : 192.168.0.201
Netmask : 255.255.255.0
Default Gateway : 192.168.0.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

Conf igure Network automatically

DHCP
Static IP@EConf igure Network manually (recommended)

¢ Back >

2 wP | 0 [3lRrightctd



48 | Endpoint Protector Virtual Appliance | User Manual

2. Set up the IP Address, and Default Gateway (in our example we set the IP
Address as 192.168.7.94 and the Default Gateway as 192.168.7.1).

Endpoint Protector Appliance - wwuw.EndpointProtector.com

Endpoint Protector Appliance - Networking

Details

IP Adress i

Netmask -+ 255.2 o
Default Gateway : §bsrAm (it Frdy|
Name Server - 192.168.0.1

Name Server

<Applu> {Back >

2 = | (0 [$]Rightced
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3. Press Tab

Endpoint Protector Appliance - wwuw.EndpointProtector.com

Endpoint Protector Appliance - Networking

Details

IP Adress
Netmask :
Default Gateway :
Name Server

Name Server

<Apply> {Back >

2 = | (0 [$]Rightced
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4. Press Enter

% Endp:

Endpoint rdiec or'ﬁppliance — www.EndpointProtector.conm

Endpoint Protector fippliance — Networking

IP Address : 192.168.7.94
Netmask : 255.255.255.0
Default Gateway : 192.168.7.1
Name Server(s) : 192.168.0.1

Interface conf iguration method: Static IP

onf igure Network automatically

Static I Configure Network manually (recommended)

< Back >

The virtual appliance now will work on the configured IP Address. You can
access you appliance through the configured address (192.168.7.94 in the
example given above)
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Select configure network automatically, and press Enter. IP Address and Default
Gateway will be configured automatically.

=101 x|

Endpoint Protector Appliance - www.EndpointProtector.com

Endpoint Protector Appliance — Networking

IP Address : 192.168.0.201
Netmask i 255.255.255.0
Default Gateway : 192.168.0.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

onf igure Network automatically

Static 1P Configure Network manually (recommended)

¢ Back >

2 & | (0 [#IRrightcd
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5.2. Hardware Appliance Setup Wizard

With your computer that is in the same local network as your virtual appliance,
connect now to the virtual appliance.
Check the TCP/IPv4 Settings to be on your PC:

IP Address 111.33.33.33

Subnet Mask 255.255.255.0

Internet Protocol Version 4 (TCP/IPv4) Properties llil

General |

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtsin an IP address automatically
—{%" Use the following IP address:

IP address: | 111.33 .33 . 33
Subnet mask: | 255 . 255 .255. 0
Default gateway: I

£ obbain DN server address automatically

—{%" Use the following DMS server addresses:

Preferred DNS server: I

Alternate DNS server: I

™ validate settings upon exit Advanced... |
Ok I Cancel |

Then access it through your internet browser by typing the following IP
http://111.33.33.111 in the URL bar.

There are two possibilities for configuration of your virtual appliance’s network

This wizard will guide you through the Endpoint Protector Appliance setup to get
your Appliance ready for your network.
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ENDPOINT 4 X . ,
PROTECTOR Endpoint Protector Appliance Setup Englsh
Setup Wizard

e s

Thank you for purchasing the Endpoint Protector Hardware appliance

This wizard will guide you through the Endpoint Protector Hardware appliance setup to get your appliance ready for your network.

Next

5.2.1. End User License Agreement - Appliance License Agreement

ENDPOINT 4 . A 7
PROTECTOR Endpoint Protector Appliance Setup Englsh  +
Setup Wizard

End User License - li License

COSOSYS SOFTWARE END USER LICENSE AGREEMENT

COSOSYS LIMITED AND/OR ITS AFFILIATES ("COSOSYS™) IS WILLING TO LICENSE THE LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE
LEGAL ENTITY THAT WILL BE UTILIZING THE LICENSED SOFTWARE (REFERENCED BELOW AS "YOU" OR "YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL
OF THE TERMS OF THIS END USER LICENSE AGREEMENT ("LICENSE AGREEMENT"). READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY
BEFORE USING THE LICENSED SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND COSOSYS. BY OPENING THE LICENSED SOFTWARE
PACKAGE, BREAKING THE LICENSED SOFTWARE SEAL, CLICKING THE "I AGREE” OR "YES™ BUTTON, OR OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR
LOADING THE LICENSED SOFTWARE OR OTHERWISE USING THE LICENSED SOFTWARE, YOU AGREE TO THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, CLICK THE "I DO NOT AGREE" OR "NO" BUTTON OR OTHERWISE INDICATE REFUSAL
AND MAKE NO FURTHER USE OF THE LICENSED SOFTWARE. UNLESS OTHERWISE DEFINED HEREIN, CAPITALIZED TERMS WILL HAVE THE MEANING GIVEN IN THE
"DEFINITIONS" SECTION OF THIS LICENSE AGREEMENT AND SUCH CAPITALIZED TERMS MAY BE USED IN THE SINGULAR OR IN THE PLURAL, AS THE CONTEXT
REQUIRES.

1. DEFINITIONS.
"Content Updates" means content used by certain CoSoSys products which is updated from time to time, including but not limited to: updated intrusion detection data

[¥] I Agree with the End User License Agreement - Appliance License Agreement

Back Next

To continue with the setup process, please review the End User License
Agreement — Appliance License Agreement.
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5.2.2. Define your Appliance Administrator Password

WRg ENDPOINT |4 _ _ o
™ PROTECTOR Endpoint Protector Appliance Setup Engish
Setup Wizard
Setup - d

| L root I

| Password: CXYTTYTTY Y |

I Password Confirm: CXTTYYTYYTS |

Minimum six characters. Password is case sensitive.
Back Next skip this step

Enter and confirm your administrator password. The minimum length is 6
characters and the password is case sensitive.

The default administrator user name is root.

After entering and confirming your administrator password click next to continue.
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5.2.3. Set Time Zone

E:g?gg‘r.rOR v Endpoint Protector Appliance Setup Engish

Setup Wizard

Endpoint Protector - Appliance Settings

Select your time zone to display time related data. I times are
| Timezone: Europe B | Berlin B
C the rk il for the i to i y in your
| 1P Address: 192.168.0.73 ‘
| Gateway: 192.168.0.1 ‘
I Network Mask: 255.255.255.0 ‘
Back Next

Select your time zone to correctly display time related data. Seasonal time
changes are adjusted automatically.

You can change this setting later from Appliance menu, by selecting System
Maintenance option.
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5.2.4. Set Appliance Network IP Address

ENDPOINT 4 X . 7
PROTECTOR Endpoint Protector Appliance Setup Englsh

Setup Wizard

Endpoint Protector - Appliance Settings

Select your time zone to display time related data. | times are adj
| Timezone: Europe E | Berlin B ‘
C the rk il for the i to i y in your
| 1P Address: 192.168.0.73 ‘
| Gateway: 192.168.0.1 ‘
I Network Mask: 255.255.255.0 ‘
Back Next

Provide an IP address for your appliance under which it will be reachable in your
network. The default IP Address assigned to the Endpoint Protector Appliance in
your network is 192.168.0.201. If this IP Address is not assigned in your network
this setting does not require a change.

A static IP for the Endpoint Protector Appliance is required for a stable and
functional communication between the Appliance and the protected clients.
Therefore DHCP is not offered since the IP Address of the Appliance must be a
static one.

Please provide also Gateway, Network Mask, Network and Broadcast settings if
default values require to be changed.

You can change this setting later from Appliance menu, by selecting System
Maintenance option.
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5.2.5. Endpoint Protector Client — Automatic Repackaging

; Ny ‘ = Endpoint Protector Appliance Setup
: PROTECTOR

Setup Wizard

int P - Client

As next step to secure your PCs and Macs you have to install the Endpoint Protector Client on the Windows and Macintosh computers that you want to protect. This will
connect and establish the communication between the Endpoint Protector Appliance and the protected clients.

The Endpoint Protector Client can be installed on:
- Windows 7 (32bit and 64bit)

- Windows Vista (32bit and 64bit)

- Windows XP (32bit and 64bit)

- Mac 0S X 10.5+ (Snow Leopard)

To install the Endpoint Protector Client on your client computers, install it from the following location:
Windows (32bit version)

Windows (64bit version)

Mac 0S X 10.5+ (Snow Leopard)

Endpoint Protector Server also offers you the possibility of deploying clients over Active Directory.
Access this feature though the Endpoint Protector - Reporting and Administration Console.

Back Next

After setting the Appliance server static IP Address, the installation files for the

English

Endpoint Protector client have been automatically repackaged. Your server IP

Address has been added to the Client package.

-
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5.2.6. Appliance Server Certificate

After you have set a static IP address the Endpoint Protector Appliance has
created for your Appliance a Certificate Authority using OpenSSL technology.
This will enable you to connect securely over your network to the Web-based
administration interface of the appliance and it also provides a secure and
encrypted communication between the Appliance and the protected Client
computers.

We recommend you to add the Root Certificate of the Endpoint Protector
Appliance to your Trusted Root Certificates store of your internet browser.

If not, then when prompted by your internet browser, please accept the invalid
certificate.

Detailed instructions on how to add the Root Certificate for different Internet
browser types can be found in Chapter 8. “Installing Root Certificate to your
Internet Browser”.

ENOPOI . * Endpoint Protector Appli Set Engiish
| It v
PROTECTOR napoint Frotector Appliance setup
Setup Wizard
d - Server Certi

CoSoSys Ltd. has generate for you a Certificate Authority and a Server Certificate using OpenSSL technology.

Because this Certificate Authority which signed the Server Certificate is not present in your browser as a Trusted Root Certificate, when accessing the Endpoint Protector web

interface, you will see a warning that the certificate is not correct.

To solve this situation you have multiple options:

- either select that you trust this certificate each time you access Endpoint Protector web interface

- import the Certificate Authority generated by CoSoSys for you into your Trusted Root Certificate (link below)

Certificate Authority Public Key

Detailed Instructions for different internet browser types can be found in the Quick Installation Guide for Endpoint Protector Appliance.

Back Next

If using Internet Explorer with Enhanced Security Configuration enabled, you
need to add Endpoint Protector site to the browser’s trusted Sites list.
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5.2.7. Finishing the Endpoint Protector Appliance Setup

Your Endpoint Protector Appliance has been setup.

E:g;gg:-TOR ‘4 Endpoint Protector Appliance Setup Engish

Setup Wizard
Endpoint Protector Appliance Setup - Finish
Congratulations. Your Endpoint Protector Appliance has been setup.

Please disconnect the crossed network cable from the appliance and connect the appliance to your network with a standard network cable.

Now you can connect to the Endpoint Protector Appliance Web interface through your network. To access the Endpoint Protector Appliance Web interface enter HTTPS:// and
the server IP Address that you just configured in the URL bar of your internet browser (e.g. https://192.168.)00X.XXX).

Endpoint Protector - Reporting and Administration Tool



6. Endpoint Protector
Appliance Configuration

6.2 Connect Appliance to Network

After assigning in the Setup process a static IP address for the Endpoint
Protector Appliance, you can connect the Appliance to your network.

6.3 Access to the Appliance Interface through
your Network

Now you can connect to the Endpoint Protector Appliance Web interface through
your network. To access the Appliance connect to the static IP address that you
have defined before through https. Example default: https://192.168.0.201.



https://192.168.0.201/
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6.4 Login to Endpoint Protector

Please enter your user name and password that you have defined for the
Endpoint Protector installation in the previous setup step.

Welcome Guest | Login

ENDPOINT 4 . . . -
PROTECTOR Reporting and Administration Tool English  [v]
v
V',

Please provide the necessary credentials.

Username:

[ ———

Password:

E—

Endpoint Protector 4 Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. No Background Tasks Version 3.0.5.0 - Appliance

The default username and password for Endpoint Protector 4 Administration and
Reporting Tool are:

USERNAME: root

PASSWORD: epp2011
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6.5 Appliance Configuration Wizard

You have completed the setup of your Endpoint Protector Appliance and you can
now finalize the configuration by defining some important basic settings and the
default device control policy (Global Settings) by following the steps of the
Configuration Wizard.

‘Welcome | Logout

wRw ENDPOINT | 4 -
PROTECTOR Reporting and Administration Tool [Engish [v] [ Q)
Advanced Search
System Overview e - = S
System Status S c =
Live Update

You have completed the setup of your Endpoint Protector Appliance and you can now finalize the configuration by defining some important

Endpoint Management basic settings and the default device control policies (Global Settings and Global Rights).

skip this step now - remind me later
Endpoint Rights
Endpoint Settings
Offline Temporary Password
Reports and Analysis
System Alerts
Directory Services
Appliance
System Maintenance
System Configuration
System Parameters

Support

O*fpRBB>NE@XFT

Endpoint Protector 4 Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. No Background Tasks Version 3.0.5.0 - Appliance
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6.6 Appliance Basic Settings

Please provide here all required settings for the Appliance to function properly.
Choose what later defined right will have priority, what E-mail address is used to
receive System Alerts and what contact information is shown to users in the
Offline Temporary Password system tray dialog.

‘Welcome | Logout

E:g?glc'::roﬂ | " Reporting and Administration Tool [Engiish  [+] ( Q)

Advanced Search

Dashboard Endpoint Protector Appliance Configuration - System Settings

System Overview =
System Status P Rights Fu lity

Live Update

(@ Use computer rights

Endpoint Management  Use user rights

% Endpoint Rights (" Use both
X Priority: ¢~ Userrights (~ Computer rights
% Endpoint Settings
@ Offline Temporary Password E-mail Server Settings
[E\ Reports and Analysis il Type: Native [
Native Options: smtp.example.com Example for Linux sendmail: -oi (more...)
& System Alerts *Note: Endpoint Protector Server will require a working Internet connection for this feature.
- Directory Services z
— Proxy Server Settings
liance i
& "
‘ System Maintenance Vsemame:
Password:
% System Conﬁguratlon *Note: This infc ion refers to ks with configured Proxy server to allow access to Endpoint Protector Live Update.
* j System Parameters = 4
sl Offline y F -A Contact Details
Support
@ £e Phone: +1-222-5550001
E-mail: alerts.email@example.com

*Note: This contact information is reffering to Offline Temporary Password only!

Back Next

Endpoint Protector 4 Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. No Background Tasks Version 3.0.5.0 - Appliance
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Additionally, you can select the Refresh Interval, activate/deactivate features
such as File Tracing and File Shadowing and set default parameters for the

generated logs.

F.‘" ENDPOINT
. PROTECTOR

Dashboard

B

System Overview
System Status
Live Update

Endpoint Management
Endpoint Rights

Endpoint Settings

Reports and Analysis
System Alerts
Directory Services
Appliance

System Maintenance
System Configuration
System Parameters

Support

Q*PfoBRDIE@XTT

Offline Temporary Password

‘ 4

Reporting and Administration Tool

‘Welcome | Logout

G 10 Q)

Advanced Search

Endpoint Protector Appliance Configuration - System Settings

Mode
Refresh Interval (sec): 10
Mode: Normal EI
File Tracing and Shadowing
File Tracing: 2
File Shadowing: I~2
Default Client Settings
Log Upload Interval {min): ik
Local Log Size (KB): 999
Shadow Interval (min): 1
Shadow Size (MB): 9999
Minimum File Size for Shadowing (KB): 0
Maximum File Size for Shadowing (KB): 9999
Notifier Language: English E|
Back j Next

Endpoint Protector 4 Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved.

No Background Tasks Version 3.0.5.0 - Appliance
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6.7 Appliance Default Policies
In this step you can define the default Appliance Policy for portable device use.

This Policy (Global Settings) can be later changed.

Welcome | Logout

E:g:gg%,; ‘ * Reporting and Administration Tool |English [~ .’:\

Advanced Search

D Dashboard Endpoint Protector Appliance Configuration - System Settings
System Overview =
System Status Default Rights
Live Update
) USB Storage Device Deny Access [+]
@] Endpoint Management
Internal CD or DVD RW Deny Access [~]
E@ Endpoint Rights Internal Card Reader Deny Access []
Internal Floppy Drive Deny Access
% Endpoint Settings i 2
Local Printers Deny Access E|
@ Offline Temporary Password Windows Portable Device Deny Access El
@ Reports and Analysis Digital Camera Deny Access [~] =
BlackBerry Deny Access E’
& System Alerts
Mobile Phones (Sony Ericsson, etc.) Deny Access El
- Directory Services SmartPhone (USB Sync) Deny Access [+]
SmartPhone (Windows CE Deny Act
E Appliance ¢ ) oY D [=]
SmartPhone (Symbian) Deny Access El
‘ System Maintenance Webcam Deny Access E|
% System Configuration iPhone Deny Access (=]
iPad Deny Access E| =
* i System Parameters
i iPod Deny Access E’
@ Support Serial ATA Controller Deny Access [+]
WiFi Allow Access [=]
Bluetooth Deny Access E’
FireWire Bus Deny Access El
PRy Da—— | pr— X
[ https://192.168.0.204/index.php/# } - 2011 CoSoSys Ltd. Al rights reserved. No Background Tasks Version 3.0.5.0 - Appliance

6.8 Finishing the Endpoint Protector Appliance
Configuration Wizard

You have now completed the setup and configuration of the Endpoint Protector
Appliance.

Now we recommend you to deploy the Endpoint Protector client to the Windows
and Macintosh computers that you want to protect.



/. Appliance Settings and
Maintenance

The Endpoint Protector Appliance Settings can be accessed through the main
menu item Appliance in the Administration and Reporting Tool.

7.2 Server Information

Here you can view information about the Server current state.

- Sl l = Reportin d Administration Tool
~ PROTECTOR ep g an mini: ion oo
Advanced Search
== Dashboard Endpoint Protector Appliance - System Information
Endpoint Management Moeken
% Endpoint Rights Disk Space System: 2.2G - 24% from 9.4G
% Endpoint Settings Disk Space EPP Server: 201M - 1% from 281G
— Logs on Disk: 4.0K stored in jvar/eppfiles/logs
B Offiine Temporary Password
! porary. Shadows on Disk: 4.0K stored in jvar/eppfiles/shadows
-| Reports and Analysis
— base Disk Si
& System Alerts )
Database Disk Space occupied: 41M stored in fvar/lib/mysal/eppdatabase
- Directory Services Number of Logs in Database: 281
Number of Files Traced: 6113
- Appliance
Number of Files Shadowed: 7478
Server Information
Server Maintenanc E
T e
‘ System Maintenance
Uptime: 14:40:01 up 14 days, 5:07, 2 users, load average: 0.06, 0.18, 0.24 - 1, 5 and 15 minutes ago
% System Configuration Linux Distribution : Ubuntu 10.04.3 LTS |
‘ i System Parameters System Information Update : 2011-Sep-12 14:40:01
© s

4C ight 2004 - 2011 CoSoSys Ltd. All rights reserved. No Background Tasks Version 3.0.5.0 - Appliance
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7.3 Server Maintenance

Welcome | Logout
s:g$glct:'1(-)R | . Reporting and Administration Tool [English  [~] ( Q)

Advanced Search

Dashboard Endpoint Protector Appliance - System Maintenance

Endpoint Management

*Note: At least one DNS should be configured. Endpoint Protector Appliance requires a funtional DNS for sending e-mails alerts and for live

System Maintenance update mechanism.

@ Time Zone
f!@ Endpoint Rights
£ g Please select your timezone: Europe E| | Bucharest E|
% Endpoint Settings 1P Configurati
;’ Offline Temporary Password
. 1P Address:
E] Reports and Analysis Gatoway : 192.168.0.1
- Netmask: 255.255.255.0
& System:Aleits *Note: Modifying Network Configuration could stop communication between EPP Clients and Server.
. Directory Services
—— DNS Configuration
E Appliance
DNS 1: 192.168.0.1
Server Information DNS 2 : 192.168.0.26
Server Maintenance
o~ i Appliance Operations
% System Configuration
Syst i 3 Reboot
* ] o Earameter Reboot the Hardware Appliance
Shutdown the Hardware Appliance : Shutdown
Support
Reset to Factory Defaults : Factory Default
Save
Endpoint Protector 4 Copyright 2004 - 2011 CoSoSys Lid. All rights reserved. No Background Tasks Version 3.0.5.0 - Appliance

7.3.1 Network Settings

Here you can change the network settings for the appliance to communicate
correctly in your network. Detailed description can be found in Chapter 5.2.4
“Set Appliance Network IP Address”.

Attention!

Close the Internet browser, then reopen a new instance of your Internet
browser. Now try to access the Endpoint Protector Administration and Reporting
Tool with the NEW IP address!

7.3.2 Reboot the Appliance
You have the option to reboot the Appliance by clicking the Reboot button.
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7.3.3 Reset Appliance to Factory Default

A reset to Factory will erase all settings, policies, certificates and other data on
the Appliance. If you reset to factory default, all settings and the communication
between Appliance and Endpoint Protector Clients will be interrupted. A complete
new installation of all Endpoint Protector Clients will be also required when
setting up the Appliance again.
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7.4 Endpoint Protector Client Installation for
Appliance

As next step to secure your PCs and MACs you have to install the Endpoint
Protector Client on the Windows and Macintosh computers that you want to
protect. This will connect and establish the communication between the Endpoint
Protector Appliance and the protected clients.

To install the Endpoint Protector Client on your client computers, download it
directly from the Appliance by entering the Appliance static IP Address in a
browser (example http://192.168.0.201). Note: access it through HTTP and not
HTTPS.

Note: You need to “Save” the Endpoint Protector Client on a location and then
install it from there. Do not run it directly from the browser!

‘Welcome | Logout

E:g‘ll:'glc'::rOR I % Reporting and Administration Tool [Engisn  [~] ( Q)

Advanced Search

Dashboard Endpoint Protector Server - Download Client Software

Endpoint Management

El cien
% Endpoint Rights
The Endpoint Protector Client can be installed on:
% Endpoint Settings - Windows 7 (32bit and 64bit))
- Windows Vista (32bit and 64bit)
5 - Windows XP (32bit and 64bit)
Offline Temporary Password - Mac 05 X 10.5+ (Snow Leopard)
@ Reports and Analysis To install the Endpoint Protector Client on your client ¢ please it from the g location:
& System Alerts To install the client software, please provide the Endpoint Protector Server IP and Port.
Endpoint Protector Server IP: 192.168.0.204
- Directory Services Endpoint Protector Server Port: 443
— To install the client software under a certain depariment, please provide the Department Code.
- Department Code:
E Appliance e fleflep
‘ System Maintenance Windows (32bit version) - Version: 4.0.1.8
Windows (64bit version) - Version: 4.0.1.8
%‘ System Configuration Mac 0S X 10.5+ (Leopard) - Version: 1.0.7.1
Client Software Endpoint Protector Server offers also the possibility of deploying dients over Active Directory.
Client Software Upgrade For more information, please refer to Endpoint Protector - User Manual.
Download EasyLock Software
System Administrators
System Departments
System Security
System Policies
System Settings

System Licensing

System Parameters

=
@ Support

Endpoint Protector 4 Copyright 2004 - 2011 CoSoSys Lid. All rights reserved. No Background Tasks Version 3.0.5.0 - Appliance
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7.5 Appliance Online Live Update

The Live Update feature is checking online if updates for the Appliance and the

Endpoint Protector Client software are available.

You can check manually/automatically for updates. If new updates are available
they will only be installed when applied by the administrator.

Reporting and Administration Tool

4Ry ENDPOINT |4
3 PROTECTOR

Dashboard

Welcome | Logout

[Engish  [~] ( Q)

Advanced Search

Endpoint Protector Appliance - Live Update

O=sbRBBDNE@&X7m []

Endpoint Protector 4 Copyright 2004 - 2011 CoSoSys Lid. All rights reserved.

System Overview
System Status
Live Update

Endpoint Management
Endpoint Rights

Endpoint Settings

Software Update

Most recent check for updates: 2011-09-06 14:14:59

Updates were installed: never
Configure Live Update Check Now
Available Updates

Offline Temporary Pa
Reports and Analysis
System Alerts
Directory Services
Appliance

System Maintenance
System Configuration
System Parameters

Support

™ Mac dlient software and Server update (HWA-ES-U0001)

Mac dient software update adding new features and improvements for more granular control of Apple devices. Appliance
language resource update. Appliance setup DNS configuration and shutdown options are improved.

Remarks: Mac dlient is now a dmg package and not longer a zip, also it makes a clear difference between Apple devices
(iPhones, iPads, iPods). Appliance language resource are update. Appliance setup DNS configuration and shutdown options
are improved.

[~ Server update (09 Dec 2010) (HWA-ES-U0002)
AD Import no longer fails on illegal characters in AD entities’ names. No double entries at AD Sync.
No Important Observations

[~ Server update (09 Dec 2010) (HWA-E9-U0003)
System Policy setting for Notifier L will propagate to individual c( s
No Important Observations

" Server update (16 Dec 2010) (HWA-E9-U0004)
Spanish language added. Persian language resource improved.

Apply Updates View Applied Updates

RS

No Background Tasks Version 3.0.5.0 - Appliance



8. Installing Root Certificate
to your Internet Browser

8.2 For Microsoft Internet Explorer

Open Endpoint Protector Administration and Reporting Tool IP address. (Your
Appliance static IP Address, example https://192.168.0.201).

If there is no certificate in your browser, you will be prompted with Certificate
Error page like the screenshot below.


https://192.168.0.201/
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E=mEse)

6 ll 2 hitps/192.168.0161/ P ~ & X | B Certificate Error: Navigation... % ft x 2

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

'&:j' Continue to this website (not recommended).

& More information

Continue your navigation by clicking @ “Continue to this website (not
recommended)”.

Now, go to the Certificate file you downloaded from the Appliance Setup Wizard-
>Appliance Server Certificate-> and install the Certificate.

Click the Certificate Error button just next to the IE address bar as shown.

By clicking the “Certificate Error” button, a pop-up window appears. Just click the
“View certificates” in that pop-up window.

Another pop-up Certificate window will appear with three tabs namely “General”,
“Details” and “Certification Path”.

Select the “General” tab and then click “Install Certificate...” button or go to
Tools->Internet Options-> Content->Certificates.
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| General | Security | Privacy | Content | Connections | Programs | Advanced |

Parental Controls

| Control the Internet content thatcan | Parental Controls |
be viewed.

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer.

[ @End)le ; ] ‘ (.?:jiSe'ghngs

Certificates
Use certificates for encrypted connections and identification.

| Cearssistate ||  certificates ||  Publishers |

AutoComplete

== AutoComplete stores previous entries [ Settinas ]
on webpages and suggests matches '
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated [ Settings ]
£ content from websites that can be
read in Internet Explorer and other

programs.

Lok ][ concel [[ ooy

From the Certificates list, select “Trusted Root Certification Authorities” and click
on the “Import” button.
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-

=L T —— — i
Intended purpose: <Al = v]
Trusted Root Certification Authorities | Trusted Publishers | Untrusted Publishers | Ll

Issued To Issued By Expiratio...  Friendly Mame il
[laddTrust External ... AddTrust External CA...  5/30/2020  USERTrust |
[S;lcertum CA Certum CA 6/11/2027  Certum 3
@GESS 3 Public Prima... Class 3 Public Primary ... 8/2/2028 VeriSign Class 3 ...
@CIass 3 Public Prima... Class 3 Public Primary ...  1/8/2004 Verisign
[Slcopyright (c) 1997 ... Copyright (£) 1997 Mi...  12/31/1999  Microsoft Timest. ..
@Digiﬂert High Assur... DigiCert High Assuran... 117102031 DigiCert
[ZEntrust.net Secure ... Entrust.net Secure Se...  5/25/2019  Entrust
[lEquifax Secure Cer...  Equifax Secure Certifi.. 8222018 GeoTrust
[5/Globalsign Root CA - GlobalSign Root CA 1/28/2028  Globalsign -

Export... Remove

Certificate intended purposes

Learn mare about certificates
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A Welcome to the Certificate Import Wizard pops up. Just click the Next button.

r
Certificate Import Wizard

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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Browse for the Certificate file you downloaded from the Appliance Setup Wizard
->Appliance Server Certificate.

Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

l Browse... |

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS %7 Certificates (.P78B)
Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

[ <back [ mext> ] [ cancel |
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In the Certificate Store window, select “Place all certificates in the following
store” radio button.

= -
Certificate Import Wizard u

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specdify a location for
the certificate.

(71 Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following stored

Certificate store:

Trusted Root Certification Autharities

Learn more about cerfificate stores

< Back

[




78 | Endpoint Protector Virtual Appliance | User Manual

Another “Completing the Certificate Import Wizard” pops up. Just click the
“Finish” button.

— —_—— -
Certificate Import Wizard u

Completing the Certificate Import
Wizard

The certificate will be imported after you didk Finish.

You have spedfied the following settings:

Certificate Store Selected by User IV r=s Dzl 8= g}l

Content Certificate
File Mame C:\Users\Anca'Deski:

<gack | Finsh | | cancel
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A Security Warning window pops up. Just click “Yes”.

rSecurity Waming l &J

You are about to install a certificate from a certification authority (CA)
claiming to represent:

CoSoSys LTD - Endpoint Protector CA

Windows cannot validate that the certificate is actually from "CoSoSys
LTD - Endpoint Protector CA". You should confirm its origin by
contacting "CoSoSys LTD - Endpoint Protector CA". The following
number will assist you in this process:

Thumbprint (shal). ECF18C78 B5FEF644 OFAFB85C D1991CBA
12DD6D05

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

You have now successfully installed the Certificate.
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Close the Internet Explorer browser and try accessing the Endpoint Protector
Administration and Reporting Tool IP address again.

Ml 2 https://192.168.0.161/ 2 ~ B ¢ X | & endpoint Protector - Report.., %

Welcome Guest | Login

ENDPOINT 4 - ) =
Reporting and Administration Tool English  [~]

PROTECTOR

Please provide the necessary credentials.

Username:

Password:

]

D

We recommend: 1280x1024 screen resolution and Mozilla Firefox web browser.

Endpeint Protector 4 Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. Mo Background Tasks Version 4.0.2.5
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8.3 For Mozilla Firefox

Open the Browser.

Open Endpoint Protector Administration and Reporting Tool IP address. (Your
Appliance static IP Address, example https://192.168.0.201).

- me - . - Ll ~ S S e
| ) Untrusted Connection [+] ™ LA L e — - - - -
&i [ https//192168.0.167/ - ||| 8- Google Alel B
@ - a Lseanen - | - PR ) - oo - @B @) - B s

connection is secure,

What Should I Do?

|
L Technical Details
I Understand the Risks

B8 This Connection is Untrusted
i You have asked Firefox to connect securely to 192.168.0.167, but we can't confirm that your

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

From the above screenshot This Connection is Untrusted, choose I Understand

the Risks. Click Add Exception.

Security Warning window pops up.



https://192.168.0.201/
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Just click Get Certificate button and then the Confirm Security Exception button.

\ Firetox |

(4, Untrusted Connection
||\ € ) || & hitps//192.168.0.167/ " ||| 2g- Google el

@ - sy | @ - B fd-@- -2 s

| Add Security Exception =)
. — /\\ You are about to override how Firefox identifies this site.
= This Connection|| Lb Legitimate banks, stores, and other public sites will not ask you to do this. W
- You have asked Firefox to ¢ Server
tion i % m
SOMECIONIE3ONE Pyl s://192.168.0.167
Normally, when you try to c
are going to the right place; Certificate Status
This site attempts to identify itself with invalid information.
What Should I Do?
Unknown Identity
If you usually connect to thif|
impersonate the site, and ydi|  Certificate is not trusted, because it hasn't been verified by a recognized authority.
Get me out of here!
Technical Details
I Understand the Ris|)
If you understand what's gol(|
you trust the site, this errd||
Don't add an exception unld)|
identification. Permanently store this exception
Add Exception... = =
[ Confirm Security Exception ] [ Cancel ]
e ————————————————————————————————
S 4

Close the browser and start it again.
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. Endpoint Protector - Reporting and Ad... .

& B 192.168.0.167  https://192.168.0.167,
N -
@ - searc - | B - FB- o) -fol- B -2 E s =

Welcome Guest | Login

ENDPOINT 4 . o : -
PROTECTOR Reporting and Administration Tool English  +

Please provide the necessary credentials.

Username:

| e ——

Password:

——

We recommend: 1280x1024 screen resolution and Mozilla Firefox web browser.

Endpoint Protector 4 Copyright 2004 - 2011 CoSoSys Lid. All rights reserved. No Background Tasks Version 4.0.3.0 - Appliance




9. Support

In case additional help is required, such as the FAQs or e-mail support, please
visit the support website directly at http://www.cososys.com/help.html



http://www.cososys.com/help.html

10. Important Notice /
Disclaimer

Endpoint Protector Appliance does not communicate outside of your network
except with liveupdate.endpointprotector.com and cloud.endpointprotector.com.

Endpoint Protector does not contain malware software and does not send at any
time any of you private information (if Automatic Live Update Reporting is
DISABLED).

Each Endpoint Protector Server has the default SSH Protocol (22) open for
Support Interventions and there is one (1) System Account enabled (epproot)
protected with a password. The SSH Service can be disabled at customers’
request.

Security safeguards, by their nature, are capable of circumvention. CoSoSys
cannot, and does not, guarantee that data or devices will not be accessed by
unauthorized persons, and CoSoSys disclaims any warranties to that effect to the
fullest extent permitted by law.

© 2004 - 2014 CoSoSys Ltd.; Endpoint Protector Basic, EPPBasic, Endpoint Protector, My
Endpoint Protector are trademarks of CoSoSys Ltd. All rights reserved. Windows is
registered trademark of Microsoft Corporation. Macintosh, Mac OS X are trademarks of
Apple Corporation. All other names and trademarks are property of their respective
owners.



