ENDPOINT
PROTECTOR

Mobile Device
Management - User
Manual




I | Endpoint Protector - Mobile Device Management | User Manual
Table of Contents

1.Introduction.....vvviiiiiiiiiiiiii e 1
1.1. What is Endpoint Protector? .......ccooiviiiiiiiiiiiii e 2

2.Activation of Mobile Device Management.... 3

2.1. Activation of Mobile Device Management Feature................... 4

3.How Endpoint Protector MDM Works .......... 5

3.1. Supported Operating Systems and devices..........ccceevvinennnnnn. 6
4.MDM Setup APNS (Apple) & GCM (Google

ANAroid) covvvviiiii e 7

4.1. Setup of APNS for iOS and OS X ...iiiiiiiiiiiiiiiiiii e 8

4.1.1. What is an Apple APNS Certificate and why do I need it?...... 8

4.1.2. How to generate your Apple APNS Certificate? .................... 9

4.1.3. Renew an Apple APNS Certificate before expiration............ 11

4.2. Setup of GCM for ANAroid.......coooiiiiiiiiii i e 15

4.2.1. What is GCM (Google Cloud Messaging) and why I need it?. 15
4.2.2. How to get your Google API Key and Project Number for GCM and

Maps? 16
4.2.3. G00gle C2DM ... s 18
5.10S EPP MDM ADD . eveneeeeeeeeeeeeeeeeeennnnns 19
5.1. EPP MDM iOS App Supported iOS Versions ........cccvvvvvinnnnn. 19
5.2. EPP MDM iOS App to locate devices........ccvvvviiiiiiiiiinennnnnnn. 19
5.3. EPP MDM iOS App to enroll devices (optional)............ccevnnen. 20
5.4. EPP MDM iOS App Device Information..........ccoevvivviiniinnnnnnn 20
5.5. Installing the EPP MDM iOS APP cicviiiiiiiiiiiiiiiieienineenaens 21
5.6. Allow Location Services for EPP MDM iOS App....cvvevvvinennnnns 22
5.7. Pushing and Managing EPP MDM App to iOS Devices ........... 22
6.Android Endpoint Protector MDM Client App23
6.1. EPP MDM Android Client App Supported Versions ................ 23
6.2. The Android EPP Client App «cvviiieiiiiiiii i v e vnneeas 23
6.3. EPP Client Android App to enroll devices ........ccvvvvviiiiviinnnnns 23

6.4. Install EPP Client App on Android and Enrolling Android Device24



II | Endpoint Protector — Mobile Device Management | User Manual

7.Enrolling Mobile Devices.......ccvvvvvvvvvvnnnn.n. 30
7.1. Different Enrollment methods are available: ....................... 31
7.2. Mobile Device Enrollment.......coooviiiiiiii e 32

7.2.1. i0S and OS X Enrollment and Profile Protection................. 34
7.2.2. i0S and OS X Profile Protection Deletion Passphrase.......... 35
7.2.3. Sending E-Mail or SMS Enrollment Invitation (iOS/OS X / Android)
36
7.2.4. SMS Enrollment Number Format (iOS / Android) ............... 37
7.2.5. E-Mail Enrollment Invitation (i0S/OS X / Android) ............. 37
7.2.6. SMS Enrollment Invitation (iOS / Android) .......ccvvivviinnnnns 38
7.2.7. i0S and OS X Mobile Device Enrollment over URL.............. 39
7.2.8. i0S Mobile Device Enroliment through EPP MDM App ......... 41
7.2.9. Android Device Enrollment.........ccooviiiiiiiiiii e 43
7.2.10. Bulk Enrollment ..o e 43

8.Managing Mobile Devices.......ccovvvvvvvennnn... 47
8.1. Mobile Device Status .....oovviiiiiiiiiii 49
8.2. MoDbile DeViCeS GrOUPS...cutiiiiiiiiieiie i i i e aeeaaneens 53

9.Manage iOS DeVviCes ....cvvviiiiiiiiiiineeeeen, 54
9.1. Security Settings (Security Profile) on iOS..........ccocvviiiinnns 54

9.1.1. Password / Passcode Setting on iOS Device......cvvvivvinnnnnnn. 55
9.1.2. Clear Passcode (No more password required) ..............e.... 55
9.1.3. i0S Device Hardware Encryption.....cccceviiiiiiiiiiiiiiiiineennn 55
9.2. Restrictions (Restrictions Profile) on iOS ......cocovviiiiiiiiiiinnnns 56
9.2.1. The following iOS features can be restricted ..................... 57
9.2.2. The following Applications can be restricted...................... 58
9.2.3. iCloud restrictions / Photo stream restrictions............c.vvvut 58
9.2.4. Security and Privacy Restrictions.........ccoviiviiiiiiiiiiiinnnnnns 58
9.2.5. Content Rating Restrictions.........ccoiiviiiiiiiiiiiii e 58
9.2.6. 10S7 RESLIICLIONS ..vviiiiiiiiiiiie i e eaaes 59
9.2.7. Supervised Device Restrictions......c.ooovviiiiiiiiiiiiiinnns 59
9.3. Remote iOS Lock of DeVICe.....c.viiiiiiiiiiiii e 60
9.4. Remote iOS Device Wipe (Device NUKe).....covvvviviiviiiniiinnnnns 60
9.5. i0S Disable Device Password / Passcode .........ccocevinviinnnnnnns 61
9.6. DeVvice OWNEIShiD cuiiiiii i i e aaas 61



III | Endpoint Protector - Mobile Device Management | User Manual

9.7. Voice Roaming 0N i0S ....iiiiiiiiiiiiiiiie i 62
9.8. Profile Removal Policy for iOS Devices ......ccvvvviiiiiiiiniiinnnnns 62
9.9. Refresh App List fOr iOS ..ot i 63
9.10.Installed AppSs ON i0S ...ttt i i i i 64
9.11.Refresh Profile List 0N iOS ....coiviiiiiiiiii e 64
9.12.Profiles on iOS Devices Information.........cccovviiiiiiiiiinnnns 65
9.12.1. Mobile Devices > Profiles.......ccoooeiiiiiiiiii e 65
9.12.2. Remove Profile from iOS DeviCe ......ccviieiiiiiiiiiiiiiieeeen 65
9.13.Manage Wi-Fi 0N i0S ...t i e e e 65
9.13.1. Wipe Wi-fi Settings.....ccviiiiii e 66
9.14.Manage Mail on i0S... .o e 66
9.14.1. Wipe E-mail Settings ......cooviiiiiiiiiiiiiii 66
9.15.Manage VPN ON i0S. ... ittt e rnnee e aaes 67
9.16.Manage APN settings on iOS......cciiiiiiiiii i e 67
9.17.Manage Cellular Settings on iOS devices.......ccevviviiiiviinnnnns 68
9.18.App LOCK 0N 10S dEVICES .viiiiiiiiii i iii i i ne e rnaeeas 69
9.19.History of iOS Devices ACLIONS ....civiviiiiiiiii i e 69
9.20.Contacts and Accounts Tab on iOS Devices ........ccvvvvvivvinenns 70
10. Manage OSX DeVviCesS....covvviiiiiiiieennnnn, 71
10.1.Security Settings (Security Profile) on OS X ....covvvviiiiviinnnnns 71
10.1.1. Password / Passcode Setting on OS X Device..........vvvvennnn 72
10.1.2. OS X Device Hardware Encryption ......cccevviiiiiiiiiniiiiinnns 72
10.2.File Vault 2 Disk Encryption on OS X....ccvviiiiiiiiiiiiiiiiniinennns 73
10.2.1. Disk Encryption Status.......ccoiiiiiiiiiiiiiiii i e 74
10.3.Remote Lock Of DEVICE ...ouviiiieiiiie e 74
10.4.Remote OS X Device Wipe (Device NUKE)......covvvivviiinniinnnnns 74
10.5.Device OWNErShip .oovviiiiii i i e 75
10.6.Profile Removal Policy for OS X Devices .....c.vvvvviieviiinniinnnnns 75
10.7.Refresh App List fOr OS X.uviiiiiiiiiiiiii i i enneeas 76
10.8.Installed Apps 0N OS X . .uuiiiiiiiii i e e 77
10.9.Refresh Profile List 0n OS X...ooviiiiiiiiiiiiiiii e 77

10.10. Profiles on OS X Devices Information .......covvvvvviviiinnennn.. 77



IV | Endpoint Protector — Mobile Device Management | User Manual

10.10.1. Remove Profile from OS X DeVice......ccoviiiiiiiiiiiiininnnnn. 78
10.11. Manage Wi-Fi 0N OS X..ooiiiiiiiiiii i vniee e vnneee e 78
10.11.1. Wipe Wi-fi Settings...cccviieiiiiii e 78
10.12. Manage Mail 0n OS X .iiiiiiiiii i e 79
10.12.1. Wipe E-mail Settings .....ccoviiiiiiiiiiii e 79
10.13. Manage VPN 0N OS X .uuiiiiiiiiiiii i vnnee s vnneeees 79
10.14. History of OS X Devices ACLiONS......iiivviiiiiiiiiiiiieiiiaeenns 80
11. Manage Android Devices.................... 81
11.1.Security Settings (Security Profile) on Android.................... 81
11.1.1. Password / Passcode Setting on Android Device................ 82
11.1.2. DeViCe PasSSWOIrd .....ccviineiieeiineenee st eaeeeaneennesnneeanneennes 83
11.1.3. Android Device Hardware Encryption..........ccovvvviievninnnnnn. 83
11.2.Request Storage ENCryption ......ccoviviiiiiiiiiiiiiii i e 84
11.3.Remote Android Lock of Device.......ccovviiiiiiiiiiiiiiiiiecens 84
11.4.Device OWNErShiP cuviiiiiiiii it e 86
11.5.Android Device Location Settings ......c.ccovviiiiiiiiiiiiiiiie 86
11.5.1. Location Accuracy Fine on Android.........cvvviiiiiiineniiinnnnn. 86
11.5.2. Location Cost Allowed on Android ........ccoovviiiiiiiiiiininnennns 86
11.6.Manage Wi-fi .o i e 87
11.7.Manage Bluetooth Camera .......cooiiiiiiiiiiii e 87
11.8.Refresh Google Accounts for Android .........ccoceiviiiiieiinennns 87
11.9.Refresh App List for ANdroid .......ccovieiiiiiiiiiiii i eeas 88
11.10. Manage Calendar Events ......ccoviiiiiiiiiiiiiiiiii i 88
11.11. Installed Apps on ANdroid.......c.ccoviiiiiiiiiiiiiii i 89
11.11.1. Removing Installed Apps on Android...........covviivviiiinnnnn. 89
11.12. Get Contacts on ANdroid........cviiiiiiiiiiii s 90
11.13. History of Android Device ActionS .......covviiiiiiiiiie s 90
11.14. Manage Wi-Fi, Manage Mail, Profiles on Android ............. 91

12. Mobile Application Management (MAM) for



V | Endpoint Protector - Mobile Device Management | User Manual

12.1.2. Adding Apps to Managed Apps Catalog ........covvviiviiinnnnn. 94
12.1.3. Adding ,Enterprise Apps" to Managed Apps Catalog........... 94
12.2.Editing App Management OptioNS......c.ccviiiiiiiiiiii e 95
12.3.Managed Paid APPS . oviiiiiiiiii i i 97
12.4.Pushing Apps t0 iOS DevViCeS ..oivviiiiiiiiie i i v v anneaas 99
12.4.1. Update Managed Apps / Changing Settings .................... 100
12.5.Removing Managed Apps from iOS Devices .........ccvvevuinnns 100
13. Android App Management.................. 102
13.1 Adding Apps to your Managed Apps Catalog ...........ccvvvvnens 102
13.1.Editing App Management OptioNnS.......cccvviiviiiiiiiiiieeeen 103
13.2.Pushing Apps to Android Devices .......cccvviviiiiiiiiiiininnnenn 104
13.3.Removing Managed Apps from Android Devices ................ 105
14. Policy Builder for iOS, OSX or Android
DEVICES ..t 106
14.1.Create a Policy for iOS, OS X or Android Devices............... 106
14.2.Assigning Devices to POliCy....c.ocviiiiiiiiiicicci e 108

15. Unmanage a Mobile Device / Uninstall App

109
15.1.i0S and OS X Device Unmanage by Administrator (over-the-air)
109
15.1.1. i0OS Uninstall / Unmanage by User (on Device)................ 109
15.1.2. OS X Uninstall / Unmanage by User (on Device) ............. 110
15.2.Uninstall iOS EPP MDM @pP tcvviviviiiiiiineiiinesinneinneeinnesnnness 110
15.3.Android EPP Client App Uninstall / Unmanage Android Devicel10
16. SUPPOIrt . e 115

17. Important Notice / Disclaimer ............ 116



1. Introduction

In the last past years, mobile devices have invaded business environments.
Personally-owned or company owned smartphones and tablets are used on a
daily basis by employees to store and have access to their company e-mails,
sales reports etc. everywhere they go.

The wide adoption of the BYOD (Bring-Your-Own-Device) model by companies
worldwide led to the use of more personal mobile devices by employees for
storing business information together with private data such as photos and
music. This trend raised new issues for IT administrators, which are faced now
with the challenge of protecting sensitive company data not only inside the
secured company network, but also everywhere it is taken on mobile company
endpoints. At the same time, a separation and close monitoring of company
information from personal data must be imposed.

To face the security challenges by the increase mobility in business
environments, Mobile Device Management by Endpoint Protector enables a
complete control and detailed monitoring over the use of mobile devices both
inside and outside corporate environments, allowing employees to have a secure
access to both corporate and private data wherever they are and on whatever
device they are using without business critical information getting compromised.
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1.1. What is Endpoint Protector?

Endpoint Protector is a complete Data Loss Prevention solution for companies’
networks of all sizes, enabling a detailed control over removable, mobile storage
media and mobile devices both inside and outside the companies’ walls.

ENDPOINT
PROTECTOR

LN

ntion | Enterprise Mobility Managemes

Endpoint Protector comprises three separate modules, which used together
ensures the next generation security of your endpoints:

e Mobile Device Management: closely controls and monitors the entire
mobile device fleet through dedicated MDM policies, protecting sensitive
company data, while permitting a degree of freedom on what concerns
the stored personal information. Once integrated in a company or
enterprise network, it ensures a highly secure working environment for
companies adopting and using the BYOD model.

e Device Control: enforces strong security policies for controlling and
closely monitoring all portable storage device use inside the company
network. Once deployed inside companies’ networks, the Device Control
modules reduces the risks of data loss and data theft through
unauthorized use of removable and mobile devices through USB, etc.

e Content Aware Protection: allows defining custom content aware
policies for a detailed inspection, detection and reporting of all sensitive
content transfers outside the secured network. Once enabled, the Content
Aware Protection module scans all possible exit points and ensures that no
critical data leaves the company network either by transfers to removable
media or directly via e-mail, file sharing applications or to the cloud.



2. Activation of Mobile

Device Management

The Mobile Device Management feature enables administrators to remotely
control and enforce strong security policies on i0OS/0OS X (Apple) and Android
devices. Through options such as remote data wipe, device tracking and
blocking, it offers enhanced protection against data theft and data loss,

considerably reducing the risks that come with the increase of mobility in today’s
business environment.

ENDPOINT

PROTEGTOR Search... Q lg,o () weicome

With Mobile Device Management (MDM) in Endpoint Protector you can add anather level of
sequnity to protect your valuable data. Keeping contral over KI5 and Andreid devices that are
used utside your network is cribeal

Start your free 30 day tnal of Mabie Device Management in Endpont Protectar today and test
itwith up to 5 mabibe devices or get your subscription mmmeditely.

1 * L have resd and sgree to the Devier

Agreement




4 | Endpoint Protector - Mobile Device Management | User Manual

2.1. Activation of Mobile Device Management Feature

Mobile Device Management comes as an optional feature with Endpoint Protector
that requires a yearly-based separate subscription based on the number of
protected mobile devices. By default, the feature appears as deactivated inside
the Endpoint Protector Reporting and Administration interface.

The Mobile Device Management feature requires an internet connection for the
Endpoint Protector Appliance.

The feature can be enabled by simply selecting the Mobile Device Management
option from the left-side menu and clicking on the Enable Feature button.

Activating this feature will require a working Internet connection on Endpoint
Protector Server/Appliance. Additionally, the initiator of the activation request
will have to provide several company details such as Company Name, Contact
Person Name and Contact Details, which will be sent to the Endpoint Protector
Licensing Server including: Company name, Contact Person, Contact Details
(phone number and e-mail). CoSoSys will use this information only for validation
purposes and it will not imply subscribing to any newsletter or sharing it with
any third party.

Once the request was processed and approved, the feature will be enabled by
the CoSoSys Team. A notification will be sent to the provided e-mail address and
the trial period for the feature will be activated.

Please make sure your Firewall will have domains @cososys.com and
@endpointprotector.com whitelisted for you to receive all communication.

A yearly subscription can be purchased to further use all the functionalities of
the Mobile Device Management feature.



3. How Endpoint Protector

MDM Works

For Endpoint Protector Mobile Device Management to be able to manage your
mobile i0S, OS X and Android devices the communication between the devices
and the Endpoint Protector Appliance over an internet connection is vital.
Management actions need to arrive at your device either by a data connection
like 3G in case of an iPhone or over an internet connection if the device does not
have a data connection like an iPad (with Wi-Fi only), an Android tablet or a
MacBook.

For the management actions to arrive at the device the actions are sent using
for iOS and OS X devices the Apple Push Notification Service (short APNS) and
for Android devices the Google Cloud Messaging Service (short GCM). To simplify
the setup of your Endpoint Protector MDM service the Endpoint Protector Cloud
is communicating between your Endpoint Protector Appliance (the Administration
and Management Server) and the Apple and Google Services with your devices.

Mobile devices respond directly to
Endpoint Protector MDM Cloud Service

{Apple Push Notification Service)

Endpoint Protector Serve

Notifications

Hardware or Virtua

MDM Cloud vice

GCM
(Goegle Cloud Messaging)
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For the communication to work between your mobile devices and Endpoint
Protector it is required that you setup the APNS and GCM settings as described
in the following steps.

3.1. Supported Operating Systems and devices

The supported mobile device operating systems are:
e 0S5 + (iPhone and iPad)
¢ OS X 10.8 (Mountain Lion) and later macOS versions

e Android 4.4 + (Tablets and Phones)



4. MDM Setup APNS (Apple)

& GCM (Google Android)

Before you can use the Endpoint Protector MDM features for iOS, OS X/macOS
and Android different settings are required for you to make. The following
chapter describes the steps and settings needed to be able to communicate
between your mobile devices and the Endpoint Protector Mobile Device
Management module.

A Note

For Endpoint Protector Administrators that want to use the MDM Functionality
only with Android devices the Apple APNS Setup (required for MDM with iOS

or OS X) is NOT REQUIRED. If you want to use Endpoint Protector MDM with
i0OS/ OS X and Android devices the setup of both GCM (Google Cloud
Messaging for Android) and Apple APNS is required.
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4.1. Setup of APNS for iOS and OS X

4.1.1. What is an Apple APNS Certificate and why do I need it?

In order to use the MDM features provided for iOS or OS X an Apple Push
Notification Service (short APNS) certificate is required by Apple Inc. Receipt of
the Apple issued and signed certificate is up to Apple Inc. own discretion.

What is Apple APNS? It is a certificate that is signed by Apple to clearly identify
what iOS or OS X devices are communicating with your Endpoint Protector
Appliance in order to be sure that only your company own devices receive
commands from Endpoint Protector MDM.

Mobile devices respond directly to
Endpoint Protector MDM Cloud Service

Endpaint Protector Server

=

Endpoint Protector Hardware or Virtual Applia
MDM Cloud Service b

APNS
Apple Push Natification Service //
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4.1.2. How to generate your Apple APNS Certificate?

The APNS Certificate can be generated in just a few simple steps from the Mobile
Device Management — APNS Certificate Setup (Apple).

ENDPOINT Q ° jslcome.
PROTECTOR Q 8 ke

We recommend performing these steps on a Safari or Mozilla Firefox browser.
Use of Internet Explorer for this step is known to cause the process to fail.

1. In the Administration Interface, go to Mobile Device Management and
select APNS Certificate Setup (Apple), where you have to complete the
enrollment for the Apple Push Notification Certificate.

2. Fill in the required details and click on the “"Download signed CSR” to get
the Code Signing Request (CSR) file signed by CoSoSys. Save it on your
computer.

Step 1 - Fill in this form below with your company information for a CSR

CoSoSys as authorized MDM vendor will sign for you a Certificate Signing Regquest (CSR) in this step. You will need this in the next step when contacting Apple.

All fields are mandatory,

Company Mame: ‘Your Company

E-mail: your.email @yourcompany.com

Country: United States [~]
State or Province Name: New York

Location (City): MNew York City

Download signed CSR
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3. In a different browser window open the following link to the Apple Push
Certificates Portal: https://identity.apple.com/pushcert/

Step 2 - Request your signed certificate from Apple for APNS
Apple will sign the certificate for your company to be used with Apple Push Notification Services (APNS) and will link the certificate to your Apple ID.

Visit this dedicated Apple website for this here: hitps:/ /identity.apple.com/pushcert log in with your Apple ID and follow the steps to obtain your certificate for APNS. In this step
provide Apple with the certificate you have downloaded in step 1 above.

4. Login to the Apple Push Certificates Portal using your Apple ID and follow
the steps provided there.

5. Click "Create a Certificate” and agree to the Apple Terms of Use.

6. Select your signed CSR (downloaded at step 2) and click “Upload to the
Apple Push Certificates Portal” that you saved on your computer. In just a
few moments, your certificate will be available for download.

7. Download now the Certificate from the Apple Push Certificates Portal to
your computer.

8. The APNS certificate from the previous step has to be uploaded to the
Endpoint Protector MDM Setup.

Step 3 - Upload certificate signed by Apple

Upload now the certificate you received signed from Apple in step 2 above to cloud.endpointprotector.com in order to enable Mobile Device Management for i05.

Browse for APNS certificate signed by Apple: Browse...

Upload

After the upload was successfully performed, your setup for the Endpoint
Protector Mobile Device Management is finalized for iOS and OS X.

You can now start enrolling iOS and OS X devices by sending invitations to them
either by E-Mail or SMS or through the other supported enrollment methods as
described in the following paragraph 7. Enrolling Mobile Devices.


https://identity.apple.com/pushcert/
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4.1.3. Renew an Apple APNS Certificate before expiration

The Apple APNS certificate must be renewed periodically with Apple before its
expiration date to avoid losing control over the managed iOS and OS X devices
or having to re-enroll all devices.

Please check the expiration date of your APNS certificate in the Endpoint
Protector interface.

Shap 3 Upload certificata signed by Apsie

The APNS certificate can be renewed in just a few simple steps from the Mobile
Device Management — APNS Certificate Setup (Apple) in Endpoint Protector.

A Note
If your APNS certificate expires or is revoked, it will result in unmanaged iOS

and OS X devices. To manage a device after an APNS certificate expires
requires re-enroll of the iOS or OS X device.
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A Note
We recommend performing these steps on a Safari or Mozilla Firefox browser.

Use of Internet Explorer for this step is known to cause the process to fail.

1. In the Endpoint Protector Administration Interface, go to Mobile Device
Management and select APNS Certificate Setup (Apple) setup.

2. Renew your APNS Certificate before it expires by checking the expiration
date as mentioned in the interface.

3. Follow the same steps as you have in the initial enrollment process.
Click on the “Download sighed CSR” to get the Code Signing Request
(CSR) file signed by CoSoSys. Save it on your computer.

4. In a different browser window (Firefox or Safari browser, not Internet
Explorer!) open the following link to the Apple Push Certificates Portal:
https://identity.apple.com/pushcert/

5. Login to the Apple Push Certificates Portal using your Apple ID (previously
used to request an APNS Certificate) and follow the steps provided there.

6. Click "Renew”.

iPhone iTunes Support Q

Apple Push Certificates Portal
Certificates for Third-Party Servers [~ Createa certtiae |
Service Vendor Expiration Date* Status Actions

Mobile Device Management  CoSoSys SRL Feb 21, 2013 Active Download

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server to work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

MDM push certificates created in the iOS Developer Enterprise Program have been
migrated to the Apple Push Certificate Portal.
Learn more about MDM push certificate migration

S

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller Apple Info Site Map Hot News RSS Feeds Contact Us

Copyright ® 2012 Apple Inc. All rights reserved.  Terms of Use Privacy Policy


https://identity.apple.com/pushcert/
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7. After clicking "Renew” you are prompted to upload the Code Signing
Request (CSR) from the previous step 3 that you saved on your computer.
Select your signed CSR and click “Upload to the Apple Push Certificates
Portal”. In just a few moments, your certificate will be renewed and you
see the Expiration date is updated.

.' Store |E iPod iPhone iPad G Support Q

Apple Push Certificates Portal

Renew Push Certificate

Enter your Certificate Signing Request signed by your third-party server
vendor to renew the following push certificate.

Service  Mobile Device Management
Vendor  CoSoSys SRL

Browse_
-
Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find 2 reseller. Apple Info Site Map Hot News RSS Feeds Contact Us %

Copyright © 2012 Apple Inc. All rights reserved.  Terms of Use Privacy Policy
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8. Download now the Certificate from the Apple Push Certificates Portal to
your computer.

iTunes Support

Apple Push Certificates Portal

£ —— ‘ :
Certificates for Third-Party Servers Creatc s Certficate |

Service Vendor Expiration Date* Status Actions

Mobile Device Management ~ CoSoSys SRL Feb 21, 2013 Active Renew Revoke

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server to work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

MDM push certificates created in the iOS Developer Enterprise Program have been
migrated to the Apple Push Certificate Portal.

Learn more about MDM push certificate migration

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map Hot News RSS Feeds Contact Us é

Copyright @ 2012 Apple Inc. Al rights reserved.  Terms of Use Privacy Policy
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9. The APNS certificate from the previous step has to be uploaded to the
Endpoint Protector/My Endpoint Protector MDM Setup.

Step 3 - Upload certificate signed by Apple

Upload now the certificate you received signed from Apple in step 2 above to cloud.endpointprotector.com in order to enable Mobile Device Management for i05.

Browse for APNS certificate signed by Apple: Browse..

Upload

After the upload was successfully performed, your APNS renewal for the Mobile
Device Management is finalized.

Please check if the expiration date of the APNS certificate in Endpoint
Protector/My Endpoint Protector was updated to the renewed date.

4.2. Setup of GCM for Android

To use Mobile Device Management features for Android devices it is required that
you provide an API key from Google. This API key is also required if you want to
see device locations (using Google Maps) for Android and iOS devices in the
“Locate Mobile Device View” of Endpoint Protector.

4.2.1. What is GCM (Google Cloud Messaging) and why I need it?

In order to use the MDM features provided for Android a GCM API Key (Google
Cloud Messaging for Android) is required. GCM is necessary to establish
communication between an Android mobile device and Endpoint Protector and
issuance to you is up to Google/Androids own discretion.

For more info about Google Cloud Messaging for Android, please refer to:
http://developer.android.com/guide/google/gcm/index.html

For  more info  about  Google Maps  API, please refer  to:
https://developers.google.com/maps/



http://developer.android.com/guide/google/gcm/index.html
https://developers.google.com/maps/
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4.2.2. How to get your Google API Key and Project Number for
GCM and Maps?

Step 1 - Create and enable Google Cloud Platform Project

https://cloud.google.com/apis/docs/getting-started

Step 2 - Go to https://cloud.google.com

The menu is always changing, but it should be visible to see and create a new
project. Give it a name and it will be automatically attached a Project Number.

Step 3 - Once the project is created, make sure that is also selected. You can
check that, it should be visible the name of the Project, right by the Google
Cloud Platform logo, left side of the page.

Google Cloud Platform 3+ My Project 70418 +

Home

Y Marketplace
& Biling

W1 APIs & Services

+*  Support
©  1AMB adn
1AM
®  Getting started identity & Organisation
» Troubleshooter
Security
Organisation povces (g
war Quotas e 1 ictect
Service account
@ AppEngine
Labels
@  Compute Engine
v Setings
Kubernetes Engine > Privacy & Security

Step 4 - If you click the navigation menu (hamburger menu, top left), you'll see
the complete list of options for your account. Go to IAM & Admin and select the
Settings menu item. Here you'll find the Project Number. Copy that and put it in
our EPP server, on the GCM page.

= Google Cloud Platform 3 My Proje= X Q -
O 1AM &admin Settings [£] MIGRATE @ SHUT DOWN
+2 1AM Project name
My Project === SAVE
©  Identity & Organisation
Project ID
%, Troubleshooter =
B  Organisation policies Project number:
[=] Quotas -
o3 Service accounts
@  Labeis Location
& Settings
Access Transparency
Q  Privacy & Security
Access Transparency is not available for projects that are not part of an organisation. To enable Access Transparency for a single project, please contact sales or support.
®  Cryptographic keys
B Identity-Aware Proxy

(3

Roles

Audit Logs


https://cloud.google.com/apis/docs/getting-started
https://cloud.google.com/
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Step 5 - Next if you click the navigation menu, you see the APIs and Services,
from here click on the Create Credentials and select API key. This page will
create an API key for us to put in the EPP server, on the GCM pages and
authenticate the communication between Google Cloud Platform and the EPP
server.

Google Cloud Platform $* My Proje

API APIs & Services Credentials

»  Dashboard
h Library
O«  Credentials

OAuth consent screen APIs

Credentials
=2 Domain verification

Sp  Page usage agreements

documentation

Create credentials ~

APl key

Iden t using a simple AP key to check quota and access

Help me choose
Asks a few questions to help you decide which type of credential to use

API key created
Use this key in your application by passing it with the key=API_KEY parameter

Your API key

B — [

A Restrict your key to prevent unauthorised use in production

CLOSE RESTRICT KEY

Step 6 - Now if you click on the navigation menu, go again to the APIs and
Services, the go to the Library item and search for the services: Google Cloud
Messaging for Android, Google Maps JavaScript API v3, Static Maps API,
Geocoding API and enable them. This APIs are need for messaging, for Maps and
for calculating the addresses.
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= Google Cloud Platform & My Proje=

& APl Library

Cloud Messaging
Google

( - Cross-platform messaging solution that lets you reliably deliver
\ 7 messages at no cost.

ENABLE

Step 6 - Once you have the API key and Project Number, the GCM/Maps Setup
configuration can be fulfilled on the Endpoint Protector server side.

(1]
B oo — qQ et —

Information

*Noke: Ta use Mabile Device Management features for Android devices i is requred that you peovide an AP key from Googhe. Mabie Device Management for Android will not work without Ehese settings. This AP key is also requied 1o viewstore device locabions history for Android and i35 devices i the “Locate.
Habils Device View” of Endgoint Protectar using Gaogle Maps.

‘Step 1 - Obtain APL key from Google
ote: The way i which 5 GOM sccount s obtaimed is defined by Geogle and the steps may change withaut any prior warming, In case the steps below are not enbrely scearate, please vt the Google websie or contact the Endpeint Protecter Suppart Depariment.

1) Vi the following Google Site Google APTs Cansole and login with you

pany Googh

unt.
2) H you loggn to this Google Site for the firsttime you wil be asked to “Creste project”. You will be asked to agree to the Temms of Service i order ta praceed.
3) M the project didn auto select, please select i
4) Select APIs & Services -> Library +> then make sure the followsng Google Services have EABLE status: Google Cloud Messaging for Android, Googhe Maps JavaScript APT v3, Static Mags API, Geocoding APL
5) G0 to APls & Services -5 Credentinls <> hen ot the pop-up select Add Credentisl -> APY hey. Select Server Key. Then st the new pog-up jus select Create and ds not entes sy [P address.
) Your Key for senver applications (481 key) vl be penerated.
Step 3 - Enter Google APL key
Plesse enter the APL kiy you hive crested ot Step 1. It can be found at APle 8. suth -> Cradential
Google API Key Testes24FIHRAISISIISK
Step 3 - Enter Google Project Humber -

Please enter the Google Projet Number hich cam be found on the Home option menu of Gasgle Developer Censale,

Google Project Mhumber HyProjectiZ34STest

Save

4.2.3. Google C2DM
C2DM for Android is not supported by Endpoint Protector anymore.



5. 10S EPP MDM App

The EPP MDM iOS app is a free app for iOS available on the Apple App Store.
The EPP MDM app is compatible with iPhone and iPad. It is an optional app and
not a necessity for use of Endpoint Protector MDM for iOS. The EPP MDM app has
two functions, one to locate the device and second to use the app optionally also
as a way to enroll an iOS device to Endpoint Protector Mobile Device
Management.

5.1. EPP MDM iOS App Supported iOS Versions

The EPP MDM app for iOS supports iOS version 7.0, 6.0, 5.0. iOS version 4.0 is
not supported by the EPP MDM iOS app due to missing support for required
features.

5.2. EPP MDM iOS App to locate devices

The EPP MDM app allows the iOS device to provide location data of the device to
the Endpoint Protector Appliance in order to determine the current location of an
iOS device in case it is misplaced, lost or stolen. To locate an iOS device the EPP
MDM app is a necessity on the iOS device.
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5.3. EPP MDM iOS App to enroll devices (optional)

The EPP MDM App allows the iOS device to enroll as described below at “iOS
Mobile Device Enrollment through EPP MDM App”. The EPP MDM App is not
required for enrollment, it is simply an option to enroll in this way a device to
Endpoint Protector Server.

5.4. EPP MDM iOS App Device Information

The EPP MDM app also detects device details and if a device was tampered with
(Jailbreak Status).

al_orange =

Back Device Info

Identification

Name

Jailbroken No

o J

Software

‘ System Name iPhone OS ‘

System Version 6.0

. 4

Hardware

‘ Model iPhone
|| |
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5.5. Installing the EPP MDM iOS App

The EPP MDM app for iOS is available on the Apple App Store here:

https://itunes.apple.com/us/app/epp-mdm/id570954584?mt=8

Downloading and installing the application can be made directly on the iOS
device by accessing App Store on the device, and entering EPP MDM in the
search bar. The search result will show you EPP MDM by CoSoSys.

Click on the button “FREE” followed by “INSTALL APP”. After that the EPP MDM
app will be downloaded and installed on your device.

To start the EPP MDM app simply locate it on your iOS device home screen and
click to start it.

Calendar Photos

S =

Weather Passbook Notes

0 2

9

8 4

755 A

Reminders Clock Game Center Newsstand

Settings Stocks EPP MDM Camera



https://itunes.apple.com/us/app/epp-mdm/id570954584?mt=8
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5.6. Allow Location Services for EPP MDM iOS App

After starting the EPP MDM iOS app the user will be asked “EPP MDM would like
to use your current location”. The user has to select "OK” to allow Location
Services. If this setting is not made correctly to allow the iOS EPP MDM app will
not be able to report location information.

This setting can be checked on the iOS device in the following location:
iOS device home screen > Settings > Privacy > Location Services
Location Services have to be set to "ON” and for the EPP MDM set to "ON” as
well. Next to the "ON” a small compass needle icon is shown as well.

alll orange = 13:26 v Q@ @ 82 Y% mm}b

privacy | Location Services
eevom < @

5.7. Pushing and Managing EPP MDM App to iOS
Devices

The EPP MDM App can be pushed and managed to any supported and managed
iOS device.

For details how to push the EPP MDM App to an iOS device check section 12.4
(Pushing Apps to iOS Devices).



6. Android Endpoint

Protector MDM Client App

The Android Endpoint Protector MDM Client app is a free app for Android and
available on the Google Play Marketplace here:

https://play.google.com/store/apps/details?id=com.cososys.eppclient&hl=en

The Android EPP Client app is MANDATORY for use of Endpoint Protector MDM
with Android devices.

6.1. EPP MDM Android Client App Supported Versions

The EPP MDM app for Android is compatible with Android devices using Android
Version 2.2 (Codename Froyo) or newer.

6.2. The Android EPP Client App

The Android EPP Client app allows the Android device to provide Endpoint
Protector MDM with management rights. It also offers location data of the device
to the Endpoint Protector Appliance in order to determine the current location of
an Android device in case it is misplaced, lost or stolen.

6.3. EPP Client Android App to enroll devices

The Android EPP Client App is required for enrollment of an Android mobile
device to an Endpoint Protector Appliance.


https://play.google.com/store/apps/details?id=com.cososys.eppclient&hl=en
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6.4. Install EPP Client App on Android and Enrolling
Android Device

After receiving the enrollment invitation E-Mail or SMS click on the link provided
in the E-Mail or SMS.

1. Choose to open the link with the default browser on your Android device.

Complete action using

Dalphin Browser
Beta

i;ﬁ Internet

In this case (screenshot above) the choice for native browser is the option
“Internet”, not the Dolphin or any other browser that might be installed
on your Android device.

2. The web browser will open the enrollment site that already includes your
registration data consisting of an MDM ID and your One Time Code (OTC).

I [&] https:ucloud.endpniul H

Mot Dievice
“ ENDPOINT

Click “"Connect” to proceed”
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3. In the next step the device user has to click on the "Endpoint Protector
Client” link. Then a download of the EPP Client App will start.

I :e-;https:.ffclﬂud.endpniuI II T it ps:/feloud. endpai

ENDPOINT Wobdn [Kedca ENDPOINT Wobdn [Kedca
» »
Endpaint Pratector Client Endpaint Pratector Client

4. The download of the eppclient.apk (name of the EPP Client Android app
download file) should finish rather fast depending on your data connection
speed since the eppclient.apk is small.

ﬂ Screenshot captured.

eppclient.apk
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5. Locate now the eppclient.apk in the download folder on your device.

Iriiemen dorend oo

| Toda ¥

eppolient.apk
I IR

| Last moanth

Sort by size

6. Click on the eppclient.apk and select “Install”. The EPP Client will start to
install itself on the Android device.

.

F? EPP Client

FEFrrrrrrrrrrri

| Cancel ” Install
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7. After the installation you will see a message indicating the installation is
finished. Click "Done” to complete the final steps for your Android device
enrollment.

F? EPP Client

8. Go to “Applications” on your Android device. There locate the EPP Client
and start it.

- ES File Explorar

m Evernote

f Facebook

m Fruit Ninja Free
AW 2 oM
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9. After the EPP Client starts you need to fill in your Name and your Phone
Number. If the device has no phone number provide your mobile number
for the Administrator to easier link your device with you as a user. Click
“Next” after you completed the fields.

Your Name

071452365

J Nest “ Cancel t . 0 # _‘d‘J J Next u Cancel L

10.Now the question regarding device administration will appear which needs
to be confirmed by clicking “Activate”.

fﬁl Activate device administrator?

] EPP Device Admin

all data

e r.l 12 SCreen-u I'II'JL'l‘:.

Activate

A Note
By not enabling this option, the Android mobile device cannot be remotely
administrated / managed.
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11. Now you will see the message “EPP Client Successfully registered to
Google GCM or C2DM”. This means that your Android device is now
enrolled.

Location Accuracy Fine

Location Cost Allowed

12. The settings “Location Accuracy Fine” or “Location Cost Allowed” can be
selected.

Click “Done” to finish the enrollment process.

J Pepon Location u Done k

These two settings are described in the chapter 11.5.1 Location Accuracy
Fine on Android 11.5.2 Location Cost Allowed on Android.



/. Enrolling Mobile Devices

Enrolling Mobile Devices means to establish the connection for communication
and management between the Endpoint Protector Appliance and your mobile
devices. It is the process of inviting, enrolling and connecting the device with
your Endpoint Protector Appliance.

L]

To enroll mobile devices it is required to have the setup for either APNS (for iOS
and OS X) or GCM (for Android) as described in chapter 4. MDM Setup APNS
(Apple) & GCM finalized. If the Setup for APNS or GCM is not finalized the
Endpoint Protector Appliance will not give you access to > Enroll Devices.




31 | Endpoint Protector - Mobile Device Management | User Manual

7.1. Different Enrollment methods are available:

A mobile device can be enrolled by:
1. Accessing a link in the invitation E-mail send to the device

2. Scanning a QR code contained in the invitation E-mail for a device

W

. Accessing a link contained in the invitation SMS send to the device

4. Accessing directly a link through the native web-browser on the device
and completing the Endpoint Protector ID and OTC fields

a. For iOS devices the link is:
https://cloud.endpointprotector.com/mobile.php/register/iOS

b. For OS X devices the link is:

https://cloud.endpointprotector.com/mobile.php/register/OSX

c. For Android devices the link is:
https://cloud.endpointprotector.com/mobile.php/register/android

5. Downloading and installing the EPP MDM app on an iOS, OS X or Android
device and completing the Endpoint Protector ID and OTC fields

A Note
Enrollment of iOS and OS X devices should be done through the Safari

browser on your iOS and OS X device. Other browsers are not supported. For
Android devices enrollment should be done through the native web browser
on the device



https://cloud.endpointprotector.com/mobile.php/register/iOS
https://cloud.endpointprotector.com/mobile.php/register/OSX
https://cloud.endpointprotector.com/mobile.php/register/android
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7.2. Mobile Device Enrollment

To be able to manage mobile phones and tablets, each device must be enrolled
by going to Mobile Device Management -> Enroll Devices option.

ENDPOINT
PROTECTOR search Q 4

In the Enrollment window, under Mobile Device Management Information, the
MDM ID corresponding to your appliance is displayed, which will be further used
as a parameter for enrolling mobile devices. Additionally, one can check the
exact number of mobile devices enrolled at that moment.

The enrollment of i0S, OS X and Android devices is similar in many ways. There
are different enrollment options for each mobile device type available. The first
two options allow the sending of E-mail and SMS based invitation requests to
mobile devices, invitations which include short instructions on the steps required
for the end users of the device to perform. The sending of E-mail invitations can
be performed by clicking on the “Send E-mail request” button, while the SMS
based invitation can be performed by clicking on the “Send SMS Request”
button. The “Bulk Enrollment” feature allows the administrator to send mass
enrollment requests with just a few clicks. The administrator must create a
contact list, either by pasting it into the contacts list field, or by importing it.
After the contacts are added, either way, they will be shown in the interface, and
with the “Add to sending queue” button the “Bulk Enrollment” process can be
started and the invitations will be sent to all contacts (more on “Bulk Enrollment”
at paragraph 7.2.10).

In order to ensure that a mobile device is properly and securely enrolled, there
are two keys required during the enrollment process:
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-  MDM ID - which uniquely identifies your Endpoint Protector
Appliance/Server.

- OTC (One-Time-Code) - which allows only the invited devices to be
enrolled on your Endpoint Protector Appliance/Server. The OTC will expire
after one use.

- Uninstallation Passphrase (applies to iOS and OS X) - which allows
the device to be unmanaged / uninstalled. The uninstallation option for
iOS and OS X has to be chosen at enrollment time.

The MDM ID can be found in the Reporting and Administration web interface at:
Mobile Device Management > Enroll Devices > Mobile Device Management
Information

ENDPOINT
PROTECTOR

Dashboard

Device Control - £ Inf E

Content Aware Protection Your MDM ID is: AF "
Currently managing:
eDiscovery ‘: 0 Mabile Devices
': 0 Mobile Devices
Blacklists and Whitelists B 0 Maes

Enforced Enaryption

Enrcll Mobile Devices

Mobile Device Management

i0S [ Apple:

Dashboard Method 1: - Send E-mail reguest containing enroliment invitation link

Enroll Devices Method 2: - Send an SMS request containing enraliment invitation link

_ Method 3: - On Mobile Device visit in web-browser hitps://doud.endpointprotector.com/mobile.

These invitations, in case of an unknown device type and E-mail request, will
include three different registration links for the different types of devices (iOS,
OS X and Android), which readily include the MDM ID and OTC. In case of an
unknown device type and SMS request, the invitations will include two different
registration links for iOS and Android, which already holds the MDM ID and OTC.

While the MDM 1ID is used for all enrolled mobile devices, different OTCs must be
used for enrolling each mobile device. The Mobile Device Management feature
comes with 10 pre-generated OTCs available in the Enrollment window. The
“"Request More OTC" option will allow the Administrator to generate more OTCs.

Once an E-mail or SMS based invitation request is sent, an OTC will be
automatically assigned to the user requesting the enrollment of his device and it
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will be automatically removed from the list of available One Time Codes. To
verify which OTC was assigned to each device and user, the administrator can
click on the “View Sent Invitations"™ button, which will display a list of all used
OTCs with the corresponding e-mail addresses and/or phone numbers where
they were sent to. The “View Available OTC" allows the administrator to return
to the list of unassigned OTCs.

The third enrollment method allows the end user to directly enroll his mobile
phone through the Endpoint Protector Cloud Service, which can be accessed at
two separate links, one for each supported mobile device operating system. This
option requires the user to previously receive the MDM ID and OTC keys from
the administrator. In this case, the administrator must reserve one OTC from the
list for the user making the request either by:

e using the “Reserve” right-click menu option

This operation will remove the selected OTC from the list of the available OTCs
and move it to the list of already sent invitations.

7.2.1. i0S and OS X Enrollment and Profile Protection

When an iOS or OS X device is enrolled the Administrator has the option to
protect the policy/settings (called Profiles on i0OS and OS X) against
uninstallation. When an iOS or OS X device is enrolled it receives first an
enrollment profile which is responsible for the communication between the
device and the Endpoint Protector Appliance. This enrollment profile is not
protected against uninstallation but all additional profiles attached to the
enrollment profile can be protected against uninstallation. This means the
restriction profile cannot be uninstalled from the device without a passcode that
is protecting it, but the enrollment profile can be uninstalled, which also will
uninstall the restriction profile.

The Profile Protection options are:

£
t  Profies Protection: Always Allow Removal |E|
k Always Allow Remowval

Send ENever Allow Rermoval

Passphrase Required for Removal

- Always Allow Removal - which allows the user to remove a profile at
any time.

- Never Allow Removal - which allows removal of the profiles only
through the Endpoint Protector Appliance Administrator.
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- Passphrase Required for Removal - which allows the device user to
delete the profile after entering the passphrase for deletion.

A practical example to illustrate this fact better is the following. An iPhone is
enrolled and the administrator applies the companies’ security policy for
restrictions (disabling FaceTime for example) and Wi-Fi Settings as a profile and
protects it with a profile protection. The user of the device wants to uninstall the
restrictions profile to be able to use FaceTime. To do that the user is required to
enter a passcode which he doesnt know (only the Endpoint Protector
administrators). The user still could uninstall the enrollment profile (without a
passcode) but in case he does that also all his other profiles and settings are
deleted along with it, meaning company Wi-Fi settings etc.

7.2.2. i0S and OS X Profile Protection Deletion Passphrase

The passphrase for deletion of Profiles on iOS and OS X devices is by default
generated randomly if during the invitation/enrollment process the Endpoint
Protector Administrator who sends the invitation to the device sets the Profile
Protection option to “Passphrase Required for Removal”.

The automatically generated passphrase can be found in the Endpoint Protector
Reporting and Administration web interface under
Mobile Device Management > Enroll Devices > One Time Codes > Uninstall
Passphrase(show).

After clicking on show the Passphrase is shown that corresponds to the device’s
enrollment OTC. In case the device user needs this passphrase, the
administrator can give it to the user over the phone for the user to enter during
deleting of a profile. The administrator can locate the Passphrase after clicking
“View Invitations Sent” and locating the OTC used by the device for enroliment.
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ENDPOINT
PROTECTOR
Dashboard =

Device Control Mobile Device Manage e

2 Content Aware Protection Enroll Mobile Devices

% | eDiscovery

| Blakists and Whitelists

. Enforced Encryption Cods

Uninstall Passphrase (Show)

@ Mobile Device Management —

Dashboard

Enroll Devices

Mobile Devices

Mobile Devices Groups
Employees

MDM Policies

Geofending —

#0S App Management -

Android App Management 10results [ 50 v perpagel

Contacts Management
APNS Certificate Setup (Apple)
GCM/Maps Setup (Google)

View Invitations Sent View Avaiable OTC

Offfine Temporary Password

aad Reports and Analysis

The Passphrase can also be set by the administrator manually under the option
Mobile Device Management > Mobile Devices > General > Profile Removal Policy

Mobile Device Settings

General | Encyption  Lock/Wipe  Memwork  Mal  Apps  Profies  History

Permission Profile

Deploy Frofile ki

Profile Removal Policy

Profile Remaval Ostion: sllow with Password

Profie Remorsl Passmard: J— -

P Mo, Of Comelex Chas:
Max Tume T Lock (minutes)

Grace Period (minutes): 0

[y S—— o o]
[rp———

Password Histary:

7.2.3. Sending E-Mail or SMS Enrollment Invitation (i0S/0S X /

Android)

Sending E-Mail or SMS enrollment invitations is made through the option “Enroll

Devices”.
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Send E-mail Request x
To: {
Subject: Mobile Device Enrollment Request
Mobile Device Type: iDS,"AppIEE

E Profiles Protection: Always Allow Removal E|
k Always Allow Removal

MNever Allow Removal

SendE
Passphrase Reguired for Removal

Entering E-Mail and Phone numbers require attention to the correct format and
selecting the device type, if known, in this step is of advantage due to a lesser
chance that the user will select the wrong option.

For iOS and OS X devices in the device enrollment step as previously described it
is important to set the Profile Protection settings.

7.2.4. SMS Enrollment Number Format (iOS / Android)

When sending SMS enrollment invitations, it is essential to send them using the
correct number format.

The correct number format is: 401112345678

Country code, followed by area code and number, No + or zeroes are required in
front of the country code.

At all-time a country code is required, in case of US or Canadian numbers it is a
1, for Germany it is 49, etc.

7.2.5. E-Mail Enrollment Invitation (iOS/0OS X / Android)

The device user can receive an enrollment invitation on the actual device and
access the included URL (which includes already the MDM ID and OTC) to enroll
the device.

Or if the e-mail is received with a desktop e-mail client, the user can scan the
containing QR Code in the e-mail (which includes already the MDM ID and OTC)
or access the included URL by typing it in the browser on the mobile device.

Below is shown an enrollment invitation e-mail on an iOS device.
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ul._Orange <

" All Inboxes (184)

To: | CoSoSys SRL »

Mobile Device Enroliment Request
20. Oktober 2012 12:38

your Mobile Device for

h CoSoSys SRL's

https://cloud /10S/eid/

B

In case the e-mail invitation is sent to an unknown device type it is important
that the user chooses the proper device type from the available link options for
iOS, OS X and Android devices.

7.2.6. SMS Enrollment Invitation (iOS / Android)

The device user should receive the enrollment invitation SMS on the actual
device and access the included URL (which includes already the MDM ID and
OTC) to enroll the device through the native browser of the device. In case of
iOS it has to be accesses using Safari on the iPhone or iPad.

Below is shown an enrollment invitation SMS on an iOS device.

ul._orange %

Messages 1837 Edit

| cal || FaceTime || AddContact |

Text Message
17.07.2012 12:17

Enroll for iOS Device

Management:

https://cloud.endpointprot

P ey ©
i0S/eid

@ (Texr Message )
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7.2.7. i0S and OS X Mobile Device Enrollment over URL

A Note
Enroliment of iOS devices should be done through the Safari browser on your

iOS device or the iOS EPP MDM app from the App Store. Using other web
browsers to enroll your iOS device is not supported.

The enrollment of an iOS or OS X device requires a working Internet connection
(Wi-Fi or 4G/3G/2G). A 3G data connection is recommended for mobile devices.
This way the communication with the Apple Servers can be performed and the
information about the mobile device can be further transmitted to the Endpoint
Protector Appliance/Server.

Once the user has received the invitation and clicked on the included link, a
confirmation page will be displayed in his browser, auto-filled with the MDM ID
and OTC keys.

ui_orange & 12:19 © 3 93% =t
8 Untitled

cloud.endpointprotector & -

‘ ENDPOINT | Mobie Device

Abcdefgh
XXXXX

Connect

After clicking on the “Connect” button, the user receives an Endpoint Protector
profile for download, which must be further installed on his mobile device.
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_ail_orange & 12:17 © 3 93% =t
8 Untitled

o
( ENDPOINT | Mobie Device
PROTECTOR | anaoement

®

Endpoint Protector Profile

The user has to click on “Endpoint Protector Profile” to continue. The Profile has
been generated at this step and is ready for installation.

A Note
The profile is valid from this point on for two (2) hours. If the enrollment
process is at this point interrupted for more than two hours the enrollment
process has to be repeated from the start.

Next, the user must click on the “Install” button for the installation of the
Endpoint Protector Profile.

ai_Orange & 12:17 9 3 93% ==
Cancel Install Profile
Endpoint Protector
CoSoSys
@ Verified ﬁ

Description Endpoint Protector Enroliment
Profile

Signed *.endpointprotector.com
Received 04.04.2012

Contains Certificate
Mobile Device Management

More Details >
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In case the iOS or OS X device has already a passcode/password set to access
the device; the user is asked to access the passcode/password in order to
confirm installation.

Once the Endpoint Protector Profile was successfully installed, the mobile device
will be displayed inside the Mobile Devices List from the Endpoint Protector Web
based Reporting & Administration Interface and it now available for the
administrator to manage it.

7.2.8. i0OS Mobile Device Enrollment through EPP MDM App

To enroll using the EPP MDM iOS app from the Apple App Store the user has to
install the app on the iOS Device. After installing the EPP MDM iOS app (as
described before in 5.5 Installing the EPP MDM iOS App) the user has to click
“Query enrollment status”

~

ul__Orange <

ENDPOINT | Mobie Device
PROTECTOR | Venagement

Query enroliment status >
Location Info >
Device Info >

What is EPP MDM?

The app is now checking if the iOS device is already enrolled with Endpoint
Protector Mobile Device Management.

If the device is not enrolled yet the following message will appear “The device
doesn’t appear to be enrolled....” If the device is enrolled already it will appear
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“Device enrolled”.

al_oOrange < 70

ul__Orange <

@l ENDPOINT | Mobie Device
3 PROTECTOR | Venagement

The device doesn't appear to be

enrolled. You may enroll your device Device snrolled 0
with your MDM ID and an OTC.

Location Info >

Device Info >

Enroll Device

What is EPP MDM?

Left image, device not enrolled yet. Right image, device is already enrolled.

In case the device is not enrolled yet click “Enroll Device” to continue.

Connect

Provide the MDM ID (MDM ID is located as described before 7.2) and an OTC
(One Time Code) that is provided by the Endpoint Protector Administrator and
click “"Connect”.
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al_oOrange =

Back | Device is enrolled

—EnrolimentDetails __
Server ID:
OTC:
Enrolled at: 11 Okt 2012

After a device is successfully enrolled the Device enrolled status displays the
MDM ID (Server ID) and OTC used along with the date when the device was
enrolled.

7.2.9. Android Device Enrollment

To enroll an Android mobile device, a Google Account is required to be
previously setup by the user on the device. This is usually done when the user
receives a new device and starts using it. Additionally, an Internet connection is
mandatory for the communication between Endpoint Protector Appliance and the
Android device. At least a 3G data connection is recommended to allow the
communication with Google and Endpoint Protector Appliance and the
transmission of the mobile device information.

Once the user has received the invitation and clicked on the included link, a
confirmation page will be displayed in his browser, auto-filled with the MDM ID
and OTC keys.

These steps are described in detail in chapter 6.4 Install EPP Client App on
Android and Enrolling Android Device.

7.2.10. Bulk Enrollment

Bulk enrollment allows the administrator to send enrollment invitations to a large
number of devices at the same time, through contacts list.
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Contacts list can be imported from an .xls file or can be created in the ,Paste

Contacts" section.

Import contacts list

Select Mobile Device Type:
Profiles Protection:

Browse for the import file:

Download sample file:

@ Upload

Paste Contacts

(@) i0S/Apple (7) Android (=) Unknown
@ Always Allow Removal (=) Never Allow Removal (7) Passphrase Required for Removal

Bulk Enrollment xls Sample

Mo file selected.

Select Mobile Device Type:
Profiles Protection:

Contacts List:

Maximum 500 contacts at once.

Example:

Admin,admin@example.com, +4375413732627
John Doe; john@company.com; 004975419732627

Mark; mark@internal
Jane Doe; ;4975419782627

G Save

@ i0S/Apple () Android () Unknown

@) Always Allow Removal () Never Allow Removal (7) Passphrase Required for Removal

It is possible to paste up to 500 contacts at once. The required format is: name,
separated with semicolon (;) the E-mail, separated with semicolon (;) the
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Telephone Number. (Example John A. ; john@company.com ; country_prefix-
xxxxxX). Please note that a ,Bulk Enrollment .xIs Sample" file with a few
examples inside is available for downloading.

Regardless of the way the contacts list is created, the mobile device type, and
profile protection must be selected, otherwise a wrong enrollment link might be
sent. Choose ,Unknown" at ,Select Mobile Device Type", if the devices to which
the invitations will be sent are not just of one type(iOS, OS X or Android).

The added contacts will be available in the ,Results" section.

(@) Please select the Mobie Device Type and Default Profies Protection Type when importingfpasting contacts since the Enrollment Requests wil contain these information;
() If the contact contains both an E-mai address and  phone number, the request wil be send to the E-mail address;
(3) sending Enraliment Requests to the maximum accepted entries in the sending queue wil take up to 1 hour, depending an the number of selected contacts.

Results m
[FAn Type Contact E-mail Phone Actions
B 05 John A jshn@company. com 074300000 ORl&®
0 05 Mark B. mark@company.com 0743000000 ORl&®
&} i05. Paul C. paul@example. com 07430000000 ORl&®
B i0s DanD. dan@example.com 074300000 Q& ®
4resutts [ 20[«] per page]
4)) Add To Sending Queue () Delete Contacts
Import contacts list -
Select Mobile Device Type: @ i10S/Apple () Android (=) Unknonn
Profiles Protection: @ Always Alow Removal (=) Never Allow Removal () Passphrase Required for Removal

Browse for the import file: No file selected.

Donrload sample fle: Bulk Enrollment xis Sample
& Upload
Paste Contacts -
Select Mobile Device Type: © i05/Apple (©) Android ) Unknown
Profiles Protection: @ Always Alow Removal ) Never Alow Removal ) Passphrase Required for Removal
Contacts List:

Maximum 500 contacts at once,

To add the selected contacts to the sending queue click on ,Add To Sending
Queue" button.

Important Notice -

() Please select the Mobile Device Type and Default Profiles Protection Type when importing/pasting contacts since the Enrolment Requests will contain these information;
(@) Ifthe contact contains both an E-mail address and a phone number, the request wil be send to the E-mail address;
(@) Sending Enroliment Requests to the maximum accepted entries in the sending queve will take Up to 1 hour, depending on the number of selected contacts.

Results -
[ an Type « Contact E-mail Phone Actions

John A john@company.com 0743000000 oRI&®

Mark B mark@company.com 0743000000 OFN&EE E]
@] Paul C paul@example.com 0743000000 ORI&E®

(=} DanD dan@example.com 0742000000 =] EJ«E- @

4aresults [ 20[~] perpage]

4)) AddTo Sending Queue @  Delete Contacis

Import contacts list -
Select Mobile Device Type: @ i05/Apple () Android (7) Unknown
Profiles Protection: @ Always Allow Remaval () Never Allow Removal () Passphrase Required for Removal
Browse for the import file: No file selected. i
Dewnload sample fil: Bulk Enrollment .xIs Sample

[ Upload

Paste Contacts -
Select Mobile Device Type: (©105/Apple (%) Android (7 Unknown
Profiles Protection: ® Always Allow Removal (=) Never Mllow Removal (=) Passphrase Required for Removal
Contacts List:

Maximum 500 contacts at once,


mailto:john@company.com

46 | Endpoint Protector — Mobile Device Management | User Manual

In case both e-mail and telephone number is given, the enrollment invitation will
be sent via e-mail. Sending all the invitations might take up to one hour,
depending on the number of selected contacts.

To view the pending enrollments click on the ,,Check Sending Queue" link.

‘ & Added selected contacts (2 in total) to the Sending Queue.

Current Sending Queue contains 2 entries (maximum is 50)) Check Sending Queue

Important Notice

() Please select the Mobile Device Type and Default Profiles Protection Type when importing/pasting contacts since the Enroliment Requests wil contzin these information;
() If the contact contains both an E-mail address and a phone number, the request will be send to the E-mail address;
(@) Sending Enroliment Requests to the maximum accepted entries in the sending queve will take Up to 1 hour, depending on the number of selected contacts.

Results
[an Type ~ Contact E-mail Phone Actions
] Paul C paul@example.com 074x000000¢ ORl®&®
=] Dan D dan@example.com 074x000000¢ oNM®m®

2results [ 20[~] per page]

.

%)) Add To Sending Queue (®  Delete Contacts

Import contacts list

Select Mobile Device Type: @ i05/Apple (@) Android (@) Unknown

Profiles Protection: @ Always Allow Removal () Never Allow Removal () Passphrase Required for Removal
Browse for the import file: No file selected.
Download sample file: Bulk Enrollment .xls Sample
[ Upload
Paste Contacts -
@ iNsiannla 0 andraid o1 inknasn

Note! Contacts to which the invitations were already sent will no longer be
available in the interface.



8. Managing Mobile Devices

The list of enrolled mobile devices and their status is available under Mobile
Device Management -> Mobile Devices.

Excd PO CSV | Show/vedeComns | | Relosd

05 Verisan Hodel User Mobile Phone Carrier Last Seen Daitbroken | Routed Status.
241 Frone . — — Ho MotieProfieRamc e
MacBook Fre - = e Regatersd

[T1] Samsung SH.GE00F. Test m unknovm — o Regatersd

I . i i i
f

To manage a specific device, select it from the list by right-clicking on the device
name and choose one of the available actions: Manage Device, Edit and
Delete.

[Z Edit
'Q Manage Settings

() Delete
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The Edit option allows the Administrator to list and edit details regarding the
device and send a command to get latest details in real time.

Mobile Device Details ~
Details
Viobile Device Name: iPhone 6 Test Description: Descriptior
05 Type: i0s 05 Version; 1241
Model: iPhone 6 User: User
EE: 35 207506 896533 0 wiiFi: 34A395A3IIAN
Wobile Phone: Mobile Phone Carrier: Canrier
Jailbroken: No Supervised: No
Total Device Capacity 11519 GB Available Device Capacity: 11168 GB
Battery Level 21.00% Last iCloud Backup: /A
Last seen: 2019-10-23 13:16:56 Status: MabileProfileRemoved
TS aCTTT [T T

The Manage Setting option allows the Administrator to manage an already
enrolled device and enforce different settings to the device such as Lock/Wipe
commands, Contact and Accounts management etc.

= Qe
-
@
— Map  Satellite
C)
o Q on OTUN a
© L]
m
) 9 R
— Pa -
Cluj-Napoca +
Google N QStetwnende o, -

b oo Lange

o P Prapword Ratres

The Delete option once selected by the Administrator will delete a device and
the corresponding history and logs from Endpoint Protector Appliance. We
recommend not to “"Delete” a device not before it was unmanaged. To unmanage
a device, please check the section 15. Unmanage a Mobile Device in this manual.
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8.1. Mobile Device Status

Shaw 10 ¥ enties Excel | POF | Co Shawbide Colurs | Reload

|

|
P i i g

H
B
b

In the column Status the current mobile device status is shown if know to
Endpoint Protector.

Registered - means the device is currently managed and Endpoint Protector
MDM can communicate with the device. Applies to both iOS and Android devices.

MobileProfileRemoved - means the device is no longer managed. Either the
device user has directly on the device removed the Enrollment Profile, or the
Endpoint Protector Administrator has remotely removed the Enrollment Profile
from the device to unmanage it. Applies to iOS devices.

DeviceAdminDisabled- means the device is no longer managed. Either the
device user has directly on the device removed the EPP Client app, or the
Endpoint Protector Administrator has remotely removed the EPP Client app from
the device to unmanage it.

“Last Seen” is the time and date when the device has last time communicated
with the Endpoint Protector MDM.
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Selecting the “"Manage Device” option for a mobile device will open the Manage
Device page, containing different options to manage the selected device and to
view information about it.

(]
B oo - Q@

Qum

@
Mooy o Cluj-Napoca +

Gocgle R °

The main three rows are the following three:

Device Information: displays all important device related details from
mobile device nhame, model, type and OS to carrier related details such as
carrier name, user phone number and user name. Not all information will
be available all the time since the information available depends on the
device and the operating system.

Locate Device: displays on the included map the previous and the
current location of the device at the time of the last request. By selecting
the “Update Location” option, the current location will be displayed on the
map, while the “Location History” option will allow the Administrator to
view the previous locations of the mobile device. For iOS only the current
location is available of the device. For Android all location options are
available, while for OS X there is no location information available. Please
remember, iOS and Android both require for location information the EPP
MDM app to be installed on the device.

Device Management Tabs: includes separate tabs containing the
available MDM options for remote device and data managing. Detailed
Features are described in the following paragraphs.
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Available Options

The table below shows the available MDM options for Android and iOS mobile
Devices. More options will be made available updated with each version update.

Tab MDM Option Description OS Support
Device . . Allows to define the owner of the o
Settings Device Ownership device: Personal, Company or Unknown * / . /-
. Allows to deactivate the Voice Roaming
Device . . . . e
Setti Voice Roaming service for the mobile device (*Carrier %
ettings dependent)
Device Data R . Allows to deactivate the Data &
Settings ata Roaming Roaming service for the mobile device
Allows to set additional parameters for
Device Device Location the locating option: Location Accuracy " &
Settings Settings Fine & Location Cost Allowed for a more /
accurate mobile device locating
Remotely locks the user mobile device
Lock / Wipe Lock Device with or without resetting the user’s W / . /
password
Remotely deletes all device data.
. . . Additionally, the data stored on the SD 5w
Lock / Wipe  Wipe Device Data Card can be deleted as well by checking * / & / -
the “Include SD Card” option
. . Remotely deletes all data stored on the
Lock / Wipe Wipe SD Card SD Card W
Security Current Security Displays the security settings applied at &
Policy Policy that moment /%]
Security File Vault 2 Disk Encrypts the content of the disk o
Policy Encryption automatically
Allows defining additional password
Securit settings such as: minimum password
i v Set Security Policy  length, password quality, max. tmeto /@ /
Policy lock, max. number of passwords retries
before wipe.
Security Ask User to Change Enforces the user to define a new &
Policy Password password /%
Security Resets any existing password for the
Policy Clear Password mobile device .
. Resets any existing password and
§§|Cig;|ty Device Password allows defining remotely a different * / % /

password for the mobile device
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Manage Refresh Device Updates the device details displayed &
Device Details under Device Information / /
Manage . Display the list of currently installed s
Device Refresh App List apps on the mobile device * / . / -
Manage . . Display the list of currently set profiles o
Device Refresh Profile List o = hc dovice 6 2
Manage Refresh Google Display the list of currently set Google *
Device Accounts e-mail accounts on the mobile device
Manage Display the list of all currently set e-
Device Refresh Accounts mail accounts on the mobile device *
Manage Display the list of all current contacts
Device Refresh Contacts saved on the mobile device *
Installed Shows the list of installed apps after =
Apps Installed Apps selecting the Refresh Apps List option * / = / -
Remove Removes the selected application from
Installed Installed Apps the list of installed apps and uninstalls W
Apps the application from the mobile device

Shows the list of e-mail accounts after
Accounts Accounts selecting the Refresh Accounts / ]

Refresh Google Accounts option

Shows the list of contacts after
Contacts Contacts selecting the Refresh Contacts option *

. . Shows the list of set profiles after o

Profiles Profiles selecting the Refresh Profile List option " / -
History History Logs all device activity W / 3 /
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8.2. Mobile Devices Groups

The Mobile Devices Groups section allows the creation of groups according to
various needs. The search box also gives the end user the ability to more easily
find devices.

- Q@ @
.
Ttz @ Description: Descrption Test "
Devices
L
Q

Once the group is created, the end user can apply various policies to the newly
created group, available in the ,Groups of Mobile Devices" section in the MDM
Policies sub-menu.

p— q B° G e

est Phane test clear passward Create your own

Secnty Coment Secnty Comenc (s i Pokcywth you
Cntom Conent o ontnt
Cackon ol
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Unsupenvised Devices | | Double click an Tale to edt
Rt et T
@®  sonew Oupteate 2 eat ® Do
Policy (I0S type) Applies To
(@) Show Help
. 105 Mobibe Devices . Groups of Mabile Devices
Tt
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9. Manage iOS Devices

For each operating system (i0S, OS X and Android) different Device
Management features are supported and available. For iOS the different
management settings are stored as different profiles. One iOS device can have
multiple profiles stored on it.

9.1. Security Settings (Security Profile) on iOS

Enforcing the use of a password / passcode is the most important feature on any
device, company or individually owned. Protecting access to data on the device
is the first task to protecting your iOS devices.

Mobile Device Settings -~

General | Lock/Wipe  Network  Apps  Contacts  Accounts  CalendarEvents  History  History Locations
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9.1.1. Password / Passcode Setting on iOS Device
Mobile Devices > Security Policy > Set Security Policy

The following Settings can be applied for the password / passcode settings for an
iOS device:

e Simple Value - Example Password could be 1221
¢ Alphanumeric Password - Example could be 123A
¢ Min Password Length - Minimum number of digits

¢ Min Number of Complex Chars - Minimum number of complex
characters. Complex characters are for example: |@#$%&* etc.

e Max Password Age (days) - Number of days for which a user can use
the same password. After that the user is requested to change the
password to a new password.

e Max Time to Lock (minutes) - If iOS device is not used the device will
lock (request password to access again) after set number of minutes.

e Password History - When a new password is set a new password is
required. For example, if set to two, it means that after changing the
password the user cannot reuse a previously used password until he has
set two new passwords in the meantime.

e Grace Period (minutes) - Means the time a user has to make a change
to the password or to initially set a password after the device receives the
security policy.

¢ Max Failed Password Retries - Means the number a user can enter a
wrong password until the device will wipe all data and reset itself. In case
of reset, the device is wiping its entire data and is reset to a factory
default. All data on the device is erased and cannot be recovered.

9.1.2. Clear Passcode (No more password required)

Using the option “Clear Passcode” the current device password will be set to be
empty; hence the device can be unlocked without entering a password. This
feature can be helpful in case the device is damaged and a password cannot be
entered through the device itself.

9.1.3. iOS Device Hardware Encryption

When the password/code for an iOS device is set the iOS, device is automatically
using its built-in hardware encryption in order to protect data on the device in
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case it is lost or stolen. We recommend setting a complex password in the
security policy in order to have maximum protection.

9.2. Restrictions (Restrictions Profile) on iOS

Mobile Devices > Security Policy > Set Restriction Policy

In order to use an iOS according to a company policy the Endpoint Protector
Administrator can choose what options / features to allow to be used on the iOS
device or to be disabled.

Disabling an option / feature will result in the option / feature being disabled
from the iOS device. A practical example would be for the Administrator to
disable the use of FaceTime. After the restriction policy is received by the iOS
device, the FaceTime app icon and all FaceTime related options under Settings
are removed (see screenshots below). The iOS device user has no option
anymore to access or use the FaceTime feature.
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P

ail_orange % al_Orange =

& icloud > & icloud >
| ' Mail, Contacts, Calendars > Mail, Contacts, Calendars >
: Notes > : Notes >
| Reminders > | Reminders >
Phone > Phone >
ﬁ Messages > ﬁ Messages >
1% Maps > [@ FaceTime >

ﬁ Safari > T@ Maps >
J @ Satari >

‘ E‘ iTunas & Ann Stores > ‘
Left image, FaceTime disabled (missing) by policy. R/ght image, FaceTime enabled w:thout po//cy

9.2.1. The following iOS features can be restricted

e Allow installing apps
e Allow Siri
o Allow Siri while device locked
e Allow use of camera
e Allow FaceTime

e Allow screen capture
(making screenshots feature, holding home button and ON/OFF button to
capture screen)

e Allow Passbook while device locked
e Allow sync while roaming

e Allow voice dialing

e Allow In-App Purchase

e Require iTunes Store password

e Allow multiplayer gaming

e Allow adding Game Center friends
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9.2.2. The following Applications can be restricted

Restrict YouTube App (native iOS YouTube)
Since YouTube is not part of iOS 6 anymore this feature is only supported
for iOS 4 and iOS 5.

Allow iTunes

Allow Safari

Allow Safari Auto Fill
Allow JavaScript on Safari
Allow popups on Safari

Safari fraud warning

9.2.3. iCloud restrictions / Photo stream restrictions

iCloud is a service where almost all data on an iOS device is uploaded to Apple
Servers. Some companies might choose to restrict the use of iCloud due to
regulatory requirements, compliance requirements, data protection concerns or
simply privacy concerns.

Allow iCloud backup
Allow iCloud document sync
Allow photo stream

Allow shared photo streams
Disallow photo stream can cause loss of data that was part of photo
stream.

9.2.4. Security and Privacy Restrictions

Allow sending diagnostic data
Allow untrusted TLS certificate

Force encrypted backups (when backing up iOS device to a computer)

9.2.5. Content Rating Restrictions

Allow explicit content
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9.2.6. i0OS7 Restrictions

Allow fingerprint for unlock

Allow Lock Screen Control Center

Allow Lock Screen Notifications

Allow Lock Screen Today View

Allow managed docs in unmanaged Apps
Allow unmanaged docs in managed Apps
Allow OTA PKI updates

Limit ad tracking

9.2.7. Supervised Device Restrictions

Allow AirDrop

Allow Account Modification

Allow App Cellular Data Changes
Allow User Generated Siri Content
Allow changes to Find My Friends
Allow Host Pairing

Allow iBookstore

Allow Game center

Allow iMessage

Allow App Removal
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9.3. Remote iOS Lock of Device

Mobile Devices > Lock / Wipe > Lock Device

Mobile Device Settings

General Lock / Wipe Network Apps Contacts Accounts Calendar Events Histary History Locations

Lock
Lock: Lock Y
Wipe

Wipe: Phone v

The iOS device can be remotely locked. Clicking “Lock” will remotely lock the
device screen and require a password entry to unlock the screen. The current
password is kept in this case if the device is remotely locked.

The remote lock of a device works also in case of a device that has a SIM card
and the SIM card has been removed from the device. As long as the device has a
working internet connection, in this case over Wi-Fi the remote locking of the
device will still work as long as the lock command can reach the device.

9.4. Remote iOS Device Wipe (Device Nuke)
Mobile Devices > Lock / Wipe > Wipe Device Data

Mobile Device Settings Ps

General Lock / Wipe = Network  Apps  Contacts  Accounts  Calendar Events  History History Locations

Lock

The iOS device can be remotely wiped. A remote wipe will erase all data on the
device and reset the device to its factory default. To remotely wipe a device,
click "Wipe” and a confirmation message will ask to proceed if you are sure you
want to remotely wipe the device.



61 | Endpoint Protector - Mobile Device Management | User Manual

After a remote wipe the device is unmanaged. No more connection between the
iOS device and Endpoint Protector is possible after the remote wipe.

The remote wipe of a device works also in case of a device that has a SIM card
and the SIM card has been removed from the device. As long as the device has a
working internet connection, in this case over Wi-Fi the remote wipe of the
device will still work as long as the wipe command can reach the device.

A Note
All data on the device will be permanently lost. It cannot be recovered after a

remote wipe. Use this feature with caution and only as a last resort.

9.5. i0OS Disable Device Password / Passcode

Mobile Devices > Security Policy > Clear Password (No more password required)

The option “Clear Password (No more password required)” will disable the
password / passcode requirement for the iOS device. Unlocking the device
screen will be possible without a password entry.

9.6. Device Ownership
Mobile Devices >Device Settings > Device Ownership

Mobile Device Settings S

General | Lock/Wipe  Network  Apps  Contacts  Accounts  CalendarEvents  History  History Locations

assword Quality: No requirement. A Min Password Length: 0 ]
y q o

Max Failed Password Refries: 0

The option “Device Ownership” can be set to who is the rightful owner of a
device. Set it to “"Company” if the company has purchased the device for the
user or to “Personal” if the user has purchased the device and uses it for
business purposes. After a device is enrolled the default settings is set to
“Unknown”.
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9.7. Voice Roaming on iOS
Mobile Devices > General > Roaming

Roaming

foice Roaming:

The option “Voice Roaming” can be set to allow a device to have voice roaming
enabled while outside of range of the default cellular network. This setting can in
some cases also bed dependent on the cellular network provider. It might be
required depending on the cellular subscription if voice roaming has to be
activated first for the subscription before it can be enabled or disabled through
Endpoint Protector.

The option “Data Roaming” can be set to allow a device to have data roaming
enabled while outside of range of the default cellular network. This setting can in
some cases also be dependent on the cellular network provider. It might be
required depending on the cellular subscription if data roaming has to be
activated first for the subscription before it can be enabled or disabled through
Endpoint Protector MDM.

9.8. Profile Removal Policy for iOS Devices
Mobile Devices > Manage Device > Profile Removal Policy

Mobile Device Settings

General Restrictions Lock / Wipe Network Mail Apps Profiles History History Locations

Profile Removal Policy

Profile Removal Option: Always Allow

Allow with Password

Hever Allow

As described in the chapter 7.2.2 iOS and OS X Profile Protection Deletion
Passphrase before the profiles (settings) on an iOS Device can be protected with
a passphrase. In this option the passphrase can be changed to be a different one
than the one automatically generated and associated with the OTC. For the full
description of this option please consult chapter 7.2.2 i0OS and OS X Profile
Protection Deletion Passphrase.
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9.9. Refresh App List for iOS
Mobile Devices > Manage Device > Refresh
Mobile Device Settings

General Restrictions Lock / Wipe Network Mail Apps Profiles History History Locations

Filters v

Show 10 Vv entries

Name 4 Identifier

Showing 1 to 8 of 8 entries

[ unnsal [ vl

This function by clicking “Refresh” will ask the iOS device for a list of all the apps
installed on the iOS device. The list of all installed Apps is shown in Endpoint
Protector MDM at Mobile Devices > Installed Apps. If the user installs a new
application, the list of the installed apps will be updated next time when the
administrator will request the list of apps by pressing the “Refresh” button.
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9.10. Installed Apps on iOS

Mobile Devices > Installed Apps

The List of Apps installed on the iOS device lets the Administrator see what apps
users have installed on their devices. The list of apps installed on a device can
be requested from the iOS device and updated though the option “Get
Application List” as described in chapter 9.9

Excel | POF | CSV Show/Hide Columns Reload

0odaaoaadad §

Installed Apps on managed iOS devices can be pushed, uninstalled and managed
in different ways as described in the chapter 12 Mobile Application Management
(MAM) for iOS.

9.11. Refresh Profile List on iOS

Mobile Devices > Manage Device > Refresh Profile List

Filters v

Excel | POF | CSV Show/Hide Columns Reload

0odaaoaadad §

The Profile List of an iOS device will show you what profiles are currently
installed on the device. The list of installed profiles is shown here
Mobile Devices > Profiles.
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9.12. Profiles on iOS Devices Information

9.12.1. Mobile Devices > Profiles

Mobile Device Settings -~
Genersl  Restrictions  Lock/Wipe  Nebwork M Aops  Profiles  Hstory  History Locations
Filters v
Show| 19 ¥ | entries Exsl | POF | CSv | | Showide Columns | | Rekad
Name & Hdentifier Actions
Showing 0 £ 0 of § entries Prevous  Mext
D

The profiles installed on an iOS Device are listed in the “Profile” tab. The Profiles
installed on an iOS Device are always the enrollment Profile and possible
restriction or other profiles. The type of profile is shown in the “Profile
Description” column.

9.12.2. Remove Profile from iOS Device

From here the Endpoint Protector Administrator can also perform the remove
action of a profile by clicking on © “Remove Profile”. If a profile, e.g. a
Restriction Profile is removed, the associated restrictions from the iOS device are
removed. In case the Administrator want to unmanage a device, the Enrollment
Profile needs to be removed. After removing the enrollment profile the device is
no loger managed.

9.13. Manage Wi-Fi on iOS

Mobile Devices > Manage Wi-Fi

Mobile Device Settings -~
General Restrictions Lock / Wipe Network Mail Apps Profiles History History Locations
wiFi
SSID: Service Set Identifier (SSID Connect Automatically: [ on @}
Hidden Network: (@ o ] Security: WEP
Allow roaming providers: m = rd: P rd @
WiFi Enterprise
Enterprise Wifi: o @)
e fo o} pesn fo o}
EAP-FAST: (@ o ] EAP-SIM; (@ o ]
Use PAC f® o ) Provisionin g PacC f® o )
Provisioning PAC Anon: (@ oF ] Inner Identity: PaP
Username: Usename Per Connection Password: (@ o ]
User Password: User Password ® Outer Identty: Outer Identity
WiFi Hotspot
Hotspot 2.0 [ on @}

Domain Name: Domain Name Displayad Operator name: Displayed Operator name
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'WiFi Proxy
Proxy status: v @) Proxy Type: vanual
Proxy Username: Proxy Usermame Proxy Password: Proxy Password ®

Froxy Server Proxy Server Proxy Server Port: Proxy Server Port

The Endpoint Protector Administrator can apply wireless network (Wi-Fi) settings
to an iOS device. This can be used for iOS devices to automatically connect to a
Wi-Fi access point without having to manually add the settings on the device.

9.13.1. Wipe Wi-fi Settings

Wi-Fi Profile can be removed to wipe company Wi-Fi Settings while personal Wi-
Fi content remains untouched.

9.14. Manage Mail on iOS

Mobile Devices > Manage Mail

Mobile Device Settings -

lail | Apps  Profles  History  History Locations

Account Type

Dissble Address Syncing: (@ o ]

Ise only ir ]
coming st
S ot ot
- s =
- r - po— 5
outgeng E4at
Use ncorming settings: o @)
Exchange ActiveSync
e .
S e o ) Dissbl Recent 3l Syrcing: @ o }
n it @ s =
g Ackivayn Oarmain
-
Email Address: Email Address. Email Password: Email Password ®
Past Days of Mail to Sync: Unlimited

The Endpoint Protector Administrator can apply E-Mail settings to an iOS device.
This can be used for iOS devices to automatically use company e-mail accounts
and settings without having to manually add the settings on the device.

9.14.1. Wipe E-mail Settings

E-mail Profile can be removed to wipe company E-Mail Content and Settings
while personal E-mail accounts and content remain untouched.
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9.15. Manage VPN on iOS

Mobile Devices > Manage VPN

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

The Endpoint Protector Administrator can apply VPN settings to an iOS device.
This can be used for iOS devices to automatically deploy and use company VPN
settings and policies without having to manually add the settings on the device.

9.16. Manage APN settings on iOS

The Access Point Name (APN) defines the network path for all cellular data
connectivity. You can view or edit the APN for cellular data services on iPhone or
iPad, if your device uses a SIM card and you carrier allows you to edit the Access
Point Name.

k]
P
EI
]

To change the settings on the target device, complete the required fields. You'll
have to provide a name, access point username and password and proxy server
if needed. Pressing “Apply” will push the cellular settings to the device.
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9.17. Manage Cellular Settings on iOS devices

Cellular data is used for data communication in cellular networks. It doesn’t
affect your ability to make or receive phone calls or to use Wi-Fi networks for
Internet connectivity.

Mobile Device Settings ~

s SSID1230454549 0] Connact Automatelly: D
Sacurty: w

«©ID
o —_— [ m—

domainname.domain.com Displayad Oparator name: Oparator 1

oy Userame: User S — @

Pray Server: 102122121 Proxy Server Pork: [ 124

To change the settings on the target device, complete the required fields. You'll
have to provide a name, the authentication type, access point username and
password and proxy server if needed. Pressing “Apply” will push the cellular
settings to the device.
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9.18. App Lock on iOS devices

The App Lock feature can be used to lock a device so only one application, which
will be set from the server, can run on it. This feature is only available on
Supervised iOS 7 devices.

Mobile Device Settings ~

General | Restrictions | Lock/Wpe  Network  Mal  Apps  Profles  History  History Locations

nnnnnnnnnnn o of) coe
Sir while device lockad: [on o)) Camers: e
FaceTime Usage: on o) Screen Capture: coe
Passbook While Device Locked: coDe Sync while Roaming: e
e In-Agg Purchases: [ on @]i]
ane coe
ne e
[ o ol «coe
e e
e coe
[ o ol [ o of:]
e cxoe
Aoplica
YouTube Access: «coe sk on o]
Safari Access: [Con o):] Safari Auto Fil «coe
Javascript in Safaris [Con o)) Popups in Sefari Coe
aaaaaaaaaaaaaaaaaa e

If the list of existing applications on the device was never updated on the server,
it is @ must to press the “Refresh” button from the Manage Device section as
explained in paragraph 9.11, otherwise there will be no application listed in the
“App Identifier” dropdown. However, it is recommended to use “Refresh” each
time before the App Lock feature is used to refresh the available apps.

After interrogating the device for the available apps, it is possible to set some
further options which will define the usability of the application. Finally pressing
the “Apply” button will enforce the on the device.

9.19. History of iOS Devices Actions

Mobile Devices > History

In the “History” tab a record of actions sent to an iOS device are saved and the
corresponding results are shown as well. The result can be executed, error,
failed or pending.
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9.20. Contacts and Accounts Tab on iOS Devices
Mobile Devices > Contacts
Mobile Devices > Accounts

The tabs “Contacts” and “Accounts” have no functionality associated with them
for iOS and show “No Results”. This function is currently only supported for
Android devices.



10. Manage OSX Devices

For each operating system (i0S, OS X and Android) different Device
Management features are supported and available. For OS X the different
management settings are stored as different profiles. One OS X device can have

multiple profiles stored on it.

10.1. Security Settings (Security Profile) on OS X

Enforcing the use of a password / passcode is the most important feature on any
device, company or individually owned. Protecting access to data on the device

is the first task to protect your OS X devices.

Mobile Device Settings
General  Encyption  Lock/Wipe  Network  Mal  Apps  Profles  History

Permission Profile

oo rone 1

Profile Removal Palicy
Froiile Removal Option: Allow with Password v ®

N

Pazsverd History:

_
vior ity
No. Of Complex
s
Period (minutes):

—

—
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10.1.1. Password / Passcode Setting on OS X Device
Mobile Devices > Security Policy > Set Password Security Policy

The following Settings can be applied for the password / passcode settings for an
OS X device:

e Simple Value - Example Password could be 1221
¢ Alphanumeric Password - Example could be 123A
¢ Min Password Length - Minimum number of digits

¢ Min Number of Complex Chars - Minimum number of complex
characters. Complex characters are for example: !@#$%&* etc.

e Max Password Age (days) - Number of days for which a user can use
the same password. After that the user is requested to change the
password to a new password.

¢ Max Time to Lock (minutes) - If the OS X device is not used the device
will lock (request password to access again) after set number of minutes.

e Password History - When a new password is set a new password is
required. For example, if set to two, it means that after changing the
password the user cannot reuse a previously used password until he has
set two new passwords in the meantime.

¢ Grace Period (minutes) - Means the time a user has to make a change
to the password or to initially set a password after the device receives the
security policy.

10.1.2. OS X Device Hardware Encryption

When the password/code for an OS X device is set the OS X, device is
automatically using it’s built in hardware encryption in order to protect data on
the device in case it is lost or stolen. We recommend setting a complex
password in the security policy in order to have maximum protection.
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10.2. File Vault 2 Disk Encryption on OS X

With File Vault 2 you can encrypt the contents of your entire drive to help keep
your data secure using XTS-AES 128 encryption.

Mobile Device Settings ~

General | Encryption | Lock/Wipe  Network  Mal  Apps  Profiles  History

\\\\\\\\\\\\\

nnnnnnnnnnnnn

mmmmmm Password: J— ®

Here are some guidelines on how to use the File Vault 2 Disk Encryption:

The first step is to change the “File Vault” dropdown to “"On/Enable” status. Then
there are a few options that can be selected below. Let’s take a walk through
these buttons and see what each one means.

Defer Encryption - it will defer the encryption until the current user of the Mac
will log out.

Prompt user for missing info - in case the administrator did not set the
“Password”, it will prompt the user to complete, on the device, the missing info.

Create a personal recovery key - File Vault will create a personal key that can be
used in case the user password on the device is lost or forgotten, and access is
needed to the File Vault encryption.

Display the recovery key to the user - Before starting the encryption the
recovery key will be shown to the user, so the user can save it/note it
somewhere.

Use Keychain for institutional recovery key- An institutional key will be created
and saved at /Library/Keychains/FileVaultMaster.keychain

Output Path - the location on the device where the personal recovery key will be
saved

Username - must be an existing user that is already created on the target
device

Password - the password for the user.
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10.2.1. Disk Encryption Status

File Vault 2 Disk Encryption also has a Status field where it is possible to find
information such as the Encryption Status, if the Personal Recover Key was
defined or not and if the Institutional Recovery Key was defined or not.

10.3. Remote Lock of Device
Mobile Devices > Lock / Wipe > Lock Device

Mobile Device Settings

General  Encyption  Lock/Wipe = Netwok  Mal  Apps  Profiles  Histor

The OS X device can be remotely locked and a PIN can be set. Clicking “Lock”
will remotely lock the device screen and the user will have to enter the PIN to
unlock it. The PIN must be a four (4) digit number.

10.4. Remote OS X Device Wipe (Device Nuke)
Mobile Devices > Lock / Wipe > Wipe Device Data

Mobile Device Settings

General  Encyption  Lock/Wipe = Netwok  Mal  Apps  Profiles  Histor

The OS X device can be remotely wiped. A remote wipe will erase all data on the
device and reset the device to its factory default. To remotely wipe a device,

click *Wipe” and a confirmation message will ask to proceed if you are sure you
want to remotely wipe the device.

After a remote wipe the device is unmanaged. No more connection between the
OS X device and Endpoint Protector is possible after the remote wipe.

The “Find My Mac PIN” password protects the wiped device. After the device is
wiped it will be locked and cannot be used unless the PIN is entered.
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A Note
All data on the device will be permanently lost. It cannot be recovered after a

remote wipe. Use this feature with caution and only as a last resort, as all
existing user’s data will be wiped.

10.5. Device Ownership

Mobile Devices >Device Settings > Device Ownership

Ownership

Ownership: | Company v |
Unknown

The option “Device Ownership” can be set to who is the rightful owner of a
device. Set it to “"Company” if the company has purchased the device for the
user or to “Personal” if the user has purchased the device and uses it for
business purposes. After a device is enrolled the default settings is "Unknown”.

10.6. Profile Removal Policy for OS X Devices
Mobile Devices > General > Profile Removal Policy

Mobile Device Settings

General Restrictions Lack [ Wipe MNetwork Mail Apps Profiles History History Locations

Profile Removal Policy

Praofile Remaval Option: Alwizys Allaw v

As described in the chapter 7.2.2 iOS and OS X Profile Protection Deletion
Passphrase before the profiles (settings) on an OS X Device can be protected
with a password. In this option the password can be changed to be a different
one than the one automatically generated and associated with the OTC. For the
full description of this option please consult chapter 7.2.2 iOS and OS X Profile
Protection Deletion Passphrase.
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10.7. Refresh App List for OS X
Mobile Devices > Manage Device > Refresh
Mobile Device Settings
General Restrictions Lock / Wipe Network Mail Apps
Filters v

Show 10 V¥ entries

Name 4 Identifier

Showing 1 to 8 of 8 entries

T T

This function by clicking “Refresh” will ask the OS X device for a list of all the

Profiles History

History Locations

apps installed on the OS X device. The list containing all installed applications
will be shown at the “Installed Apps” section. If the user installs a new
application, the list of the installed apps will be updated next time when the
administrator will request the list of apps by pressing the “Refresh” button.
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10.8. Installed Apps on OS X

Mobile Devices > Apps

The list of Apps installed on the OS X device lets the Administrator see what
apps users have installed on their devices. The list of apps installed on a device

can be requested from the OS X device and updated through the option
“Refresh”.

e
Vs

.....

10.9. Refresh Profile List on OS X

Mobile Devices > Profiles > Refresh

Excl | POF | CSv || Show/Mide Columns | | Rekad

The Profile List of an OS X device will show you what profiles are currently
installed on the device. The list of installed profiles is

shown at
Mobile Devices > Profiles.

10.10. Profiles on OS X Devices Information
Mobile Devices > Profiles

Security Policy | | LockMWipe || Device Settings | | Manage Device,

Results

Profile Hame +

Profile Identifier Actions

Endpoint Protector Enroliment Profie.

ndpoint Protector com endpointprotector cloud ®e
1result [ s0[=] per page]
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The profiles installed on an OS X Device are listed in the “Profiles” tab. There are
two types of profile: the main Enrollment Profile and the restriction profiles. The
type of profile is shown in the “Profile Description” column. If a new profile is
installed on the device, the list of the installed profiles will be updated next time
when the administrator will request the list of profiles by pressing the “Get
Profiles List” button as described in paragraph 10.10.

10.10.1. Remove Profile from OS X Device

From here the Endpoint Protector Administrator can also perform the remove
action of a profile by clicking on © “Remove Profile”. If a profile, e.g. a
Restriction Profile is removed, the associated restrictions from the iOS device are
removed. In case the Administrator want to unmanage a device, the Enrollment
Profile needs to be removed. After removing the enrollment profile the device is
no loger managed.

10.11. Manage Wi-Fi on OS X

Mobile Devices > Manage Wi-Fi

Mobile Device Settings -~

1234587 B ConectAuomataly: Con o)
aaaaaaaaa CID Securty wep

low roami e CID - ® e
Wi Enterprise
Enterprise Wi o @)
s @ o) TS: (@ o )
o « e «@
BrAsT: = e =
Use P @ o ) Provsioning PAC @ o}
Provis < Anan: (@ o+ ] Inner Identity:

serer User Per Connecton Password o @)
O ® e e e ty: ty
Wi Hotspot

ek 2.0 «

domainnam: played Ope [

Wi Proxy
Brasy Status: o @) Proxy Type:

mmmmmmmmmm Prowy Username Prexy Passuerd: Proxy Password ®| o

Proy Server: Proxy Serves Proxy Server Port:

The Endpoint Protector Administrator can apply wireless network (Wi-Fi) settings
to an OS X device. This can be used for OS X devices to automatically connect to
a Wi-Fi access point without having to manually add the settings on the device.

10.11.1. Wipe Wi-fi Settings

Wi-Fi Profile can be removed to wipe company Wi-Fi Settings while personal Wi-
Fi content remains untouched.
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10.12. Manage Mail on OS X
Mobile Devices > Mail

Mobile Device Settings ~

General  Encryption  Lock/Wipe  Network | Mail | Apps  Profles  History

count 1 account Type: FoP

Disble Aderess Syneings o @)

E-mail Ac
36 Do
Jor M "o @)
[ o o)

Usermame:

The Endpoint Protector Administrator can apply E-Mail settings to an OS X
device. This can be used for OS X devices to automatically use company e-mail
accounts and settings without having to manually add the settings on the device.

10.12.1. Wipe E-mail Settings

E-mail Profile can be removed to wipe company E-Mail Content and Settings
while personal E-mail accounts and content remain untouched.

10.13. Manage VPN on OS X

Mobile Devices > Network

[— S
ot o=
[ o @] hared Secret: red Seer
Ve Broxy
mmmmmmm [ @) oy Type:
eramer | Useam ot [ e ol e

The Endpoint Protector Administrator can apply VPN settings to an OS X device.
This can be used for OS X devices to automatically deploy and use company VPN
settings and policies without having to manually add the settings on the device.
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10.14. History of OS X Devices Actions

Mobile Devices > History

In the “History” tab a record of actions sent to an OS X device are saved and the
corresponding results are shown as well. The result can be executed, error,
failed or pending.



11. Manage Android Devices

For each operating system (i0OS, OS X and Android) different Device
Management features are supported and available. For Android the different
management settings are enforced by the EPP Client on the Android device.

11.1. Security Settings (Security Profile) on Android

Enforcing the use of a password / passcode is the most important feature on any
device, company or individually owned. Protecting access to data on the device

is the first task to protecting your Android devices.

Mobile Device Settings
Network Apps Contacts Accoun its Calendar Events History History Locations.
B

Min Passwrord Length:

General  Lock [ Wipe

M Failad Passrord Rebies:

vt PP
i3 |
¥

The current Security Policy (if any) will be shown on under ,, Current Security

Policy™.
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11.1.1. Password / Passcode Setting on Android Device

Mobile Devices > Security Policy > Set Security Policy

The following Settings can be applied for the password / passcode settings for an
Android device:

e Password Quality - The following settings can be chosen from:
o No requirement
o Any
o Numeric
o Alphanumeric
o Complex
¢ Min Password Length - Minimum number of digits

¢ Max Time to Lock (seconds) - If Android device is not used the device
will lock (request password to access again) after set number of seconds.

e Max Failed Password Retries —Means the number a user can enter a
wrong password until the device will wipe all data and reset itself. In case
of reset, the device is wiping its entire data and is reset to a factory
default. All data on the device is erased and cannot be recovered.

e Ask User to change password - Checking this option will prompt the
device user to change from current password to a new password.

To apply the password Policy to the device, make the selection and click “Apply”.
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11.1.2. Device Password

Mobile Devices > Security Policy > Device Password

Mobile Device Settings -

General | Lock/Wipe  Network  Apps  Contacts  Accounts  CalendarEvents  History  History Locations

PossvordQualty: | Mumerc v Win Password Length: ) ]

M Tima To Lock (s20): 10 M Fadlat Passnrd Retriss

Ownership

The Administrator can set a password and send it to the Android device. This is
helpful in case a user has forgotten the device password or the device screen
does not accept user input and the device password has to be changed or set to
zero.

To apply the device password to the device, make the selection and click “Set”.

11.1.3. Android Device Hardware Encryption

When the password/passcode for an Android device which has Android Version
4+ is set the Android device is automatically using its build in hardware
encryption in order to protect data on the device in case it is lost or stolen. We
recommend setting a complex password in the security policy in order to have
maximum protection. Earlier Android devices with older versions of Android do
not offer this functionality.
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11.2. Request Storage Encryption

The administrator can request the Android device’s owner/user to encrypt the
storage of the device by pressing “Enable Encryption”.

Mobile Device Settings -

General | Lock/Wipe  Network  Apps  Contacts  Accounts  CalendarEvents  History  History Locations

nnnnnnn
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Location

A message on the device will request the encryption. The request must be
accepted, then the encryption type must be chosen (quick or normal). The
encryption can be started only if the following requirements are met:

e Complex password to be set
e At least 80% battery remaining on the device

After these steps the encryption will start and the device cannot be used until
the encryption is finished.

A Note

The data on the SD Cards will not be encrypted!

11.3. Remote Android Lock of Device
Mobile Devices > Lock / Wipe > Lock Device

Mobile Device Settings ~

Genersl  Lock/Wipe ~ Network  Apps  Contats  Accounts  CalendarEvents  History  History Locations
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The Android device can be remotely locked. Clicking “Lock” will remotely lock the
device screen and require a password entry to unlock the screen.

The device can be locked with the current password being kept “Lock Device
Screen (Keep Current Password)” or alternatively be locked with a random
password if selected “Strong Password Lock (Set Random Password).

The remote lock of a device works also in case of a device that has a SIM card
and the SIM card has been removed from the device. As long as the device has a
working internet connection, in this case over Wi-Fi the remote locking of the
device will still work as long as the lock command can reach the device.

The Android device can be remotely wiped. A remote wipe will erase all data on
the device and reset the device to its factory default. To remotely wipe a device,
click *Wipe” and a confirmation message will ask to proceed if you are sure you
want to remotely wipe the device.

Additionally, to wiping the data on the actual device the option to “Include SD
Card” can be selected to also wipe the data on an SD Card in the device.

After a remote wipe the device is unmanaged. No more connection between the
Android device and Endpoint Protector is possible after the remote wipe.

The remote wipe of a device works also in case of a device that has a SIM card
and the SIM card has been removed from the device. As long as the device has a
working internet connection, in this case over Wi-Fi the remote wipe of the
device will still work as long as the wipe command can reach the device.

A Note

All data on the device will be permanently lost. It cannot be recovered after a
remote wipe. Use this feature with caution and only as a last resort.

The SD Card in an Android device can be remotely wiped using this feature. To
wipe the SD Card click "Wipe SD-Card”.
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11.4. Device Ownership
Mobile Devices >Device Settings > Device Ownership

Mobile Device Settings ~

General | Lock/Wipe  Network  fApps  Contacts  Accounts  CalendarEvents  History  History Locations
Password
PaswodQualty: | MNorequirement v Min Passuiord Lengthe o B

M Tire To Lock (sec): 0 Max Failed Password Retries:

The option “Device Ownership” can be set to who is the rightful owner of a
device. Set it to “"Company” if the company has purchased the device for the
user or to “Personal” if the user has purchased the device and uses it for
business purposes. After a device is enrolled the default settings is set to
“Unknown”.

11.5. Android Device Location Settings
Mobile Devices >Device Settings > Device Location Settings

Mobile Device Settings -~

General | Lock/Wipe  Network  Apps  Contats  Accounts  CalendarEvents  History  History Locations

Password

Password Quality: No requirement v Win Passriord Length: o @

Max Time To Lock (sec)e o Max Fadled Password Retries:
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These settings impact the acuaracy of the location data used to locate an
Android device.

11.5.1. Location Accuracy Fine on Android

The setting “Location Accuracy Fine” unchecked relies on data from WiFi or
triangulation. Checked “Location Accuracy Fine” will rely on GPS data.

11.5.2. Location Cost Allowed on Android

The setting “Location Cost Allowed” will send location data even if device is
outside of the regular network.
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11.6. Manage Wi-fi

This feature will enable or disable the Wi-Fi on the Android device.

Mobile Device Settings A
Generl  Lock/Wipe | Natwork  Apps  Contas  Accounts  CalendarEvents  History  History Locations
wiri
ssip sz ] onmect Automstics s [on @)
Hidden Netnork: [ on ) Security wEp
Passniords | erenen] | [ ‘ =

Note! Make sure that you have a valid internet connection (other than Wi-Fi)
otherwise the communication between the EPP Server and the Android devices
will not be possible!

11.7. Manage Bluetooth Camera

This feature will enable or disable the Bluetooth and camera on the Android
device.

Mobile Device Settings -
General | Lock/Wipe  Network  Apps  Contacts  Accounts  CalendarEvents  History  History Locations
uuuuuu rd
Password Quaity | MNorequirement v Min Pazeword Length: o []

Max Failad Passord Retris:

nnnnnnnnnnnnn (@ o )

11.8. Refresh Google Accounts for Android

Mobile Devices >Manage Device > Accounts
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Mobile Device Settings
Generl  Lock/Wipe  Network  Apps  Contacts  Accounts  CalendarEvents  History  History Locations
Filters v
Excel POF csv Showi/Hide Columns Reload

Show| 10 v |entes

Name

Showing 0 to 0 of O entries

Clicking “Refresh” will get the list of accounts registered on the Android device.

11.9. Refresh App List for Android

Mobile Devices > Manage Device > Apps > Refresh

Mobile Device Settings
General  Lock/Wipe  MNetwok ~ Apps  Contacts  Accounts  CalendarEvents  Hitory History Locations
Filters ~
Show| 10 ¥ |entries Excel | POF | CSV | Show/HdsCobmrs | Relosd
tame 1dentifie ersion s status Actions
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- — — = 122 i o
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Shawing 1 b 10 of 185
Uninstall Refresh

This function by clicking “Refresh” will ask the Android device for a list of all the
apps installed on the Android device. The list of all installed Apps is shown in

Endpoint Protector MDM at Mobile Devices > Apps

11.10. Manage Calendar Events

Through this feature it is possible to manage Calendar Events for Android
devices. The list of the existing events can be updated by pushing the “Refresh”

button.
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Mobile Device Settings -~
Lock [Wipe  Metwork  Apps  Contacts  Accounts | Calendar Evemts  History  History Locations
Filters v
show 10 v entries EBxcel | PDF | CSV Show/ide Columns Relosd

Title 4 Calendar Name Start Date End Date Whole Day Location Alarm Set Status Actions

Showing 0 to 0 of 0 eniries Previous | Next

11.11. Installed Apps on Android

Mobile Devices > Installed Apps

The List of Apps installed on the Android device lets the Administrator see what
apps users have installed on their devices. The list of apps installed on a device
can be requested from the Android device and updated though the option “Get
App List” as described in chapter 11.9.

Mobile Device Settings -~
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In future versions of Endpoint Protector MDM more features for managing apps
on iOS Devices will be introduced.

11.11.1. Removing Installed Apps on Android

The Endpoint Protector Administrator can send an action to the Android device

and ask the device to remove the app from the device. By clicking the Y
~Remove App" button the request is sent to the device. The Android device will
now show the user that the device is supposed to be removed. The user can
oppose removal and simply deny this. In this case the Administrator should send
another request for removal. Due to the Androids Operating System, in the
current scenario the App cannot be forcefully unistalled.
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11.12. Get Contacts on Android

Mobile Devices > Contacts

The tab “Contacts” lists all contacts that are saved in the address book of an
Android device.

To retrieve the list of contacts on the device the Endpoint Protector
Administrator can request the list by clicking “Refresh” under the option
Mobile Devices > Manage Devices > Refresh.

Mobile Device Settings
General  Lock/Wipe  Network  Apps  Comtacts  Accounts Calendar Events History  History Locations
Filters v

Show| 10 v | entries Excel | POF | CSV ‘Show/Hide Columns Reload

Hame 4 Phone Numbers E-mail Addresses Actions

Showing 0 to 0 of 0 entries

Download (VCF) Refresh

Also the download of contacts in a .vcf file format is possbile by using the
selection boxes and the ,Download (VCF)" button.

11.13. History of Android Device Actions

Mobile Devices > History

In the “History” tab a record of actions send to an Android device are saved and
the corresponding results is shown as well. The result can be executed, error,

failed or pending.

Mobile Device Settings

Genersl Lok /Wipe  Netwok  Apps  Contacts  Accounts  CalendarEvents  History  History Locations

Filters v
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11.14. Manage Wi-Fi, Manage Mail, Profiles on
Android

Mobile Devices > Manage Wi-Fi
Mobile Devices > Manage Mail

Mobile Devices > Profiles

The tabs “Manage Wi-Fi”, “Manage Mail” and “Profiles” have no functionality
associated with them for Android and show “No Results”. This function is
currently only supported for iOS devices.



12. Mobile Application

Management (MAM) for iOS

The Mobile Application Management (MAM) feature in Endpoint Protector for iOS
gives the Endpoint Protector Administrator the power to push Apps from the App
store on managed iOS devices. The feature in the current version supports paid
and free apps listed on iTunes App Store. (The feature supports paid and free
apps listed on iTunes App Store and enterprise apps that are developed “in-
house”) Mobile Apps can be managed under the following option
Mobile Device Management > iOS App Management.
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12.1. Adding Apps to your Managed Apps Catalog

To add Apps search for the App in the iTunes App Store directly in the Endpoint
Protector interface.

12.1.1. Searching for Apps

Searching for Apps is possible by entering the name of the App or by directly
entering the App ID of an App (e.g. the App ID for the EPP MDM iQOS App is
id570954584). The App ID is stated in the URL of an app when viewing the app
details in a web browser

(e.g. https://itunes.apple.com/us/app/epp-mdm/id570954584.

For either type of search selects “Using search term” or “Using iTunes App ID”.
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12.1.2. Adding Apps to Managed Apps Catalog

To add an App to your Managed Apps Catalog, select the App from the “Search
Results” and click “Add selected Apps”.
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12.1.3. Adding ,Enterprise Apps" to Managed Apps Catalog

You can add applications developed ,in-house" by clicking on the ,Add Enterprise

App" button.
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You will have to enter the required details in the pop-up window.
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12.2. Editing App Management Options
Managed Apps options can be modified by selecting “Edit App”.
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Management Options for this App

Remove app when MDM profile is removed:

Prevent backup of the app data:

The options for managed Apps are:

@ '

@

¢ Remove app when MDM profile is removed
if this management flag is set the managed App and all its associated
data/content with it, will be removed if the iOS device becomes
unmanaged, either if the Endpoint Protector administrator unmanages the
device or if the device user is unmanaging the device by removing the

device enrollment profile.

¢ Prevent backup of the app data
if this management flag is set the managed Apps associated data/content
will not be backed up in case the device is synced or backed up with

iTunes.
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12.3. Managed Paid Apps

Paid Apps require purchasing license keys through the Apple Volume Purchase
Program. The licenses (which Apple calls Redemption Codes) can be purchased
here: https://vpp.itunes.apple.com.

This option is available in the Endpoint Protector interface only for paid apps
when selecting “Edit App” under the point “Import Redemption Codes”.

After redemption codes have been purchased from Apple they need to be
introducted through copy/pasting the redeption codes into the Endpoint
Protector interface under the option “Edit App” > Import Redemption Codes.
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After adding the redemption codes click “"Save”. The saved redemption codes will

be listed under “Edit App” > Redemption Codes.

ENDPOINT
PROTECTOR

hase Redemption Codes from the Apple Volume Purchase Program . Copy the codes here:

Mabile Device Management

Q &£ @ e
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Actions
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All redemption codes show their status either as available or used in case they
have been used, meaning a code was used when a paid app was pushed to a

device which did not alreay have this paid app installed.

Additionally the number of total and still available (not yet consumed)
redemption codes is shown in the column “Codes” in the list of "Managed iOS
Apps”. In the example below 10/10 meaning ten of ten codes are available.

Manage 105 Apps
05 lcon  Title v Vendor Version  Description Price. Codes  ficategory Flags  iPhone  iPad  Actions
& WhatsApp Messenger WhatsApp Inc. 287 WhatsApp Messenger is a cross-platform smartphone messenger currently ossusoff o0 Social Networking I E®
& L iBooks Apple Inc. 34 iBooks is an amazing way to download and read books. iBooks includes t Free ook ¢ v 2
&« BB cerrvom CoSoSys 1006 Endpoint Protector Mobile Device Management provides complete i0S ente. Free tifies 4 v F®
& PY  adobeReader Adobe Systems, Inc 1052 Adobe® Reader® s the free, trusted leader for reliably viewing and Free Business I v F®

dresults [ 10[+] perpage]
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12.4. Pushing Apps to iOS Devices

The list of Managed Apps is available when viewing the details about any
managed iOS device in the tab “Apps”.
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Only Apps that have been added to the Managed App Catalog are displayed in
this tab.

To push an app to a managed device, click the & icon. A message will show that
the app has been pushed to the device.

After the app has been pushed to the device the user is prompted to install the
app and to provide the iTunes account password associated with the device.

Apps can also be pushed from MDM policies "“Manage Apps” tab.
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12.4.1. Update Managed Apps / Changing Settings

In case a newer version of an app is available you can update it using the same
steps as when pushing a new app to a managed device. In case an update is
pushed the user will be prompted to update the app. In case of paid apps, no
new redemption code is consumed during this process.

App Update

The server
“cloud.endpointprotector.com” is
about to update the app “TED” from
the App Store.

—
Cancel Update

12.5. Removing Managed Apps from iOS Devices

All installed Apps on a managed iOS device are displayed in the tab “Installed

Apps”.
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To remove an app, click the @ icon and the app will be deleted from the
managed iOS device. When a managed app is removed on the device the device
user is not asked to confirm the removal of the app.



13. Android App Management

The Mobile Application Management (MAM) feature in Endpoint Protector for
Android gives the Endpoint Protector Administrator the power to push Apps on
managed Android devices. The feature in the current version supports “in-house”
apps. Mobile Apps can be managed under the following option
Mobile Device Management > Android App Management.
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13.1 Adding Apps to your Managed Apps Catalog

To add Apps in the Catalog, push the “Add Android App” button, and complete
the required fields. The administrator must make the application available on the
internet (if it isn’t already), then the corresponding link must be entered in the
“App Link” field.
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13.1. Editing App Management Options

Q@

Managed Apps can be modified by selecting “Edit App” or they can be deleted by

pressing the “Delete” button.

Android Apps
os Title = Vendor Version Description Actions
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13.2. Pushing Apps to Android Devices

The list of Managed Apps is available when viewing the details about any
managed Android device in the “Apps” tab.

o
PRoTECTOR s Q@ 8-

Map Satellite

Only Apps that have been added to the “Android App Management” tab are
displayed.

To push an app to a managed device, click the & icon. A message will show that
the app has been pushed to the device. Multiple applications can be sent by
pressing the “Push all selected apps” button.

Apps can also be pushed from Android policies’ *“Manage Apps” tab.
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13.3. Removing Managed Apps from Android Devices

All installed Apps on an Android device are displayed in the “Installed Apps” tab.
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To remove an app, click the © icon and the app will be deleted from the Android
device. When a managed app is removed on the device the device user is not
asked to confirm the removal of the app.



14. Policy Builder for iOS,

OSX or Android Devices

The Policy Builder for i0S, OS X and Android devices is located under
Mobile Device Management > MDM Policies.

The advantage of using an MDM Policy is that for a large number of devices the
policy can be changed simultaneously.

14.1. Create a Policy for iOS, OS X or Android Devices

To create a new MDM Policy, click on “Add New” and then select for what
operating System the Policy should apply. Choose between i0S, OS X and
Android.
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Give the policy a name and a description that will help you later administering
your devices easier.

Policies are based on device operating system.

Make the settings for the policy you require. For each operating system different
options are available to be set in the policy.

Policy Device Type: @i0s @) Android
Policy Information ) |
Policy Name: Test MDM Palicy
Policy Description: TestMDM Policy description
08 Version: @ i0S6andolder @ i057 and newer
Supervised Devicss: No @ Yes
Security Policy | Device Setfings | Manage Device | Manage WiFi | Manage Apps
Set Security Policy Clear Password (o more password required) ~ Set Restriction Policy
Simple Value: [C]  This feature wil reset the current device passwordto  All: =
be empty; hence the device can be unlocked without .
Alphanumeric Password ] Emmp;va raseword Device Functionality Applications {057 Restrictions
Min Password Length o Allows instaling apps: [  Allow YouTube: [ Alow fingerprint for uniock B
Allow Siri [ Alow unes: [ alow Control Center on Lock Screen: [
Min Number Of Complex Chars: 0
Enable/Disable: E Atow siri whie device locked [ Allow Safari [ Allow Lock Screen Notifications: [}
1ax Password Age (days): 0 Allow Use of camera: [ Alow Safari Auto Fil [ Alow Lock Screen Today View o
Max Time To Lock (minutes): 0 Allow FaceTime: [[]  Allow javascript on Safar [ Alow managed docs in unmanaged Apps: [ 3
Allow screen capture: [  Alow popups on Safari: [ Alow unmanaged docs in managed Apps: [
Password History: 0
Allows Passbook while device locked [F]  safari fraud warning [ Allow OTA PKi updates: m
Grace Period (minutes): 0 Allows sync whik roaming: [0 icloud Limit ad tracking B
1ax Failed Password Retries: 0 Allow: vaice dialing [ Alow iCloud backup. 1 supervised bevices Restrictions
Alow In-App Purchase: [F]  Alow iCloud document sync: [ Alow AiDrop ]
Enable/isable: o
Requirs MTunes Store password: [F]  Allow photo stream: [ alow Account Modification: ]
Alow multiplayer gaming [[]  Allow shared photo sireams: [0  alow App Celular Data Changes: =
Alow adding Game Cnter frisnds: [7] Security and Privacy Allow user generated Siri content =]
Allow sending diagnostic data O Alow changes to Find My Frisnds o
Allow untrusted TLS certificate: O atow Host Pairing: B
Force encrypted backups: B atow Bookstore: =
Content Rating Allow Game center: )
Allow explicit content
v a Allow iMessage: ]
Allow App Removal: =
& Save = Back dl

After you made the settings to the Policy click “Save”.

A Note
If you select “"iOS7 and newer” as your Operating System version but

actually the devices Operating System is older than i0S6, the i0OS7
Restrictions and Supervised Devices Restrictions won't be sent to the device.
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14.2. Assigning Devices to Policy

After you created an MDM Policy you can assign devices to the policy by
selecting them under “Policy (OS type) Applies To”

Policies
@ Show Help

R&D Policy TestPolicy Android Devices Creal

Custom Content Custom Content Security Content Create ne
ov
Devices Update Custom Content

Click on
Devices Update

Double di

@ Add New Dupiicate Edit

Policy (i0S type) Applies To

@ Show Help

n i0S Mobile Devices
0 ———

[ Pad 1
iPhone ===

mor==iPhone

Q Search... <
A Al

G Save @ @ Save and Apphy @ Apphy

You can save your selection of devices by clicking “Save”. The “Save” option is
not yet applying the settings from the policy to a device. Only after you click

“Apply” or “"Save and Apply” the policy will be applied to the devices included in
the policy.



15. Unmanage a Mobile

Device / Uninstall App

In case that a mobile device must no longer be remotely managed/controlled,
Endpoint Protector the user (depending on rights) and Endpoint Protector
Administrator can uninstall / unmanage the mobile device. The uninstall/
unmanage process for Android and iOS/ OS X mobile devices is different.

15.1. iOS and OS X Device Unmanage by Administrator
(over-the-air)

To unmanage an iOS or OS X device the Endpoint Protector Enrollment Profile on
the i0S/ OS X device has to be removed. The Endpoint Protector Administrator
can remove the profile by following the removal of profile information described
in paragraph 9.14.1 (i0S)/10.11.1 (OS X). To unmanage a device it is important
that the Endpoint Protector Enrollment Profile is removed. After removing of the
Enrollment Profile the device status as described in chapter 8.1 Mobile Device
Status will change to “MobileProfileRemoved”.

15.1.1. i0S Uninstall / Unmanage by User (on Device)

To unmanage an iOS device, the Endpoint Protector Enroliment Profile on an iOS
mobile device must be removed. Go to Device Settings -> General and select
the Endpoint Protector Profile. The next displayed window will contain the option
to "Remove” Endpoint Protector from the mobile device.

A Note
Although the uninstallation can be performed by the user, the Administrator

will also be notified about the removal of the Endpoint Protector Enroliment
Profile.
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15.1.2. OS X Uninstall / Unmanage by User (on Device)

To unmanage an OS X device, the Endpoint Protector Enrollment Profile on an
0OS X mobile device must be removed. Go to System Preferences ->Profiles and
select the Endpoint Protector Profile and choose to remove it.

A Note
Although the uninstallation can be performed by the user, the Administrator

will also be notified about the removal of the Endpoint Protector Enrollment
Profile.

15.2. Uninstall iOS EPP MDM app

To uninstall the EPP MDM i0OS app the user of the iOS device can uninstall it by
pushing the EPP MDM app icon for two seconds and then deleting the app by
clicking (x).

15.3. Android EPP Client App Uninstall / Unmanage
Android Device

To uninstall EPP Client App on an Android Mobile Device, the user needs to
disable the Device Administrator role from Device Settings.

To uninstall the EPP Client App follow these steps:

1. Go to “Settings” on your Android device and select “Security”.

'@ Settings

® Location services
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n Language and input

dack up and reset
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2. In “Security” select ™

P w4 W6

ﬁl Security

Pasmwords

Device administrators” and click on it.

h
Unvice pdministmtion

I Device administrators I

View or dsable device administratons

Unknow

Cradential storage

dentials
Install fram device storage

Clear credentials

3. Select “"EPP Device Admin” and click “"Deactivate”.

- wd. .l B 6
@ Dievice administraiors @ Device administraior
W™ EFP Device Admin [""]

EPP RAD Cliert

‘ EPF Device Admin

Erase all data

1ge the screen-unlock

Set password rules

Monitor sereen unlock
attempts

Lock screen
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4. A pop-up will appear saying that the “EPP Server will be notified”. To
continue click "OK”. A message saying “"EPP Client Device Admin disabled”
will appear.

EFP Server will be notified!

EPP Clierst: Dewice Ademins digsbiled!

5. Now go to the “Application” menu on your Android device and locate “"EPP
Client” in the list of Applications. Click on “EPP Client”.

@ Settings @ Applications

o Sound S
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Facebook
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6. Click on “Force stop” and confirm the warning with “OK",

. w4 B

@ App info

. EPF Client

Foroe siop Uranstall

A\ Force stop?

4

7. Now select “Clear data”.

@ App info

. EPF Client

Uranaiall

Clear data
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8. Now click “Uninstall” and confirm with "OK” the question if EPP Client
should be uninstalled.

4
wl W

'Iﬁl App info

. EPF Client

P Epp

EFP Client

Uranatall

9. A message will indicate “Uninstall finished”, that the EPP Client was now
uninstalled from the Android device. Click “OK” and the process is
finalized.

F2 EPP Client

A Note

Although the uninstallation can be performed by the user, the Endpoint

Protector Appliance will also be notified about the removal of the Android EPP
Client App.




16. Support

In case additional help, such as the FAQs or e-mail support is required, please
visit our support website directly at http://www.endpointprotector.com/support/.

You can also write an e-mail to our Support Department under the Contact Us
tab from the Support module.
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One of our team members will contact you in the shortest time possible.

Even if you do not have a problem but miss some feature or just want to leave
us general comment, we would love to hear from you. Your input is much
appreciated and we welcome any input to make computing with portable devices
safe and convenient.


http://www.endpointprotector.com/support/

17.Important Notice /

Disclaimer

Security safeguards, by their nature, are capable of circumvention. CoSoSys
cannot, and does not, guarantee that data or devices will not be accessed by
unauthorized persons, and CoSoSys disclaims any warranties to that effect to
the fullest extent permitted by law.

© 2004 - 2019 CoSoSys Ltd.; Endpoint Protector, My Endpoint Protector are trademarks
of CoSoSys Ltd. All rights reserved. Windows is registered trademark of Microsoft
Corporation. Android is registered trademark of Google Inc. Macintosh, Mac OS X, iOS,
MacBook, are trademarks of Apple Corporation. All other names and trademarks are
property of their respective owners.



