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1. Getting Started

1.1. Introduction

This manual gives a short guidance for using Endpoint Protector Server AMI with
AWS, as an Amazon EC2 instance.

For information about the general use of Endpoint Protector and its features,
please consult the Endpoint Protector 4 User Manual.

1.2. Obtaining the EPP AMI on AWS

Endpoint Protector is not generally available in the AWS Marketplace. In order to
obtain the AMI, follow the below steps:

1. Fill in the Amazon EC2 Instance request from our website.

Amazon EC2 Instance

Name=

Company e-mail*
Phone

AWS Account no. *

Region and Availability Zone -

Submit Request


https://www.endpointprotector.com/products/endpoint-protector-on-amazon-web-services-aws
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2. After receiving a replay from an Endpoint Protector Representative, log into
your AWS account.

3. Go to Services: EC2 > Select your region.

4. Go to Images: AMIs > Choose the Private images type and enter in the
search field: Endpoint Protector.

These steps will display the Endpoint Protector AMI as seen in the below
screenshot.

(2] 1to10f1

v Support >
[ Actions v
oo | o %0
Protector

@  Neme ne  « AMIID - Source ~ Owner - Visibility -~ Status - Creation Date « Platform ~ RootDevice 1+ Vinualization ~

456452 Private available May 31, 2016 at 10:2424 AM..  Other Linux ebs hvm

@  Endpoint Protector 4 4.1.0 Vitual Appliance Endpoint Prote

Image: ami-4t64b52c

Details | Permissions  Tags

@ Feedback Q English

1.3. Licensing the Endpoint Protector AMI for AWS

Endpoint Protector is a Bring your Own License (BYOL) Instance. This means that
you are paying Amazon for running the instance and then import the license
previously purchased from CoSoSys or from any CoSoSys Partner.

Licensing Endpoint Protector with AWS has the same fee as licensing the
Endpoint Protector Virtual Appliance. To purchase a license please contact your
CoSoSys Distribution Partner or sales@cososys.com.



http://www.endpointprotector.com/partners/locate_partner
mailto:sales@cososys.com
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1.4. Setting up the EPP4 EC2 Instance

Please follow the below steps for setting up the EPP4 EC2 instance.

1. After finding the EPP4 AMI, select it, right-click on it and choose “Launch
Instance” from the menu. This will launch the “"Request Instance Wizard”.

(

Private images v ()  search - Endpoint Protector

ami-

image: Deregister
Rogister New AMI

etaiis  PermissiondK AR
Modify Image Permissions
AJHEDR Tags
B Moty Boot Volume Setting

- AMIID - Source

« Visibility  ~ Status Creation Date - Platiorm

Private availsble May 31, 2016 at 102424 AM.. Other Linux

44.1.0 Vinual Appilance

o % 0

2] 1to10f1

- RootDevica 1= Virtualization

ebs twm

_}_}-!

® Feedback @ English

2. Choose an instance type, the region (the availability zone) and click “"Next”.
For any question that you have in choosing the instance type best fitted for your

needs, please contact support@endpointprotector.com.

| 2.Choose instance Type gueinstance 4 AddStorage 5. Taginsiance 6. Contgure Secuity Group

Step 2: Choose an Instance Type

Filterby: Allinstancetypes ¥  Curentgeneration ~ ShowiHide Columns
Currently selected: 2 micro (Variable ECUS. 1 ¥CPUS. 2.5 GHz. Intel Xeon Famiy, 1 GIB memory, EBS only)
Family Type . vePUs (i - Memory (GIB)
Seneral purpase 2 nano 1
] General purpose 2. 1

farge
4 larg

9 4

4. 2x1as 8

16

40

@ Feedback @ English

Instance Storage (GB) (i

EBS.Optimized Available (i

EBS only

EBS only

wee Hiah ot
cancer  provious ([ EEECIREIEIIY | next: contigure nstance Detais

u the flexibilty to choose the appropriate mix of

Network Performance (i

ow to Moderate

Low to Moderate



mailto:support@endpointprotector.com
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3. The instance details do not require any adjustments. Simply click "Next”.

Step 3: nstance Details

ur requirements. You can launch multiple in

tances 10 take advantage of the lower pricin

g, assign an access managemen

Number of instances (i 1

Purchasing option (j

Network (§

Subnet

Auto-assign Public IP

1AM role

Shutdown behavior (j

Enable termination protection

Monitoring (i

Tenancy

v Advanced Details

User data

2
z

nput is akready base64 encoded

® Feedback @ Engish

4. The Storage Device Configuration does not require any changes. Continue by
clicking “Next”.

Step 4: Add Storage

Volume Type (i Device (i) Snapshot (i Size (GIB) (1) Volume Type (i 10PS (i :;:z's‘)""f”' Delete on Termination (i) Encrypted (i
devisaal  snap-cra2re3n 100 General Purpose SSD (GP2)  v| 300/3000 NA v Not Enerypted

Add New Volume
-an get up 1o 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier ebgibilty and

Cancel | Previous [CETISEUEIRWLINRI Next: Tag Instance

® Feedback @ English
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5. After adding the tags as you consider, click *Next”.

Step 5: Tag Instance
Atag consists of a case-sensitive key-value pair. F

Key ha aximum; Value

Create Tag

@ Feedback @ English

6. To Configure the Firewall, we recommend you the following settings:

6.1. Check “Create a new Security Group”.

6.2. Specify the Group Name and a Description.

6.3. Under Inbound Rules choose from the dropdown menu to create a new rule
as “Custom TCP rule”. Add the port 443 (mandatory) and 80 (not mandatory).
Each of them will have the source set for: Anywhere, 0.0.0.0. When you are
done, click “"Review and Launch”.

@ Feedback (Q English

The port 443 is for the client-server communication and the port 80 is for the
web interface access. In case you need a remote intervention of the Endpoint
Protector Support Team, temporary opening one more port would be required.
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7. Review the settings of the instance and click “Launch”.

1.ChooseAMI  2.ChooseinsanceType  3.Confguieinstance 4 AddSiorage  5.Taginstance 6. Contqure Securly Oroup  7.Review

Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch 1o assign a key pair to your instance and compiete the launch process
~ AM| Details Edit AMI
Endpoint Protector 4.4.1.0 Virtual Appliance - ami-4f64b52c
0 Endpoint Protector 4 4 1.0 Virtual Applance
RostDwvice Type abe  Vinalkton ype b

~ Instance Type Edit instance type
Instance Type Ecus vCPUS Memory (GI8) Instance Storage (GB) EBS-Optimized Avallable Network Performance.
12 micro Variable 1 1 EBS only - Low to Moderate
~ Security Groups Edit security groups
Security group name launch-wizard-3

ted 2016-06-21717:38:30,.779+03.00

Type (i) Protocol (i) Port Range (i) Source (i)

HITES ce 443 00000

HITR TcP 80 00000
» Instance Details Edit instance details
~ Storage Edit storage

P P ; o o . Throughput Delete on o

Volume Type (i Device (i)  Snapshot (i Size (GIB) (i) Volume Type (i) 108 D (giey 01y 2 ® Encrypted (i

Root fdevisdat snap-cro21ed0 100 902 30073000 N/A Yes Not Encrypted
~ Tags Edit tags

Key Value

Name

conee (s

8. A pop-up window will ask you to “Select an existing key pair or create a new
key pair”. If you choose to use a key pair you might have to share it with our
Support Team for support requests. In this case, ensure it is used only for this
instance. We would recommend choosing the option “Proceed without a Key
Pair”. Then click “Launch Instances”.

Select an existing key pair or create a new key pair X

Akey par cansists of a public key that AWS stores. and a private key file that you store Together.
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
10 obtain the password used 1o log into your instance. For Linux AMIs. the private key file alows you to
securely SSH into your instance

Note: The selected key pair wil be added to the set of keys authorized for this Instance. Leam more

about removing exis! y pairs from a public AMI
[Proceed without a key pair v
@1 acknowledge that | will not be able 1o connect 1o this instance unless | akeady know the
password bullt Into this AMI
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9. The message “Your instance is now launching” shows up. Finish the process by
pressing “View Instances”.

Launch Status

© Your instances are now launching
The following instance launches have been inftated: -546453ea  View launch log

©  Get notified of estimated charges
Create biling alerts 1o get an email nolification when estimated charges on your AWS bill exceed an amount you define (for example, f you exceed the free usage tier

How to connect to your instances

stances 10 Mo

~ Here are some helpful resources to get you started

@ Feedback @ English

10. Wait for the instance to start. This might take a few minutes while the
“Status Checks” appears as “Initializing”.

Q ] 1to1of1
8 tame - Instance ID - InstanceType - Availability Zone - Instance State - Status Checks - Alarm Status  Public DNS - PublicIP - KeyName - Monitoing - Launch Time .t
[ 12 micro Ao » I cisatied June 29, 2016 at 5:01:56 PM
A
Bundle Task
Instance: | Public DNS: LI}

Descripion = StatusChecks = Monttoring  Tags

® Feedback @ English

11. As a next step, we recommend you to request an Elastic IP. This is required
so the Endpoint Protector Clients can communicate with the same IP Address in
case of an instance restart. Without an Elastic IP (Static IP) the instance will
assign a new IP address every time it is restarted and the Endpoint Protector
Clients have to be reinstalled. To request an Elastic IP go in the AWS
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Management Console to the option Network & Security > Elastic IPs and click on
“Allocate New Address”.

EC2 Dashboard Allocate New Adaress [| Release Address  Associate Address * e

Evenis
Tags 4 viewng:  All Addresses v (Sea 1101 0f 1 tems
" Address Instance ID ENI ID Scope Public DNS
Instances v = St
Spol Requests
Reserved Inslances
Autis
Bundle Tasks
S 1 Address selected
Volumes
@ Address: = =1 A
Snapshots
Address:
Instance ID:
Security Groups Scope: standard
Elastic IPs Public DNS:
Pacement Crougs Network Interface ID:
0ad baiancers
Private IP Address:
Key Pairs
Network Interface Owner: -
Hetwork Interfaces
Allocation ID:
ed. Privacy Policy  Terms of Use Feedback

12. Associate the Elastic IP with your Endpoint Protector Instance. Select the IP
Address and click “Associate”.

EC2 Dashboard Allocate New Address  Release Address  Associate Address - & @
Evenis

Tags 4 viewng: Al Addresses - (Sea 101 of 1 Hema

" Address Instance ID ENI ID Scope Public DNS

Instances v - standand

Spol Requests -

Autis

Bundle Tasks

1 Address selected

Volumes
@ Address: = B8 A9

Snapshots
Address:
Instance 1D:
Security Groups Scope: standard
Elastic IPs Public DNS:

Placement Groups
Load Balancers
Key Pairs

Hetwork Interfaces

Network Interface ID:
Private IP Address:
Network Interface Owner: -
Allocation ID:

ed. Privacy Policy  Terms of Use Feedback
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13. Select the Endpoint Protector Instance from the dropdown list and click “Yes,
Associate”.

Assodiate Address Cancel %

Select the instance to which you wish to associate this IP
address (smm—,

Instance: Select an instance [+ |
Select an instance

The Elastic IP is now associated with your Endpoint Protector Instance.

EC2 Dashboard Allocate New Address Associate Address  Disassociate Address LS -]

Events

Tags 1 Viewing:  All Addresses = (Search € € 1woiofiltems 3 3|
=) INSTANCES

Instances [l | c— — standard s compute-1. amazonaws. com I

Spol Requests.

Reserved Instances
= IMAGES

AMlIs

Bundie Tasks

=/ ELASTICBLOCK STORE 1 Address selected

Volumes @ Address: = = = I |
Snapshots
Address:
= NETWORK & SECURITY | Instance ID: D e
Secunty Groups Scope: standard
Elastic IPs Public DNS:
Placement Groups Network Interface ID:

Load Balancers

Key Pairs
Network Inferfaces

Private IP Address:
Network Interface Owner: -
Allocation ID:

© 2008 - 2013, Amazon Web Services, Inc. or its affikates. All nghts reserved.  Privacy Policy  Terms of Use Feedback

After a few minutes, the Endpoint Protector Instance will be running associated
with the Elastic IP.
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EC2 Dashboard
Events
Tags

Instances
Spol Requ
Reserved Inst

AMis
Bundle Tasks

Volumes

Snapshots

Security Groups
Eiastic IPs
Placement Groups
Load Balanc
Key Pairs
Hetwork Interfaces

Launch instance  Actions

Viewing: Running Instances - Allinstance Types = (Search
¥ Mame ° Instance AMIID Root Davice Type State Status Checks  Alarm Status. Monfloring
E o = —— sbs. timcro @ running & 2/2 checks pi none | [ =3
1 EC2 Instance selected.

@ EC2 Instance: ?

Description | Status Checks = Monitoring  Tags
AMI: Endpoint Protector 4 - AMI Alarm Status:
Zone: us-sast-1b Security Groups:
Type: tLmicro State:
Scheduled Events: No scheduled events Owmer:
vPC 1D: - Subnet ID:
Source/Dest. Check: Virtualization:
Placement Group: Reservation:
RAM Disk ID: - Platform:
Key Pair Nome: Kernel ID:

I Elastic 1P

1AM Role:
E8S Optimized:
Block Devices:

Network Interfaces:
blic DNS:

false

sdal

sdc

ompute-1.

s reserved.  Privacy Palicy  Terms of Use

AMI Launch Index:
Root Device:
Tenancy:

Lifecycle:

Security Groups  Key Pair Name  Virtualization

EPP Group Demo paraiirual

EPP Group Demo. view rules

running

0

sda1
default

narmal

L 1o 10f 1 tnstances
Placement Group
L_ I - |
Feedback
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1.5. Accessing the Endpoint Protector Web Interface

Login to the interface using https:// and the Elastic IP you have assigned in the
previous step.

Click “"Continue/Trust or Add exception” when the browser displays a warning
regarding the certificate of this webpage.

The default user name to login the Endpoint Protector interface is: root
and the password is: epp2011

We recommend changing the root account password to login in Endpoint
Protector in order to secure your EPP instance from unauthorized access. This
can be done from System Configuration > System Administrators.

@ Enpo - Reporting snd Tool-
Fle Edt View Higtory Bookmars Tools Help

c - aws marktplace

L J—

@ ‘ E:ggé%n 4 Reporting and Administration Tool

+

% [ e
* 5

. Mabile Device Monagament
j Offine Temporary Possword (] Crese

[ES] Reports and analysis

Endpoint Protectar 4 Copyrght 2004 - 2013 CaSoSys Lid. Al righis reserved.

Now go to System Configuration > Client Software and change the IP Address
written in the field "Endpoint Protector Server IP” and change the IP in this field
to the Elastic IP you have assigned to the Endpoint Protector Instance.

To avoid known issues like navigating away from this page and having the Client
IP switch back to the internal IP of the EC2 Instance, the “Preserve Server
Settings on all download pages” needs to be checked.
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Wielcome | Logout
ENDPOINT | 4 . N -
ROTECTOR Reporting and Administration Tool Engin - a
. Pl E Advanced Se:
== Dashboard Endpoint Protector Licensing System
BB cvcoom amagement Endpoint Protector Clent Installstion
B encpomroms The EndportProtecar Cent ca b nstale e
PR Endpoine semngs
@ conurcmars Proacson
B EasyLock Enforced Encryption
! Mobile Device Management
Offing Temparary Password
E Reports and Analysis w05 Cilents for Linu distrbutions are only available on request!
o 4t ersion) Sulbrit st for Endpomt Protectos Chent for imus.
@ aens
oiaconySavces — — - ot
B Endpoint Protecta Server
Endpoint Protecte Sever Pt -

x System Maintenance Deptment Cadgy ey
T I |

et Sl I

Chest Software Upgrade & ]

[ ——

Prtr— endoon

Sytem Secuty o

S Settings

Sytem iemsing
) system Parameter:
@ sowwor
Endpomt Frotector & Copyvght 2004 - 2016 CaSasys Lt Mrhis eserved Featy Verson 4521

Now you can download the Endpoint Protector Client Software that has the
Elastic IP Address already included. In order to double check it, start an Endpoint
Protector Client MSI and check in the field Server IP if it corresponds to the
Elastic IP. Then, you can start installing the EPP4 Client or deploying it.

i — ™
ﬁ Endpoint Protector Setup g

Server information
Spedify the server address and port

Server Information

W e —
I Server IP; [*— I
i Server Port: |443
Department Code: Idefdep
i

Advanced Installer

<Back | MNext> | [ Cancel

1.6. Securing your Instance

We recommend further securing your Instance by making all possible settings in
the AWS Interface under the option "Security Groups".



2. What Endpoint Protector

does

Endpoint Protector is a complete Data Loss Prevention solution for companies’
networks of all sizes, enabling a detailed control over removable, mobile storage
media and mobile devices both inside and outside the companies’ walls.

Welcome Guest | Login

P‘,‘ S
[ Lol | 4 Reporting and Administration Tool Engish  ~
gl PROTECTOR e

uhorizad Dovices Q

Enforced Encryption Encrypted Data Transfer with EasyLock

Reporting and Analysis
Devices e
Strong DLP Policy ¥

Applications @ mﬁ t |
Mobile Device Management

Tracking and Lacating ]
[— P @E‘ s
)
¥ =0 %
' o
Strong Security Policy Password Device Remota Nuke
Enforcement Encryption Wipe/Lock

Data Loss Prevention | Device Control | Content Aware Protection | Mobile Device Managment

Device Control Blocked Devices o a

Content Aware Protection

Endpoint Protector comprises three separate modules, that used together ensure
the next generation security of your endpoints:

e Mobile Device Management: closely controls and monitors the entire
mobile device fleet through dedicated MDM policies, protecting sensitive
company data, while permitting a degree of freedom on what concerns the
stored personal information. Once integrated in a company or enterprise
network, it ensures a highly secure working environment for companies
adopting and using the BYOD model.
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e Device Control: enforces strong security policies for controlling and
closely monitoring all portable storage device use inside the company
network. Once deployed inside companies networks, the Device Control
modules reduces the risks of data loss and data theft through
unauthorized use of removable and mobile devices.

e Content Aware Protection: allows defining custom content aware
policies for a detailed inspection, detection and reporting of all sensitive
content transfers outside the secured network. Once enabled, the Content
Aware Protection module scans all possible exit points and ensures that no
critical data leaves the company network by transfers either to removable
media or directly via e-mail, file sharing applications or to the cloud.



3. Support

In case additional help, such as the FAQs or e-mail support is required, please
visit our support website directly at http://www.endpointprotector.com/support/.

To log a Support ticket, please send a message from the menu Support >
Contact Support.

‘Welcome 11| Logout

4Ry ENDPOINT |4 Reoorting and Administration Tool —
» PROTECTOR eporting an ministration Tool ngiish Q)
Advanced Search
%% Dashboard Contact Support Show all departments
Endpoint Management Form
% Endpoint Rights Sender E-mail ® administrator@cososys.com
% Endpoint Settings Company Hame
Subject

@ Content Aware Protection Content Please describa here your problem or your suggastions!

. Mobile Device Management

Offline Temporary Password

Reports and Analysis

& System Alerts

- Directory Services
‘ System Maintenance

ﬁ System Configuration

gj System Parameters

©

User Manual
AD Deployment Guide
Contact Support

Endpoint Protector 4 Copyright 2004 - 2012 GoSoSys Lid. All rights reserved. Ready Version 4.1.0.2

We appreciate all feedback from our customers’ side.


http://www.endpointprotector.com/support/

4. Important Notice /

Disclaimer

Security safeguards, by their nature, are capable of circumvention. CoSoSys
cannot, and does not, guarantee that data or devices will not be accessed by
unauthorized persons, and CoSoSys disclaims any warranties to that effect to the
fullest extent permitted by law.

© 2004 - 2016 CoSoSys Ltd.; Endpoint Protector, My Endpoint Protector are trademarks
of CoSoSys Ltd. All rights reserved. Windows is registered trademark of Microsoft
Corporation. Android is registered trademark of Google Inc. Macintosh, Mac OS X, iOS,
MacBook, are trademarks of Apple Corporation. AWS and Amazon Web Services is a
trademark of Amazon. All other names and trademarks are property of their respective
owners.



